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Intel VIrtual Techonlogy , intel TEFEHLTAR , FEEMAE A LRt EHLK BRI
NEBBEAERIME VTN T 12451 VMX#E4

[VMCS#d] 5 %]
VMPTRLD
VMPTRST
VMCLEAR
VMREAD
VMWRITE

[VMX#r4 5%]
VMLAUNCH
VMCALL

VMXON

VMXOFF
VMRESUME

[Guest software 2%]
INVEPT
INVVPID

124354 X R PLESRS (xen-3.4.1\xen\include\asm-x86\hvm\vmx\vmx.h)
RIGFEH _emit

#define VMCALL_OPCODE ".byte 0x0f,0x01,0xcl\n"

#define VMCLEAR_OPCODE ".byte 0x66,0x0f,0xc7\n" /* reg/opcode: /6 */
#define VMLAUNCH_OPCODE ".byte 0x0f,0x01,0xc2\n"

#define VMPTRLD_OPCODE ".byte @x0f,0xc7\n" /* reg/opcode: /6 */
#define VMPTRST_OPCODE ".byte @x0f,0xc7\n" /* reg/opcode: /7 */
#define VMREAD_OPCODE ".byte 0x@f,0x78\n"

#define VMRESUME_OPCODE ".byte 0x0f,0x01,0xc3\n"

#define VMWRITE_OPCODE ".byte 0x0f,0x79\n"

#define INVEPT_OPCODE ".byte 0x66,0x0f,0x38,0x80\n" /* ml128,r64/32 */
#define INVVPID_OPCODE ".byte 0x66,0x0f,0x38,0x81\n" /* ml128,r64/32 */
#define VMXOFF_OPCODE ".byte 0x0f,0x01,0xc4\n"

#define VMXON_OPCODE ".byte 0xf3,0x0f,0xc7\n"

IRFHVIE IR —AVMCS (Virtual Machine Control Structures)NFXIKE, /B3IVMM (Virtual Machine Monitor) ,
BB AR AT SRR BE, BRIERARIEBITTringe T

VMME I EHEN RAREE, HMVMMEIRR R X THRIERS, B4 T —MNEH%iring -1
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5] M8 43 )
YIHE AL 3 B A X
fEFIVMXON #AN VMX (BRINLIELT BIs4 %) BiE

HATVMXONFE S , EFLAGS.CF W HWIIAT =& HTh
asm

{
PUSH ©

PUSH PhysicalVMXONRegionPtr.LowPart

_emit OxF3 // VMXON [ESP]
_emit OxOF
_emit OxC7
_emit Ox34
_emit Ox24

PUSHFD
POP eFlags

ADD ESP, 8
}

BT RFFIERIIEAVMCS X3, (2 T B ER, AR )
XANGE) R B8 B VMCLEAR, VMPTRLD, VMREAD, FIVMWRITE#E(E.
VMMIZ{T JEguest $hATIXLeig 4Rt 45| R#VMEXItE {4

VMCS S5 B

VMCS & — MK K A TE X 38

1EBHE b, BUNERSEHERS A 6 -

1) GUEST-STATE k: EEIWLAMRERAER U N IR REE R, AR BHTERRE;

2) HOST-STATE i: ERHMWLAIEMRE/ER R H 2R REE R, AEBHLHRIRE;

3) VM $ATIERIE: BUVEIERRESERSIT IR R, 5 k238 dER R E A =0R B B AR B
4) VM B BRVNEREEERTERHRN, RERENGER;

5) VM AR BV ARERESRGE N ERBERRE, REZROGEER;

6) VM EBHEEE: BN IERERERERE KRR REERR, KB KRR AR RZEF .

X BRI AR LB % , BHI4A4L host 5 guest M CRO, CR3, CR4, IDTR, GDTR, LDTR, Rflag, SYSENTER_CS, SYSENTER_}
VAR S FIVMWRITE $84®E , wENFEMER
GUEST_ES_SELECTOR = ©x00000800,
GUEST_CS_SELECTOR = 0x00000802,
GUEST_SS_SELECTOR = 0x00000804,
GUEST_DS_SELECTOR = @x00000806,
GUEST_FS_SELECTOR = 0x00000808,
GUEST_GS_SELECTOR = 0x0000080a,
GUEST_LDTR_SELECTOR = ©x0000080c,
GUEST_TR_SELECTOR = @x0000080e,
HOST_ES_SELECTOR = ©x00000c00,
HOST_CS_SELECTOR = ©x00000c02,
HOST_SS_SELECTOR = ©x00000c04,
HOST_DS_SELECTOR = @x00000c06,
HOST_FS_SELECTOR = @x00000c08,
HOST_GS_SELECTOR = @x00000c0a,
HOST_TR_SELECTOR = @x00000coc,



M VMWRITE #844REHIRE
VOID WriteVMCS( ULONG encoding, ULONG value )
{

asm

{
PUSHAD

PUSH value
MOV EAX, encoding

_emit OxOF
_emit Ox79
_emit 0x04
_emit Ox24

POP EAX
POPAD

}
}
BlanvIdE4 GDT , IDT IR L R4S

asm

{

SGDT gdt_reg

}

temp32 0;

temp32 = gdt_reg.BaseHi;

temp32 <<= 16;

temp32 |= gdt_reg.Baselo;

Log( "Setting Host GDTR Base" , temp32 );
WriteVMCS( HOST_GDTR_BASE, temp32 );

__asm
{

SIDT idt_reg
}

temp32 = 9;

temp32 = idt_reg.BaseHi;
temp32 <<= 16;
temp32 |= idt_reg.Baselo;

Log( "Setting Host IDTR Base" , temp32 );
WriteVMCS( HOST_IDTR_BASE, temp32 );

LEEEEMNREKRE #VMExit BHM4AEAND HOST_RIP
WriteVMCS( HOST_RIP, (ULONG)VMMEntryPoint ); //@x6C16

BJEHAT VMLAUNCH #84 , IENS 3B IWL (AL T $Bu)

__asm

{

_emit OxOF

_emit oxe1

_emit @xC2

}

2k, BAVMME T E ELEITEXR, TER S EHENRARIF

BRI —HVMEXLt AR AL 28 (RAUETRIR S P T AUE, SR/BEMHRE)
BITIEEFGuest 05 BRIBEMIZHNIES, S KE #VMEXit B (ML THRAREFHITRIPMELE)
BEEF VMM AbE, Blfncpuid

MFESEFEEH VMRESUME 4K&EHRAT (FHMT7E OD # F9 4k8HE1T)
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R AL Pl ==Y

HUMEXit B2 —Fh
1 & M=EMFECPUID GETSEC INVD XSETBV BT VMX#E4
2 BX&BEMI/OW A, FRTEM, MSREFFMSRTN, HTL & (EREVMCSHB ISR )

VMMAE FIVMREAD S BUE SINLIRAS , E BN — R EBH
VM_EXIT_REASON = 0x00004402, //BHHG
VM_EXIT_INTR_INFO = 0x00004404, //whkifsE
VM_EXIT_INTR_ERROR_CODE = 0x00004406,
IDT_VECTORING_INFO = Ox00004408,
IDT_VECTORING_ERROR_CODE = Ox0000440a,
VM_EXIT_INSTRUCTION_LEN = 0x0000440c, //#I4KE
VMX_INSTRUCTION_INFO = 0x0000440e,
GUEST_ES_LIMIT = 0x00004800,

GUEST _CS_LIMIT = 0x00004802,
GUEST_SS_LIMIT = 0x00004804,

GUEST _DS_LIMIT = 0x00004806,

Ho R BEZERHEVM_EXIT REASON , AIULE/ER M EKR
FEMRAE

#define EXIT_REASON_EXCEPTION_NMI ©
#define EXIT_REASON_EXTERNAL_ INTERRUPT 1
#define EXIT_REASON_TRIPLE_FAULT 2
#define EXIT_REASON_INIT 3

#define EXIT_REASON_SIPI 4

#define EXIT_REASON_IO SMI 5

#define EXIT_REASON_OTHER SMI 6

#define EXIT_REASON_PENDING_VIRT_INTR 7
#define EXIT_REASON_PENDING_VIRT NMI 8
#define EXIT_REASON_TASK SWITCH 9
#define EXIT_REASON_CPUID 10

#define EXIT_REASON_HLT 12

#define EXIT_REASON_INVD 13

#define EXIT_REASON_INVLPG 14

#define EXIT_REASON_RDPMC 15

#define EXIT_REASON_RDTSC 16

#define EXIT_REASON_RSM 17

#define EXIT_REASON_VMCALL 18

#define EXIT_REASON_VMCLEAR 19

#define EXIT_REASON_VMLAUNCH 20

#define EXIT_REASON_VMPTRLD 21

#define EXIT_REASON_VMPTRST 22

#define EXIT_REASON_VMREAD 23

#define EXIT_REASON_VMRESUME 24
#define EXIT_REASON_VMWRITE 25

#define EXIT_REASON_VMXOFF 26

#define EXIT_REASON_VMXON 27

DWORD VmxRead (DWORD in_code)
{
DWORD m_vmread = 0;

asm

{
PUSHAD

MOV EAX, in_code



_emit OxOF // VMREAD EBX, EAX
_emit 0x78
_emit OxC3

MOV m_vmread, EBX
POPAD
}

return m_vmread;

}

VOID VMMReadGuestState( )

{

HandlerLogging = 9;

ExitReason = VmxRead(VM_EXIT_REASON); //0x4402
ExitInterruptionInformation = VmxRead( VM_EXIT_INTR_INFO); //0x4404
ExitInstructionLength = VmxRead(VM_EXIT_INSTRUCTION_LEN); //©x440c
ExitQualification = VmxRead(EXIT_QUALIFICATION) ; //0x6400
ExitInterruptionInformation = VmxRead(VM_EXIT_INTR_INFO); //0x4404
ExitInterruptionErrorCode = VmxRead(VM_EXIT_INTR_ERROR_CODE); //0x4406

IDTVectoringInformationField = VmxRead(IDT_VECTORING_INFO); //0X00004408 // IDT-Vectoring Information Field
IDTVectoringErrorCode = VmxRead(IDT_VECTORING_ERROR_CODE); //0©X0000440A // IDT-Vectoring Error Code
ExitInstructionLength = VmxRead(VM_EXIT_INSTRUCTION_LEN); //0x0000440C // VM-Exit Instruction Length
ExitInstructionInformation = VmxRead(VMX_INSTRUCTION_INFO) ; //0x@000440E //VM-Exit Instruction Information
GuestEIP = VmxRead(GUEST_RIP); //0x0000681E; //GuestEIP

GuestESP = VmxRead(GUEST_RSP); //@x0000681c //esp

GuestCR3 = VmxRead(GUEST_CR3); //0X6802 GuestCR3

CPUIDHEA KBRS BK

% guest 0S #AT cupid B, SR BIXHE—MERS 10 (VMX_EXIT_CPUID )
LT BICPUIDIX S48 4 BB , WL, 4R J5 ik 1T LME K cpuid HIIR EIE

if( ExitReason == VMX_EXIT_CPUID )
{
if( GuestEAX == 0 )
{
DbgPrint("CPUID EIP == %@8X \n" , GuestEIP );
//@x34EC2B
asm

{
POPAD

MOV EAX, ©
CPUID

/ /& CPUIDIR [El{E
MOV EBX, ©x80808080
MOV ECX, ©x90909090
MOV EDX, ©x101010160
JMP Resume

}

}

else

__asm

-



1
POPAD

MOV EAX, GuestEAX
CPUID
JMP Resume

}

ZBATVT)E cpuid

JGUE T EN T $04TCPUIDFEF I EIP, 5¥ithi 00401009—3
00401003 |. 53 push ebx

00401004 |? B8 000PROOO mov eax,0d

00401009 |. OFA2 cpuid

0040100B |. 894424 OC mov dword ptr ss:[esp+C],eax
0040100F |? 894C24 08 mov dword ptr ss:[esp+8],ecx
00401013 |? 895C24 04 mov dword ptr ss:[esp+4],ebx

00401017 |? 68 10614000 push cpuid.00406110 ; ASCII "-----

EAERHHME bin.rar (20.0 KB, 365 R T#)
intel-vt.rar (33.4 KB, 560 R T%R)
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EXIT_REASON HIFTH HKAEER

VirtualBox\src\VBox\VMM\VMMR3\HWACCM. cpp

"Exception or non-maskable interrupt (NMI)."),

EXIT_REASON(VMX_EXIT_EXCEPTION , 0,
EXIT_REASON(VMX_EXIT_EXTERNAL_IRQ , 1,
EXIT_REASON(VMX_EXIT_TRIPLE_FAULT , 2,
EXIT_REASON(VMX_EXIT_INIT_SIGNAL , 3,
EXIT_REASON(VMX_EXIT_SIPI , 4,
EXIT_REASON(VMX_EXIT_IO_SMI_IRQ , 5,
EXIT_REASON(VMX_EXIT_SMI_IRQ , 6,
EXIT_REASON(VMX_EXIT_IRQ_WINDOW s 7,
EXIT_REASON_NIL(),
EXIT_REASON(VMX_EXIT_TASK_SWITCH , 9,
EXIT_REASON(VMX_EXIT_CPUID , 10,
EXIT_REASON_NIL(),

EXIT_REASON(VMX_EXIT_HLT , 12,
EXIT_REASON(VMX_EXIT_INVD , 13,
EXIT_REASON(VMX_EXIT_INVPG , 14,
EXIT_REASON(VMX_EXIT_RDPMC , 15,
EXIT_REASON(VMX_EXIT_RDTSC , 16,
EXIT_REASON(VMX_EXIT_RSM , 17,
EXIT_REASON(VMX_EXIT_VMCALL , 18,
EXIT_REASON(VMX_EXIT VMCLEAR , 19,
EXIT_REASON(VMX_EXIT_VMLAUNCH , 20,
EXIT_REASON(VMX_EXIT_VMPTRLD , 21,
EXIT_REASON(VMX_EXIT_VMPTRST , 22,
EXIT_REASON(VMX_EXIT_VMREAD , 23,
EXIT_REASON(VMX_EXIT VMRESUME , 24,
EXIT_REASON(VMX_EXIT VMWRITE , 25,
EXIT_REASON(VMX_EXIT_VMXOFF , 26,
EXIT_REASON(VMX_EXIT_VMXON , 27,
EXIT_REASON(VMX_EXIT_CRX_MOVE , 28,
EXIT_REASON(VMX_EXIT_DRX_MOVE , 29,
EXIT_REASON(VMX_EXIT_PORT_IO , 30,
EXIT_REASON(VMX_EXIT_RDMSR , 31,
EXIT_REASON(VMX_EXIT_WRMSR , 32,
EXIT_REASON(VMX_EXIT_ERR_INVALID GUEST_STATE,
EXIT_REASON(VMX_EXIT_ERR_MSR_LOAD , 34,
EXIT_REASON_NIL(),

EXIT_REASON(VMX_EXIT MWAIT , 36,
EXIT_REASON_NIL(),

EXIT_REASON_NIL(),

EXIT_REASON(VMX_EXIT_MONITOR , 39,
EXIT_REASON(VMX_EXIT_PAUSE , 40,
EXIT_REASON(VMX_EXIT_ERR_MACHINE_CHECK , 41,
EXIT_REASON_NIL(),

EXIT_REASON(VMX_EXIT_TPR , 43,
EXIT_REASON(VMX_EXIT_APIC_ACCESS , 44,
EXIT_REASON_NIL(),

EXIT_REASON(VMX_EXIT_XDTR_ACCESS , 46,
EXIT_REASON(VMX_EXIT_TR_ACCESS , 47,
EXIT_REASON(VMX_EXIT_EPT_VIOLATION , 48,
EXIT_REASON(VMX_EXIT_EPT_MISCONFIG , 49,
EXIT_REASON(VMX_EXIT_INVEPT , 50,

FVTT O REACAR AT /N

"External interrupt."),

"Triple fault."),

"INIT signal."),

"Start-up IPI (SIPI)."),

"I/0 system-management interrupt (SMI)."),
"Other SMI."),

"Interrupt window."),

"Task switch."),

"Guest software attempted to execute CPUID."),

"Guest software attempted to execute HLT."),

"Guest software attempted to execute INVD."),

"Guest software attempted to execute INVPG."),

"Guest software attempted to execute RDPMC."),

"Guest software attempted to execute RDTSC."),

"Guest software attempted to execute RSM in SMM."),
"Guest software executed VMCALL."),

"Guest software executed VMCLEAR."),

"Guest software executed VMLAUNCH."),

"Guest software executed VMPTRLD."),

"Guest software executed VMPTRST."),

"Guest software executed VMREAD."),

"Guest software executed VMRESUME."),

"Guest software executed VMWRITE."),

"Guest software executed VMXOFF."),

"Guest software executed VMXON."),

"Control-register accesses."),

"Debug-register accesses."),

"I/0 instruction."),

"RDMSR. Guest software attempted to execute RDMSR."),
"WRMSR. Guest software attempted to execute WRMSR."),
33, "VM-entry failure due to invalid guest state."),
"VM-entry failure due to MSR loading."),

"Guest software executed MWAIT."),

"Guest software attempted to execute MONITOR."),
"Guest software attempted to execute PAUSE."),
"VM-entry failure due to machine-check."),

"TPR below threshold. Guest software executed MOV to CR8.
"APIC access. Guest software attempted to access memory a

"Access to GDTR or IDTR. Guest software attempted to exec
"Access to LDTR or TR. Guest software attempted to execut
"EPT violation. An attempt to access memory with a guest-
"EPT misconfiguration. An attempt to access memory with a
"INVEPT. Guest software attempted to execute INVEPT."),



EALI_KEADUN_NLLY ),
EXIT_REASON(VMX_EXIT_PREEMPTION_TIMER
EXIT_REASON(VMX_EXIT_INVVPID
EXIT_REASON(VMX_EXIT_WBINVD
EXIT_REASON(VMX_EXIT_XSETBV
EXIT_REASON_NIL()

WEF 2011-12-24 18:45:47 ¥ WUKE RiEHE

3

52,
53,
54,
55,

"VMX-preemption timer expired. The preemption timer count
"INVVPID. Guest software attempted to execute INVVPID."),
"WBINVD. Guest software attempted to execute WBINVD."),
"XSETBV. Guest software attempted to execute XSETBV."),
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