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2 192,168, 40. 137 - - [02/Mov/2014:23:07:

G192.168. 40. 137 - - [02/Mov/2014:23:

4 192.168. 40,137 - - [02/Nov/2014:23: /1magesfpw core. c55‘720111111 HTTF./I 1" 200 8041 http //192 168, 40). 136/phpw1nd/’

5192, 168, 40. 137 - - [02/Nov/2014:23:07:08 -0800] "GET /plow. /'IS/DW_Z:I_'[E_\;(_ is HTTP/I 17 200 4639 ”http://lgz. 163, 40, 136./phpwind./ __________
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7192.168.40. 137 - - [02/Mov/2014:23:

5 192.168. 40,137 - - [028/Mov/2014:23:07: 1magesfw1ndfgrnup/4 gif HTTP/I 17 200 903 http //192 168 40 136/phpwind/”

9192.168. 40. 137 — - [02/Hov/2014:23:07:08 -0800] "GET /phpwind/images/wind/group/5. gif HTTP/1.1" 200 854 "http://152. 168. 40. 136/phpwmd/” ”
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11 192,168, 40. 137 - — [02/Mov/2014:23: /ig/app_ glabal is HTTP/l 17 200 08T http //192 168. 40, 136/phpw1nd/ Moz:.l U (Windows NT 5. 2;
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15 192, 168, 40. 137 - - [02/Nov/2014:23:07:08 -0800] “GET /phewind/mode/area/jzs/adminview. iz " 200 4643 “http://192. 168, 40, lSG/phpWJ.nd/ 1.
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20 192,188, 40,137 - - [02/Nov/2014:23:

21 192,168, 40,137 - - [02/Nov/2014:23:

22 192, 168, 40. 137 - — [02/Mov/2014:23: Vol 200 2866 http /f192 168 40 l36/phpw1nd/1mages/pw7cure css°20111111” “M
25 192,168, 40. 137 - - [02/Nov/2014:23:07:08 -0800] "GET /plom: /lmagesfw1ndfnav png°20111111 HTTP/I 1" 200 4930 “http://192. 163, 40. 136./phpw1nd/” “Mozillass. 0 (Win
24 192,188, 40, 137 - — [02/Mov/2014:23:07:08 ~0300] "GET /phowind/images/wind/searchb. png HTTR/L 17 200 3028 http //192, 168, 40, 136/ phpwind/” i

25 192,168, 40,137 - - [02/Nav/2014:23:07:08 —0800] “CET /phowind/images/wind/search_input.png HTTF/I 1” 200 592 “http://192. 168, 40, 136/’1:>hpw1nd/"

26 192, 168, 40. 137 - - [02/Mov,/2014:23:07:08 -0800] "GET /phewind/images/wind/dowmn. png HITE/L. 17 200 440 “http: //192 168, 40. 136/ phpwind/” [ﬂ,qz;lla/E 0 (W1ndaws NT B.:
27 192,168, 40. 137 - - [02/Nov/2014:23:07:08 -0800] "GET /phewind/images/wind/search bin.png HTTP/1.17 200 548 “http://192. 168, 40. 136/phpw1nd/

22 192.188. 40,137 — — [02/Nov/2014:23:07:08 —0800] “GET /phewind/images/wind/h. png HITP/1.17 200 b36 ”http /#192. 168. 40. 136 /phpwrind/” "W 0 (Wlndnws NT 5.2
20 192,168, 40. 137 - — [02/Mov/2014:23:07:08 —0300] "GET /phowind/images/wind/old. gif HITP/L. 17 200 853 http /192, 168, 40, 136/phpwind/” e E - ;,
a0 192,168, 40,137 - — [02/Nov/2014:23:07:08 -0800] "GET /phewind/images/wind/colon. png HTTP/1.17 200 436 http /192, 168. 40, 136/phpw1nd/ I T on v ANLLMONS 1L o
31 192,168, 40. 137 - - [02/Mov,/2014:23:07:08 -0800] "GET /phewind/images/pwicon/top. png HITP/L. 17 200 1199 http /192,163, 40. 136/phpw1nd/1mages/pw core. 33720111111
92 192,168, 40,137 - — [02/Mov/2014:23:07:08 -0800] “GET /phewind/images/wind/group/16. gif HITRE/1.1” 200 914 “http://192. 168 40, 136/phpw1nd/ "Mozilla/5. 0 (Windows W
33 192.188. 40,137 — — [02/Nov/2014:23:07:12 —0800] "POST /phpwind/login. p_h‘gap_n_wjt_l_r_n_e_ 1414998432692&Ver1fy‘099891_f_'b5:_ HITP/1.1” 200 1212 “http://192. 168, 40. 136 /phpwind/
34 192,168, 40, 137 - - [02/Nov/2014:23:07:12 -0800] "GET /phowind/index. phe HITP/1.1” 200 12545 “http://192, 168, 40. 136/phpwind/” “Mozilla/5. 0 (Windows NT 5.2; rv:i32.)
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Notice: Undefined index: xss_input in D \3.php on line 13
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<html>

<head>

<{meta http—equiv="Content-Type” content="text/html; charset=utf-8" />
<title>iSSHO @009 /title>
</head>

<body>

<form action="" method="gzet">
<input type="text” name="xss_input”>
<input type="submit”>

</form>

<hr>

<?php

$xs5s = § GET[ xss_input’];

echo " ©O€OOOOOOIBr> . $xss;
%

</body>

</html>

FLHELD, AT REH RN Z 2 B RXSSHIARTG, H AN
<script>alert(/1/)</script> . ok, #H TR ZHIE T :

IFfEfEEsEs 127.0.0.1 HEdE...




TS 1500 B S AN SE cookielg 7 i — NI
FRREN: <script>alert(document.cookie)</script>

carftoken=F4cY5uRfAr TwIlATkoFfuGpEfn8kl Jluu

13 2|KEY{E4cY5uRf8r7wlAlkoFfuGpEfn8k1JOuu}



	UCTF WriteUp

