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void _ noreturn sub_4012A0()

{

signed int v@; // eax

HRSRC v1; // eax

HRSRC v2; // esi

DWORD v3; // ebx

HGLOBAL v4; // eax

const void *v5; // edi

HANDLE v6; // esi

signed int v7; // ecx

DWORD NumberOfBytesWritten; // [esp+Ch] [ebp-76h]
int v9; // [esp+16h] [ebp-6Ch]

char v10[100]; // [esp+14h] [ebp-68h]

sub_401020((int)"Welcome to the word management system :\\\n");
sub_401020((int)"Please enter your administrator password\n>");
sub_401050("%s", v10);

vl = 0;
do
{
if ( (dword_4@32E8[v@] ~ v10[v@]) != dword_4032D0[vO] )
{
sub_401020((int)"You're not an administrator :(\n");
exit(0);
}
++VvO;
}

while ( v@ < 6 );
sub_401020((int)"Hello administrator :)\n");
while ( 1)
{
sub_401020((int)" \n");
sub_401020((int)"1.flag.doc\n");
sub_401020((int)"2.Walk the maze\n");
sub 401020((int)"3.exit\n"):




sub_401020((int)" \n");
sub_401050("%d", &v9);

if (v9l=1)

{

if (v9 1=2)
exit(0);

sub_401120();
}
vl = FindResourceA(®, (LPCSTR)@x67, "doc");
v2 = vl;
if (lvl)
{

v7 = -1;

goto LABEL_17;
}
v3
v4 = LoadResource(9, v2);
if (lvd)
{

SizeofResource(9, vi1);

v7 = -2;
goto LABEL_17;
}
v5 = LockResource(v4);
DeleteFileA("flag.doc");
if ( PathFileExistsA("flag.doc") )
{
v7 = -3;
goto LABEL_17;
}
v6 = CreateFileA("flag.doc", 0x10000000u, 0, 0, 1lu, 0, 0);
if ( v6 == (HANDLE)-1 )
break;
if ( !WriteFile(v6, v5, v3, &NumberOfBytesWritten, @) )

{

LABEL_17:
sub_401080(v7);
exit(0);

}
CloseHandle(v6);

v7 = -4;
goto LABEL_17;
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do
{
if ( (dword_4032E8[v0] ™ v10[va]) != dword_4@32DB[vE] )
{
sub_401020((int)"You're not an administrator :{\n");
exit(@);
¥
++vE ;

-y

¥

while ( v@ < 6 );

sub_401020((int)"Hello administrator :)\n");
while ( 1)



#include<stdio.h>
int main() {

int a[] = {@xD@,0OXCF,0x11,0xEQ,OxAl,0xB1};

int b[] {0xA3,0xA1,0x70,0xA6,0xF3,0xD7};

for (int i = 0; i < 6; i++)
printf("%c",a[i]”b[i]);

}
1 #include<stdio.h>
2|E| int main()
_
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Process exited after 0.01633 seconds with return value 0
I HEAT S gk aE
5 2snaFRf

0

[ ='
ES = =E NEEFITE [ 7]

B | DasEmEfile\word\word.exe

fFiflag, 1HZ &I flag e e i

k37— miWalk the maze £, A5 3|7



B DAEmEfile\word\wo.exe

le to the word man pent s3
your administrator p

here am I?

T2 R %

void _ noreturn sub_401120()

{
char vo; // cl
signed int v1; // ebx
signed int v2; // edx
char *v3; // edi
signed int v4; // esi
int v5; // eax
char v6; // al
unsigned int v7; // eax
int v8; // ecx
__int128 v9; // [esp+Ch] [ebp-10Ch]
__int128 v1@; // [esp+1Ch] [ebp-FCh]
_ int128 v11; // [esp+2Ch] [ebp-ECh]
__int128 v12; // [esp+3Ch] [ebp-DCh]
char v13; // [esp+4Ch] [ebp-CCh]
char v14; // [esp+4Dh] [ebp-CBh]
char v15; // [esp+4Eh] [ebp-CAh]
char v16[97]; // [esp+4Fh] [ebp-C9h]
char v17; // [esp+BOh] [ebp-68h]
char v18; // [esp+Blh] [ebp-67h]
char v19; // [esp+B2h] [ebp-66h]
char v20[97]; // [esp+B3h] [ebp-65h]

sub_401020((int)"Where am I?\n");
sub_401050("%s", &v17);

vo = vl17;
vl = 0;
v2 = 1;

if (v17 )



v3 = &v17;

\Z! 12;

do

{
switch ( vo )
{

case 'w':
v4d -= 12;
break;
case 'a':
--v2;
break;
case 's':
v4d += 12;
break;
case 'd':
++Vv2;
break;
default:
goto LABEL_15;
}
v5 = dword_403300[v4 + v2];
if (v !l=".")
{
if (v5 = 'd" )
break;
vl = 1;
}
V6 (v3++)[1];
VO = V6;
}
while ( v6 );
LABEL_15:
if (vl)
{
v7 = 0;
v9 xmmword_403480;
v1e xmmword_403470;
v1l xmmword_403450;
v12 xmmword_403460;
do

*(&v13 + v7)

*(&V17 + Vv7) A *((_BYTE *)&v9 + 4 * v7);
*(&v14 + v7) = *(&v18 + v7) ~ *((_BYTE *)&v9 + 4 * v7 + 4);
*(&v15 + v7) = *(&v19 + v7) ~ *((_BYTE *)&9 + 4 * v7 + 8);
v8 = *((unsigned __int8 *)&v9 + 4 * v7 + 12);

LOBYTE(v8) = v20[v7] ~ v8;

v16[v7] = v8;

V7 += 4;

}
while ( v7 < 0x10 );

if ( v7 < ox64 )

{
*(&v13 + V7) = 0;
sub_401020( (int)&unk_4031C0, &v13);
exit(0);

}

sub_401587(v8, v2);



}
sub_401020((int)"I'm lost.");
exit(0);
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