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If you're seeing this, you've successfully installed Tomcat. Congratulations!

™

Recommended Reading: Server Status
g Security Considerations HOW-TO Manager App

Manager Application HOW-TO
Clustering/Session Replication HOW-TO flostManagen

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
Eirst Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 8.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in: i o i
Tomcat 8.0 Configuration The following mailing lists are available:
SCATALINA_HOME/conf/tomcat-users. xml
Tomcat Wiki tomcat-announce
In Tomcat 8.0 access to the manager Important announcements, releases, security
application is split between different users. Find additional important configuration vulnerability notifications. (Low volume).
Read more... information in: tomcat-users
SCATALINA_HOME/RUNNING. txt User support and discussion
Release Notes o o taglibs-user
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[Message:

[ox |
List Applications HTML Manager Help Manager Help Server Status

Path Version Display Name Running Sessions Commands
Start [ Stop | [Reload
i None specified Welcome to Tomcat true [ —
Expire sessions minutes
Start [ st
docs None specified Tomcat Documentation true [
Expire sessions | with idle > |30 minutes
Start [ Stop | [Reload
 Lexamples None specified Servlet and JSP Examples true [ —
Expire sessions minutes
Sart [ 519
| host-manager None specified Tomcat Host Manager Application true [
[ Expire sessions | with minutes
Start_Stop Reload _Undeploy
/manager None specified Tomcat Manager Application true 1 —
Expire sessions | with idle =

Deploy directory or WAR file located on server
Context Path (required):
XML Ce ion file URL:

WAR or Directory URL: |

WAR file to deploy

Select WAR file to upload

Deploy
htips://blog,csdn.netiweixin_43416 {8

WLLEER], Path N7 —AftestH %

|L|si Applications | HTMI Manager Help | Manager Help | Server Statusl
Path Version Display Name Running |Sessions Commands
Start Reload | | Undeploy
Vs None specified Welcome to Tomcat true ]
‘ Expire sessions ‘with idle = |30 ‘ minutes
Start Reload | | Undeploy
/docs None specified Tomcat Documentation true 0 ‘ ‘ | ‘
Expire sessions | with idle = |30 minutes
Start Reload | | Undeploy
fexamples None specified Servlet and JSP Examples true 0 ‘ ‘ | ‘
Expire sessions | with idle = |30 minutes
Start Reload | | Undeploy
/host-manager None specified Tomcat Host Manager Application true 0 ‘ ‘ | ‘
Expire sessions | with idle = |30 minutes
Start Stop Reload Undeploy
/manager None specified Tomcat Manager Application true 1 ‘ = = ‘ h i |30 ‘ N
Xpire sessions | with idle = minutes
Start Reload | | Undeploy
[test None specified true 0
‘ Expire sessions ‘with idle = |30 ‘ minutes

Deploy directory or WAR file located on server

Context Path (required): :
XML Configuration file URL: :

WAR or Directory URL: ‘

WAR file to deploy
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Select WAR file to upload

Vil ftest/test.php, (MBI . (BHI T I Zjsp—HiE, ARATH, KT —NMHUBREFRNIZAREK, XELGRA#EE. )



<« C A FZ2| 39.9651.182:8080/test/test,jsp B a % B0 »®

@ mEmRa - o x
AntSword 8 BO &f
4 = (939.96.51.182 >
D A7 (1) < | D3A3E(2) ~
=7 OFE v +LE Z R A FEF MHE ~  Jusr/local/tomcat/webapps/test/ S iEE
N
- = B s =3
=7 local
[0 META-INF 2021-02-03 03:00:28 4 Kb 0755
=7 tomcat
= I webapps [® testjsp 2021-02-03 10:59:54 952 b 0844
=) test
I META-INF
= BTk b

Z It getshell.

0x045 4

RREERE RXE, BN —BRELA, NEERUBRK, WREZ. EEZEN-MIFENAE, RE T ZIKR
HERRE, HBT —RRER. BTEERFAR, PRERE-HEIRZSKER, ERRER, RERITHGKAYEEE
%, WRELZKRME S ERER. A XEMMERRRESE T EMIERE. ZORE.

0x05% % Bt b}
https:/mwww.cnblogs.com/bmjoker/p/9892653.html

https://www.cnblogs.com/gianxinggz/p/13440366.html

jsp:
https://github.com/ADummmy/vulhub_ Writeup/tree/main/code/Tomcat7_weakpasswd_jsp.jsp

B Kwriteup, H{E T#, BF.
https://github.com/ADummmy/vulhub_ Writeup




	Tomcat7_weakpasswd 弱口令 漏洞复现
	Tomcat 7 +弱口令
	by ADummy
	0x00利用路线
	0x01漏洞介绍
	0x02前置知识
	1.什么是war包？
	2.如何得到弱口令？
	3.不是本地登录可以上传war包吗？

	0x03复现过程
	0x04总结
	0x05参考资料


