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root@kali:~/%1H/reverse/src# file launcher

launcher: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-1inux-x86-64.s0.2, for GNU/Linux 3.2.0,
BuildID[shal]=464269c36073a8820e69146b00cc8e68d1f50718, stripped
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PIE (https://hardenedlinux.github.io/system-security/2016/07/01/PIC_PIE_and_ASLR _analysis.html) Position
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root@kali:~/5% 1M /reverse/src# gdb -q launcher
Reading symbols from launcher...(no debugging symbols found)...done.
gdb-peda$ startNo unwaited-for children left.
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root@kali:~/5%1i/reverse/src# ./launcher
root@kali:~/ 5[ /reverse/src#
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signed __int64 _ fastcall main(__int64 al, char **a2, char **a3)
{

size_t src_len; // rbx

size_t f_net_len; // rax

unsigned __int64 dest_2_len; // rax

unsigned __int64 v7; // rax

unsigned __int64 v8; // rsi

char *v9; // rdi

time_t timer; // [rsp+18h] [rbp-128h]

char fluxfingers_net[8]; // [rsp+20h] [rbp-120h]

char src; // [rsp+40h] [rbp-100h]

char s; // [rsp+66h] [rbp-EOh]

unsigned __int64 vi14; // [rsp+C8h] [rbp-78h]

char v15; // [rsp+D4h] [rbp-6Ch]

char v16; // [rsp+DDh] [rbp-63h]

char v17; // [rsp+E6h] [rbp-5Ah]

char v18; // [rsp+EFh] [rbp-51h]

char *v19; // [rsp+F8h] [rbp-48h]

char *dest_3; // [rsp+1@0h] [rbp-40h]

char *dest_2; // [rsp+108h] [rbp-38h]

char *dest; // [rsp+11leh] [rbp-306h]

int *v23; // [rsp+118h] [rbp-28h]

size_t len_s; // [rsp+120h] [rbp-206h]

struct tm *tp; // [rsp+128h] [rbp-18h]

strcpy(fluxfingers_net, ".fluxfingers.net");

timer = time(OLL);

tp = localtime(&timer);

strftime(&s, @x63uLL, "%Y-%m-%d", tp); // #&RH B L charfE U2 BIEs
len_s = strlen(&s);

sub_5576392A4B5A(&s, len_s);

v23 = &dword_5576394A70BS; // TEE¥isub_5606726BEBSABEITHIAL,
snprintf(
&v1s, // va18I\Z[A|E % Nobytes, REFF ik < 8bytes
QuLL,

"%02x%02Xx%02Xx%02x" ,
(unsigned __int8)dword_5576394A70B8,
BYTE1(dword_5576394A70B8),
BYTE2(dword_5576394A70B8),
HIBYTE(dword_5576394A70B8));

v23 = &dword_5576394A70C0;

snprintf(
Rv17.



)

9uLL,
"%02X%02X%02Xx%02X" ,
(unsigned __ int8)dword_5576394A70C0,
BYTE1(dword_5576394A70C0),
BYTE2(dword_5576394A70C0),
HIBYTE (dword_5576394A70C0));
v23 = &dword_5576394A70B4;
snprintf(
&v16,
quLL,
"%02x%02x%02x%02x" ,
(unsigned __int8)dword_5576394A70B4,
BYTE1(dword_5576394A70B4),
BYTE2 (dword_5576394A70B4),
HIBYTE (dword_5576394A70B4));
v23 = &dword_5576394A70BC;
snprintf(
&v15,
9uLL,
"%02X%02X%02Xx%02X" ,
(unsigned __int8)dword_5576394A70BC,
BYTE1(dword_5576394A70BC),
BYTE2 (dword_5576394A70BC),
HIBYTE (dword_5576394A70BC));

snprintf(&src, Ox21lulLlL, "%s%s%s%s", &v18, &v17, &v1l6, &v15);

src_len = strlen(&src);
f_net_len = strlen(fluxfingers_net);
dest = (char *)malloc(src_len + f_net_len + 1);
if ( !dest )
return 1LL;
*dest = 0;

strcat(dest, &src);
strcat(dest, fluxfingers_net);
dest_2 = sub_5576392A58A4(dest);
if ( !dest_2 )

return 1LL;
dest_2 1len
dest_3
v7 = strlen(dest_2);
v19 = sub_5576392A55EQ((__int64)dest_2, v7,
if ( !dest_3 )

return 1LL;
v8 = vl4;
v9 = dest_3;
sub_5576392A5858((__int64)dest_3, vi4,

strlen(dest_2);

[/ WARAZREORME, e

&vi14);

(__inte4)v19);

sub_5576392A55E0((__int64)dest_2, dest_2_ len, &vi14d);

((void (__fastcall *)(char *, unsigned _ int64))v19)(v9, v8);

return OLL;
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struct tm

{
int tm_sec; /*FF, IEWIEE0-59, (HAFZE61*/
int tm_min; /*4r8F, ©-59%*/
int tm_hour; /*/NEf, ©-23*%/
int tm_mday; /*H, BEI—NHHFMEILR, 1-31%/
int tm_mon; /*H, MN—HEHE, 0-11*%/ 1+p->tm_mon;
int tm_year; /*F, MN1900FEACLL/DF*/ 1900+ p->tm_year;
int tm_wday; /*2H#, —HHTHEILR, MNEHHEIR, 0-6%/
int tm_yday; /*M\ASE1ALIHBHAI RS, i e-365%/
int tm_isdst; /*HoG 5L A R ERR*/

s

time_t
Although not defined by the C standard, this is almost always an integral value holding the number of secon

time_t mktime ( struct tm * timeptr );
You can use the mktime() function to convert a struct tm into a time_t, which is an integer value.

size_t strftime (char* ptr, size_t maxsize, const char* format,
const struct tm* timeptr );
Copies into ptr the content of format, expanding its format specifiers into the corresponding values that r
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//faketime.c
#include <stdio.h>
#include <stdlib.h>

int time(int * second )

{
return atoi(getenv("CURR_TIME"));

(Ui getenv - get value of an environment variable
A] 2% http://pubs.opengroup.org/onlinepubs/007904975/functions/getenv.html)

fELinuxd R i N .sosh S E  (https://stackoverflow.com/questions/14884126/build-so-file-from-c-file-using-
gcc-command-line)

HARUR

gcc -c -fPIC faketime.c -o faketime.o
gcc faketime.o -shared -o faketime.so

o


http://pubs.opengroup.org/onlinepubs/007904975/functions/getenv.html
https://stackoverflow.com/questions/14884126/build-so-file-from-c-file-using-gcc-command-line

gcc -shared -o faketime.so -fPIC faketime.c

R )5 9 S — > il HHbash script:

# time.sh
#!/bin/bash

for (( c=1325376000; c<=1356912000; c++ ))
do

# eChO "C=" $C u\r‘u

set CURR_TIME = ¢ LD_PRELOAD=$(pwd)/faketime.so ./launcher
done

(Uil . setit B EIALENIHE,

If you set LD PRELOAD to the path of a shared object, that file will be loaded before any other library
(including the C runtime, 1ibc. so). So to run 1s with your special malloc () implementation, do this:

$ LD_PRELOAD=/path/to/my/malloc.so /bin/ls

A] 2% https://stackoverflow.com/questions/426230/what-is-the-ld-preload-trick)

RGBT
root@kali:~/5[fi/reverse/src# ./time.sh
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