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Welcome to *CTF 2021, join telegram to get flag: https://t.me/starCTF


https://mochu.blog.csdn.net
https://blog.csdn.net/mochu7777777/category_9858482.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/mochu7777777/article/details/112794962
https://blog.csdn.net/mochu7777777/category_9858482.html

emocat
signin #flag: *CTHwe1c0me_to_the_starCTF2021~}

Enjoy yourself!

CTFTime: httpsy/ctitime.org/event/1242
Time: 16 Jan, 01:00 UTC — 18 Jan, 01:00 UTC
Platform: hitps://starctf2021.x¢ctf.org.cn/

ctftime.org

*CTF 2021

*CTF is a Jeopardy-style Online Capture The Flag
Competition presented by ****** The gameis
opened to all participa...

*CTF{welc@me_to_the starCTF2021~}
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If you love reverse, you can try it, otherwise, you must finish it as quickly as possible.
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https://adworld.xctf.org.cn/media/uploads/task/f9fd04cdbed4469d856b92b9a648041a.zip

MineGame:
erify that version 9.9 (R2020b) of the MATLAB Runtime is installed.
If not, you can run the MATLAB Runtime installer.

To find its location, enter

>>mcrinstaller

at the MATLAB prompt.
NOTE: You will need administrator rights to run the MATLAB Runtime installer.

Alternatively, download and install the Windows version of the MATLAB Runtime for R2020b

from the following link on the MathWorks website:

https://www.mathworks.com/products/compiler/mcr/index.html

If you can't use those ways above, you can download Runtime installer that the author has prepared for your Mine

Game from those site :

https://drive.google.com/file/d/1HBXALAQETpEfT1tZSxbgMFVqveOVv5pY30/view?usp=sharing

https://pan.baidu.com/s/13000YBiWBwWGX_HUfjuspXA password:flag

HINT :

1. The first time you run MineGame, it may be slow. You can try more times.
2. Using computer with good performance may help you.

TIRX5E MATLAB , 2 JGIZ4T MineGame.exe RILZFSE, MAESTEF KM GBI REF, & IE1T MineGame. exe ,
SRIG 1 Cheat Engine FITFIXANIEFE, #RJ5 55052 N A1 Advanced Options {3 FE

SRJE A cE AT LAZE A A7 RS 3 7 4F *CTF [ Unicodeii i3

FAF: *CTF

UnicodeZwf%: 2A 00 43 00 54 00 46 00



¥, Cheat Engine 7.2 — O X
File Edit Table D3D Java Help
@ E B 00001BB4-MineGame.exe (paused)
Found: 8
Address Value Prev... Mew Scan Mext Scan Undo Scan
27E173ES1A0D 23 O... T Lebi
2TELT3ESA40 28 0... Hex |2&00430054004500
2TE173ESCE0 2B 0...
2TELT3ESFE0 2R O... Scan Type|Search for this array e
2TE173EG400 2B 0...
27E173E6520 24 O... Value Type| Array of byte
2T7E1754R880 2r 0... Memory Scan Options []Unrandomizer
e S Al [JEnable Speedhack
Start 0000000000000000
Stop 00007£E
Writable Executable
CopyOnWrite
Alignment
Fast Scan | 1 .
Last Digits
Pause the game while scanning
N
Memory View @ Add Address Manually
Active Description Address Type Value
|:| No description 27E173E51A0 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27E173E5A40 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27E173E5C80 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27VE173ESFB0 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27VE173E6400 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27VE173EB520 Array of byte2A 00 43 00 54 00 46 00
| |:| No description 27E1754A880 Array of byte2A 00 43 00 54 00 46 00
|:| No description 27VE17576980 Array of byte2A 00 43 00 54 00 46 00

Advanced Options

Table Extras

TERNAFHRERE] T U UL 7 FF 5, 7E 27617576980 Hubil 48 F 58 % (¥ flag




£, Memary Viewer —

File Search View Debug Tools Kerneltools

MineGame.exe+51BAC

Address Bytes Opcode Comment
MineGame.exe+51BA48 83 EC 28 sub rsp, 28 40
MineGame.exe +571BBIES EFO80000 call MineGame.exe+52444
MineGame.exe+51BB'48 83 C4 28 add rsp, 28 40
MineGame.exe+51BB'E9 F6FDFFFF jmp MineGame.exe+519B4
MineGame.exe+51BBICC int 3

MineGame.exe+51BBICC int 3

MineGame.exe+51BCC2 0000 ret 0ooo 0
MineGame.exe+51BC CC int3

MineGame.exe+51B8C.48 8B 01 mov rax, [rcx]

MineGame.exe+51BCC3 ret

hMinalGama avas51RC AR B8R N1 e rave [ee]

call to interrupt procedure-3:trap to debugger

Protect:Read/Write AllocationBase=2T7El167B0000 Base=27El17576000 Size=T7E000

address B0 Bl 82 B3 B4 B85 B6 BT BB B9 | 8B i i 8F 01234567T85ABCDEF
Z2TEL17576980 2A 00 43 00 54 00 46 00 7B 0O 0 00 0g *.C.T.E.|{
2TEL17576990 5F 00 1 65 00 ZD .2.1.
2TE175769R0 &1 00 3e 1F oo

2TEL175769B0 TD TE 02 00 08

2TE175769C0 00 Q0 00 00 6D EE 75 36 00 14 02 50 ........
2TE175769D0 50 FF 7F 00 :10] c

2TE175769ED 10 TE 02 00 30 JW.~
2TE175769F0 &B Q0 00 00 00 01 00 00 O1 00 00 00 E.....cocvvnnans
2TE17576R00 08 Q0 00 00 DO &9 57 17 T7E 02 00 00 ........ iW.~
2TE17576RA10 50 TE 02 00 50 12 D 72 TE 02 00 00 P.mxr~ E.mr~
2TE17576RA20 &0 TE 02 00 S0 12 eD 72 TE 02 00 00 Vi E.mr~
Z2TEL175T76A30 00 Q0 00 00 52 EE 40 36 00 15 02 80 ........ R @a..
2TE17576R40 90 FF 7F 00 80 50 SF 74 TE 02 00 00 | BCEs
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b4 TimeKeeper
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112 f file — & F KIN EwindowsFiE14

root@mochu7-pc: /mnt/c/Users/Administrator/Desktop/StarCTF# file 112
112: Microsoft Disk Image eXtended, by Microsoft Windows 16.8.18363.8, sequence 8x14, NO Log Signature; region, 2'entries, id BAT, at 6x380688, Required 1, id Metadata, at 8x268868, Required 1

root@mochu7-pc: /mnt/c/Users/Administrator/Desktop/StarCTF#

FZIRBE vhdx , RJEZK T N 99%HY 12345678 AL ELI%EATIT 7, 2333
HTH R A password. txt , I KB Ah

» FEEE > ERIDE (F) v | D

24



=R EH Bt Folh

|| password.ba 2021/1/15 9:34 A 1KB

7| password.txt - iD= - O x
TfHF) 4RSE(E) 1BTLIO) EEFE(V) EEIH)
Dow 12345678

% % N %

DiskGenius FJFH, KILH pdf LI

[ TS | sxpen ST SRS
-~ FASRECYCLE.BIN\S-1-5-21-442052688-2341436458-1198589001-1002
1 i & EiR ol IR J=4E3 e EMEE BlIEERTIE)
[ $1S7GUZ6.pdf 52B Adobe Acrobat.. A 2021-01-14 23:00:19 2021-01-14 23:00:19
I $RSTGUZ6.pdf 490.3KB Adobe Acrobat ... A 2021-01-10 16:00:46 2021-01-14 23:00:08
B desktapini 1298 EEEE HsA 2021-01-14 23:00:02 2021-01-14 23:00:09
[
- HD2:MsftVirtualDisk(160ME)
MSR(0)
=-~~ Hilll& (BitLockernlE) (F)
S| $RECYCLE.BIN

5-1-5-21-1968922182-16768
5-1-5-21-382141231-136067
§-1-5-21-442052688-234143 |«

System Volume Information

EAEATITBORN pdf , WiMlagl® 1, L A2, Firs2Er

= S| sEsn WETE BRes

B..' L}
FASRECYCLE.BIN\S-1-5-21-442052688-2241436458-1198589001-1002 v|=
E‘ & =R Forh SridER BiE EitE EoEtiE HERE
[ $1S7GUZ6.pdf 528 Adobe Acrobat.. A 2021-01-14 23:00:19 2021-01-14 23:00:19
[ $RS7GUZE.pdf 499.3KB  Adobe Acrobat.. A 2021-01-10 16:09:46 2021-01-14 23:00:08
deskiop.ini 1208 ESEE HSA 2021-01-14 23:00:09 2021-01-14 23:00:09
N
5. HD2:MsftVirtualDisk(160ME)
L ~~ MSR(0)
B~ Sl (BitLockerDlE) (F) $RSTGUZ6.pdf - o X
5[ | $RECYCLE.BIN
5-1-5-21-1968922182-16768 T wires o LR SR LA

5-1-5-21-382141231-136067 | __-
5-1-5-21-442052688-234143

e System Volume Information

ketf {hOtad1hedl9g
BdgfOryabaBdest)

*ctf{59ca21b54198345f0efa963195e
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gaps --image=puzzle.png --generations=30 --population=120 --size=43 --verbose




File Edit View

generation —-population=120 --s

Generation: 5/ 30
ekl : it

File  Edit

verbose

Figure 1

Generation: 18 / 30

T
GA terminated
There vement for 10 generations

== Done in 17
figure to exit

EANZH A LA K flag
SKAEE AR F L9t —F

can_never f

Feedback

We need your FeedBack

https://forms.gle/UjK5RWBU7XAS5DmHz5




*CTF 2021 Feedback

Thank you for participating our game. Hope you enjoy it! This is last flag:
*CTF{Thanks_for_your_FeedBack}

*CTF{Thanks_for_your_FeedBack
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