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popped up message destroyed me.
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volatility -f mal.raw --profile=Win7SP1x64 dumpfiles -Q ©x000000007de99070 -D ./
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E text:0040A471 00000013 C WindowsUpdater.exe

‘s’| .rdata:0040C2... 00000007 C (null)
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PID(Process Identifier): #EFfizlfF

PPID(Parent Process IDentification):QHEfEbriR

A it dump i windowsupdaterSC£4:, i i #ir 4

volatility -f mal.raw --profile=Win7SP1x64 procdump -p 3468 -D ./
FEEdump H Sk 1 SC B 28 44 7 v WindowsUpdater
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Securinets{easy malware_detection}

Whale

Who doesn’t love whales? | do, You do, they do.
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M Add Data Source

Steps

Select Data Source

1. Select Host

2. Belect Dats Source Type
3. Select Data Source

4 Configure Ingest

5.  Add Dats Source

Path:

C:\Users'ymmuzi '\ Downloads'.challenge'.challenge. E0OL

D Igncre orphan files in FAT file systems

Time zone: (eMT+8:00) Asis/Shanshai
Sector size: |Autec Detect
Hash Values (opticnall:
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SHA-256:

NOTE: These walues will not be validated when the dsts source is added.

Cpack || mext> | [IESSRCSURE R Vi

FEBC I B FFTKEE R LB —F

IEBfE > Challenge () > Users > semah »

Fa

=R v ERHEE ey
.docker 2021/11/23 613 e
B ELFOE 2021/11/23 6:13 ST
AppData 2022/4/7 16:53 iR
» TR0 2021/11/23 6:26 ST
BEA 2021/11/23 6:26 s
» b 2021/11/23 6:26 ST
B s 2021/11/23 6:26 s
e 2021/11/23 6:26 WigE
LEs 2021/11/23 6:26 s
SE== 2021/11/23 6:26 ST
TRY 2022/4/7 16:52 i
¥ = 2021/11/23 6:26 iE
=S 2021/11/23 6:26 s
W =E 2021/11/23 6:26 R
= Murmuzi

CSDN @

_— s

W, BENZ G KI—MEBGIE P ARANE WL, ARk 2 .dockers £

B HAE— { "path": "C:\\Program Files\\Docker\\Docker\\resources\\snyk.exe" }
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l‘..' UsrClass. dat My Computer'\C: " FrogramData'\Microsoft\Windows
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I\Users\semah\AppData\Local\Packages\Canon...

I\Users\semah\AppData\Local\Packages\Canon...

I\Users\semah\AppData\Local\Packages\Canon...

I\Users\semah\AppData\Local\Packages\Canon...

I:\Users\semah\AppData\Local\Packages\CanonicalGroupLimited.Ubuntu20.04onWindows_79rhkp1...

I\Users\semah\AppData\Local\Packages\CanonicalGroupLimited.Ubuntu20.04onWindows_79rhkp1...

I\Users\semah\AppData\Local\Packages\CanonicalGroupLimited.Ubuntu20.04onWindows_79rhkpT...

I\Users\semah\AppData\Local\Docker

I\Users\semah\AppData\Local\Docker

I\Users\semah\AppData\Local\Docker

I\Users\semah\AppData\Local\Docker

I\Users\semah\AppData\Local\Docker

I\Users\semah\AppData\Local\Docker
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[7] shell_zsh_history.MYD
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[] callHistorySync.svg

| ] callingEmptyCallHistory.svg
| ] History

[ ] History-journal

[ 1 Media History

[ 1 Media History-journal

| ] campaign_history

| ] campaign_histery-journal

| ] campaign_history

| campaign history-journal
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F\EIESE\SET 1\mysqldata\log_analysis_system

F\EIESE\SET 1\mysqldata\log_analysis_system

F\EIESE\ET\1\mysqldata\log_analysis_system

F\EIESE\ET\1\mysqldata\log_analysis_system

F\EIESE\ET\1\mysqldata\log_analysis_system

F\EIESE\ET\1\mysqldata\log_analysis_system

F\EIESE\ET\1\mysqldata\log_analysis_system

I:\Program Files\WindowsApps\Microsoft.YourPhone_1.21102.134.0 x64_ 8wekyb3d8bbwe\Assets\Calling
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I\Users\semah\AppData\Local\Microsoft\Edge\User Data\Default
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[ libhistory.so.5.2
[ libhistory.s0.8
[ libhistory.s0.8.0
[ ] pam_pwhistory.so
[ ] calendar.history
| | HISTORY.deb822
=l history. txt
| ]HISTORY
[ W history.txt.gz
[ W docker-history.1.gz
[ M docker-image-history.1.gz
[ W history 3readline.gz
[l pam_pwhistory.8.qz
[] History.pm
[ history.log
[5] consoleHost_history. txt
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|587 sudo docker pull semahba/securinetscongress
E&EE—T

Command

fbinfsh -c ho -n $(curl -s https://pastebin.com/raw/mtRhi3tv) | openssl enc -aes-256-chc -iter 1@

-pass pass:$(cat /var/securinetsCongress/5fAdcc3b5aa765d61d8327deb882cf99.txt) -out
/var/securinetsCongress/secret.enc

IMAGE LAYERS @

1 ADD file ... in / 2.69 MB Command

2 CMD ["/bin/sh"] @B /bin/sh -c rm fvar/securinetsCongress/5fddcc3b5aa765d61d8327del
3 /bin/sh -c apk upgrade 3.72 MB

4 /bin/sh -c apk update 2.19 MB

5 /bin/sh -c apk add openssl 271.21 KB

6 /binfsh -c apk add curl 1622.04 KB

7 WORKDIR /var/securinetsCongress 165 B

8  COPY file:2b7c831b1588813268b7b33b90@8b8c8c94befb756fcc8.. 246 B

9  COPY file:562e19cbB0@2ba983fefBbladf4c5aalfcBB01bb8Bacd5c.. 291 B

10 /bin/sh -c echo -n $(curl 316 B

11 /bin/sh -c rm /var/securinetsCongress/5f4dcc3b5a3a765d6ld.. 192 B
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RGN AAERRA/DLEE, REHE, BB GREARN, Wy, BT ZEA M HBpul.

sudo docker pull semahba/securinetscongress

sudo docker run -it semahba/securinetscongress



W AR R, Fe 4K F5f4dcc3b5aa765d61d8327deb882¢f99.txt

1t varflib/docker/overlay2/c33b509c666934 3ae5f9daed47d7e5f7f1e88b3113¢c2208498e2b
8a7d776101d/diff/ivar/securinetsCongress/5f4dcc3b5aa765d61d8327deb882cf99.txt
catZ Ja 15 H| N 2N Lgt6G6T2wzZ1M3A201QkgkE\IVN}]QI IN9\dXLO/Q

H—AFA IR 5 Hlopensslfig & = il ST % T ) secret

# Securinets Team
Hello,

We contacted the Fword Team for this image, end this is our secure app.-
It will have our sensitive data. use it well!

KgkE\IVN} 10J ! NS\dxL0/Q"

2 IM3AZ010kghENIVN}H 00 INAXLOAQ", 'r')

/var/se

Only Enple h 0 cur sensiti rk data. Den't share i fLkMaW var/securinetsCongress #

Only Employees have access to our sensitive work data. Don't share it! pwd: cvvsBZhRBgjgXefLkMwi

wait, /RULIRE VT A2 R A R e N T 2R 2
MEpUlE#RZ FEEM, RO N TNRT, dockerffif B 1k varlibH

pt 2 fEvarllib/docker 4% find ./ -name "5f4dcc3b5aa765d61d8327deb882cF99. txt"

b, DRAESRHL | — MBI, XA RS 7 AR AEEO1 B8 Hh B A AR TG

E=T =L 2 A =0 AN

.docker 2021/11/236:13 I{EE
B 3pws 2021/11/23 6:13 STiE

| AppData 2022/4/7 16:53 itz |
» (IR 2021/11/23 6:26 i
= BEA 2021/11/23 6:26 ST
» sk 2021/11/23 6:26 iE
B v 2021/11/23 6:26 ik
e 2021/11/23 6:26 i
o' 2021/11/23 6:26 ST
= e 2021/11/23 6:26 iE

EEE 2022/4/7 16:52 witE |
¥ T 2021/11/23 6:26 STitE
b =5 2021/11/23 6:26 iE
W =m 2021/11/23 6:26 ST
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R, OB SRR A A
H—> work . kdbx AL RS A

BRI i it KeePass % it 22 4> 61 1 i 54 ST AR KD BX A, AT 138 8 i idi I Kee Pass 1Y) 2 AL 44 /e
T2 T4 — 1 keepass


https://sourceforge.net/projects/keepass/files/KeePass%202.x/2.50/KeePass-2.50-Setup.exe/download

RG] docker HLI AR H A pwd, DDAt — AN kA0 — %458 — > password
password: VbOCkhUnRsnObwFA2vBvVMjfGEg9ZtSYgB/3RGEQCRGUL5h4RIQcOdTzb/hs/fUPO
https://defuse.ca/b/efCaJpFI12NPUFnpoQyx1lh

Our sensitive data
{5 Fix > password 2 il 25 A3 kA sk Bl 7]

Defuse Security's Pastebin

1.  Securinetsldocker lavers_are_ fun_right?]

Securinets {docker_lavers_are fur right?}

Securinets{docker_layers_are_ fun_right?}

AT 4 L BRI (LS RSB A FL), BURLIR JUS A RIS % T wpBldiscord, U, FRIEHA K IR 3L T (FE B
S G (55 49 1) T ST LR R B R DR

SR LRI, PiERE, )

i
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