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flag[::-1]

(0, (flag)-1):
(flag[i])
(flag[i+1])
Q:
result (s1<<8)"(s2<<4)"s2
else:
result (result<<4)”((s1<<8)"(s2<<4)"s2)
print(result)
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(591620785604527668617886) ) [2: ]

(s)//4+1):
c.append(s[i*4:i*4+4][::-1])
print(c[::-1])

from tgdm import tqdm

) )

(table)):
table[i] (table[i], 2)
for counts in ( (hide)):
hide[counts] (hide[counts], 2)

trys 2

for tmpl in (trys):
for tmp2 in tqdm( (trys)):
for tmp3 in (trys):
for tmp4 in (trys):
for tmp5 in (trys):
for tmp6 in (trys):
for tmp7 in (trys):
for tmp8 in (trys):
for tmp9 in (trys):

tmp
tmp ((4 << 4)
tmp ((table[tmp1

( (hide[Q] table[tmpl])))

[ ] ) (hide[1] ~ table[tmp2])))
tmp ((table[tmp2] 4) (hide[2] table[tmp3])))
tmp ((table[tmp3] 4) (hide[3] table[tmp4])))
tmp ((table[tmp4] 4) (hide[4] table[tmp5])))
tmp ((table[tmp5] 4) (hide[5] table[tmp6])))
tmp ((table[tmp6] 4) (hide[6] table[tmp7])))

[ ] 4) (hide[7] table[tmp8])))

[ ] 4) (hide[8] table[tmp9])))

[ ] 4) (hide[9] ~ table[3])))

tmp ((table[tmp7
tmp ((table[tmp8
tmp ((table[tmp9
flag tmp
result 0
for i in (0, (flag)-1):
sl (flag[i])
s2 (flag[i+1])
if i 0:
result (s1<<8)"(s2<<4)"s2
else:
result (result<<4)”~((s1<<8)"(s2<<4)"s2)
if(result 591620785604527668617886) :
print(flag[::-1])
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[47, 138, 127, 57, 117, 188, 51, 143, 17, 84, 42, 135, 76, 105, 28, 169, 25]

( )):
(32,128):
[1]>>4)+(( [i] & oxf)<<4)
( (jrkey))[2:].zFfill(2)
if(result results[i*2:i*2+2]):
flag (3)
break

print(flag)
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import base64,urllib.parse

enc urllib.parse.unquote(enc)

( (256))

(256):

(3 s_box[1i] (key[i (key)1)) 256

s_box[i], s_box[j] s_box[j], s_box[i]
[]

j=20
s in ( (enc)):
i=(i+1) % 256
Jj (3 s_box[i]) 256
s_box[i], s_box[]j] s_box[j], s_box[i]
t (s_box[1i] s_box[j]) 256
k s_box[t]
for ff in (32,128):

if( (ff Q) enc[s]):

print( (ff),end )
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(32,128):
17
%17
result s[(s1+1i)%34]+s[-(s2+i+1)%34]
if(results[i*2:1i%2+2] result):
flag (3)
break

print(flag)
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dirs = [(e@, 1), (1, @), (@, -1), (-1, @)]
path []

def mark(maze, pos):
maze[pos[@]][pos[1]] 2

passable(maze, pos):
return maze[pos[@]][pos[1]]

find_path(maze, pos, end):
mark(maze, pos)
if pos end:
print(pos, end
path.append(pos)
return True
iin (4):
nextp pos|[9] dirs[i][@], pos[1]

if passable(maze, nextp):
if find_path(maze, nextp, end):
print(pos, end )
path.append(pos)
return True
return False

see_path(maze, path):
for i, p in (path):
if i 9:
maze[p[@]][p[1]]
elif i (path) 1:

maze[p[@]][p[1]]
else:




print( )

for r in maze:
for c in r:
if c 3:
print(
elif c
print(
elif c 2:
print(
elif c 1:
print(
else:
print(
print()




1,
start (0, 1)
end (24, 23)
find_path(maze, start,

see_path(maze, path)
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import random

1.append(random.getrandbits(8))
print(1l)
[201, 8, 198, 68, 131, 152, 186, 136, 13, 130, 190, 112, 251, 93, 212, 1, 31, 214, 116, 244]

(len(1)):
random.seed(1[i])
for n in (5):
tmp random.getrandbits(8)
for j in (32,128):
tmps j tmp
if(tmps result[i*5+n]):

flag (3)
break
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[]
S s[::-1]
for i in s:
ind s_box.find(i)
count.append(ind)

(count)):
j*31 count[i]

flag*31 count[i]
print(libnum.n2s(flag))
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for i in ( (s)):
print( (11 (s[i])),end )
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(s[i]))[4:],16)7177),end )
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import dis, marshal, sys

header_sizes [

(81 (OJ
(12, (3,

]

header_size (s for s, v in (header_sizes) if sys.version_info V)

with ( 5 ) as f:
metadata = f.read(header_size)
code = marshal.load(f)

dis.dis(code)
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import hashlib
import base64
def init(s2,enc):
al (7]
enc hashlib.md5(enc.encode()).hexdigest()
a2 = []
for enc2 in (256):
s2.append(enc2)
a2.append(enc[enc2 (enc)])
enc2 in (256):
al ((al+s2[enc2]) (a2[enc2]))%256
s2[al],s2[enc2] s2[enc2],s2[al]

Encrypt(tmp6,flag):
tmp = 0
tmp2 (%]
tmp3
for tmp5 in flag:
tmp = (tmp+1)%256
tmp2 (tmp2 + tmp6[tmp]) 256
tmp6[tmp2], tmp6[tmp] tmp6[tmp],tmp6[tmp2]
tmp7 (tmp6[tmp] tmp6[tmp2])%256
tmp8 ( (tmp5)~ (tmp6[ (tmp6[tmp]+tmp6[tmp2])%256]))
tmp3 tmp8
tmp3 base64.bb64encode(tmp3.encode())
print(tmp3)
return tmp3
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H— S ERMMBbase, 572, HBtmp6[(tmp6ltmp]+tmp6ltmp2])%256]I{E K ik, baseffib JstAEag kK &
R A3 A\ — > print(tmp6[(tmp6[tmp]+tmp6[tmp2])%256],end="’)
15%0133,102,110,5,120,97,163,249,56,36,94,142,34,244,67,91,75,1,155,31,165,204,190,54,68,33,220

fRE AT

[133,102,110,5,120,97,163,249,56,36,94,142,34,244,67,91,75,1,155,31,165,204,190, 54,68,33,220]
(len(fff)):
(ord(fff[i])~table[i]),end="")
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_main();
strepy(5tr2, "{34sy_r3v3rs3}");
printf("please put your flag:");
scanf("%s", Strl);
for (i =@; i <= 665; ++i )
{ 101-->e

if ( Stri[i] == 101 )

Str1[i] = 51; 51-->3

i’or‘ (i=0; i <= 665; ++i )Eﬁkﬁge%ﬁﬁﬁ?),
{
if ( stri[i] == 97 ) T e

Stri[i] = 52;
¥

if ( stromp(Strl, Str2) ) FrkAflags

printf("you are wrong,see
else

printf("you are right!");
system("pause");
return @;

¥ CSDN @2Mumuzi

{easy reverse}

NSSCTF{easy_reverse}
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re2
IDA F5
_main();
strepy(Str2, “"ylagqlaycaqyp{");
printf(&Format);
gets(5tr);

v/ = strlen(Str);
for (1 =0; 1 < v/; ++1 )

{
if ( (Str[i] <= 96 || Str[i] > 98) &% (Str[i] <= 64 || str[i] » 66) )
str[i] -= 2;
else
strli] += 24; FHANNTEIX S EER-2

} b1 :H— —]%

if ( stromp(Str, Str2) ) ${'E1¥_¢}BEIE#E+24
printf(&byte 404024); ﬁz_gﬂx%ﬁﬁﬁ

else |
printf(aBingo); %’ﬁﬂ

system("pause”);
return @;
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for i in s:

for tmp in (32,128):
s (1)
if((tmp<=96 or tmp >98) and (tmp 64 or tmp >66)):
if(tmp-2==s):

print( (tmp),end
break
else:
if(tmp+24==s):
print( (tmp),end
break
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